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Ñòàòòþ ïðèñâÿ÷åíî àíàë³çó ñóòíîñò³ ñò³éêîñò³ ñóñï³ëüñòâà ó ê³áåðïðîñòîð³.
Ìåòîäîëîã³÷íî çîñåðåäæóºòüñÿ óâàãà íà óñâ³äîìëåíí³ ôåíîìåíà ñò³éêîñò³. Àê-
öåíòîâàíî óâàãó íà ïèòàííÿõ, ÿê³ ôîðìóþòü ÷³òêå óÿâëåííÿ ùîäî ñò³éêîñò³
ñóñï³ëüñòâà ïðè ðîçáóäîâ³ ñèñòåìè ê³áåðáåçïåêè. Ïðîàíàë³çîâàíî åâîëþö³éíèé
øëÿõ ñòàíîâëåííÿ ³íñòèòóòó ñò³éêîñò³ â ÍÀÒÎ. Çðîáëåíî âèñíîâêè ùîäî
â³ò÷èçíÿíî¿ íîðìàòèâíî-ïðàâîâî¿ áàçè ó ñôåð³ ê³áåðáåçïåêè, ÿêà çà êîðîòêèé ÷àñ
â³ä ïîâíîãî ³ãíîðóâàííÿ ñò³éêîñò³ â ñèñòåì³ ê³áåðáåçïåêè ïðîéøëà øëÿõ äî
ïîâíîö³ííîãî ôîðìóâàííÿ ïðàâîâî¿ áàçè, âèçíà÷åííÿ òà ðåãóëþâàííÿ ïðîöåñ³â
ðîçáóäîâè ê³áåðñò³éêîñò³ â Óêðà¿í³.

Êëþ÷îâ³ ñëîâà: ê³áåðáåçïåêà, ñò³éê³ñòü, ê³áåðçàãðîçà, ê³áåðñò³éê³ñòü, âðàç-
ëèâ³ñòü, ñïðîìîæí³ñòü, â³äíîâëåííÿ.

Ó ñó÷àñíîìó ³íôîðìàö³éíîìó ñóñï³ëüñòâ³ ïèòàííÿ ê³áåðáåçïåêè çàéìàº îäíå
ç êëþ÷îâèõ ì³ñöü. Ðîçâèòîê ñóñï³ëüñòâà òà ñôîðìîâàí³ ïðàâîâ³ ³íñòðóìåíòè çàáåçïå-
÷óþòü ðåàë³çàö³þ ³íôîðìàö³éíèõ ïðàâ ³ îáîâ’ÿçê³â ãðîìàäÿí, âèçíà÷àþòü ñòóï³íü
ðîçâèòêó ³íôîðìàö³éíî¿ ñôåðè Óêðà¿íè, ñòàí ³íôîðìàö³éíîãî ïðàâîïîðÿäêó, ð³âåíü
çàáåçïå÷åííÿ ïðàâîâî¿ îõîðîíè ³ çàõèñòó ñîö³àëüíèõ ö³ííîñòåé. Çà óìîâè ã³áðèäè-
çàö³¿ çàãðîç íàö³îíàëüíà áåçïåêà çàãàëîì, çîêðåìà ê³áåðáåçïåêà, ïîòðåáóþòü ôîðìó-
âàííÿ áåçïåêîâîãî ê³áåðïðîñòîðó òà ñèñòåìíîãî âïðîâàäæåííÿ â³äïîâ³äíèõ ïðàâîâèõ
³íñòðóìåíò³â [1]. Îäíèì ³ç êëþ÷îâèõ ñó÷àñíèõ ñâ³òîâèõ òðåíä³â ê³áåðáåçïåêè º
çàáåçïå÷åííÿ ê³áåðñò³éêîñò³.

Â óìîâàõ øèðîêîìàñøòàáíîãî âòîðãíåííÿ ðô ê³áåðáåçïåêà º îäíèì ³ç êëþ-
÷îâèõ åëåìåíò³â îáîðîíîçäàòíîñò³ äåðæàâè. Ñüîãîäí³ ê³áåðâ³éíà ó ðîçïàë³. Ðîñ³éñüê³
õàêåðè çä³éñíþþòü ö³ëåñïðÿìîâàí³ àòàêè íà îðãàíè âëàäè òà ³íôðàñòðóêòóðí³
ï³äïðèºìñòâà äëÿ òîãî, ùîá çíèçèòè àáî ïàðàë³çóâàòè åêîíîì³÷íó àêòèâí³ñòü ãðî-
ìàäè, ï³äâèùèòè ñîö³àëüíó íàïðóãó ÷åðåç â³äñóòí³ñòü àáî íåñòàá³ëüíó ðîáîòó ï³ä-
ïðèºìñòâ, ÿê³ çàáåçïå÷óþòü ðîáîòó êðèòè÷íî¿ ³íôðàñòðóêòóðè [2]. Ê³ëüê³ñòü ê³áåð-
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àòàê ó 2022 ðîö³ íà ëîã³ñòèêó, â³éñüêîâ³ îá’ºêòè, áàçè äàíèõ îðãàí³â âëàäè òà
³íôîðìðåñóðñè íàøî¿ äåðæàâè â ïîð³âíÿíí³ ç 2021 ðîêîì çá³ëüøèëàñÿ ìàéæå
âòðè÷³; ðô çä³éñíþº òàêîæ ñèñòåìí³ ê³áåðàòàêè íà òðàíñïîðòíó, ïðîìèñëîâó òà
åíåðãåòè÷íó ³íôðàñòðóêòóðè Óêðà¿íè. Ô³êñóþòüñÿ ÷èñëåíí³ ñïðîáè âîðîæèõ
ê³áåðàòàê ùîäî íàøèõ ãðîìàäÿí, ñïàì-ðîçñèëàííÿ ô³øèíãó, âèêðàäåííÿ ³íôîðìàö³¿
ïðî ïåðñîíàëüí³ äàí³ ãðîìàäÿí, çîêðåìà â³éñüêîâîñëóæáîâö³â òà ³íøèõ ñóá’ºêò³â,
ÿê³ çàáåçïå÷óþòü íàö³îíàëüíó áåçïåêó òà îáîðîíó [3].

Ó ÍÀÒÎ äàâíî ñôîðìóâàëèñÿ ñèñòåìí³ ï³äõîäè ùîäî ïîñèëåííÿ ñò³éêîñò³ íà
îñíîâ³ çàïîá³ãàííÿ ê³áåðçàãðîçàì. Âèñîêèé ð³âåíü ê³áåðñò³éêîñò³ çàáåçïå÷óºòüñÿ ó÷àñòþ
óñ³õ ñóá’ºêò³â ñèñòåìè ê³áåðáåçïåêè, ôîðìóâàííÿì íàä³éíèõ òà åôåêòèâíèõ ³íñòèòóö³é,
ñòðóêòóð, àãåíö³é òà ì³ñ³é, ùî ñïðèÿþòü ê³áåðáåçïåö³ òà ðåàãóþòü íà ê³áåðàòàêè.

Íàðàç³, õàðàêòåðèçóþ÷è òåðì³í “ñò³éê³ñòü”, âàæëèâî çàçíà÷èòè, ùî éäåòüñÿ
ïðî â³äïîâ³äíèé ñòàí îá’ºêòà áåçïåêè: êðèòè÷íî¿ ³íôðàñòðóêòóðè, ïåâíî¿ ñèñòåìè,
ñóñï³ëüñòâà çàãàëîì. Òàê, òåðì³íîëîã³÷íèé ãëîñàð³é ÎÎÍ ôîðìóëþº âèçíà÷åííÿ
ñò³éêîñò³ ÿê çäàòí³ñòü ñèñòåì, ãðîìàä òà ñóñï³ëüñòâà àáñîðáóâàòè çîâí³øí³ âïëèâè
òà øâèäêî â³äíîâëþâàòè õàðàêòåðèñòèêè (áàçîâó ñòðóêòóðó ³ ôóíêö³¿), òàê ³ àäàï-
òèâí³ ìîæëèâîñò³, ãíó÷ê³ñòü ñèñòåìè â óìîâàõ çíà÷íèõ òðàíñôîðìàö³é, âïëèâ³â
çîâí³øíüîãî ñåðåäîâèùà [4, ñ. 24]. Âîäíî÷àñ òåðì³í “ñò³éê³ñòü” (àíãë., resilience)
º äîñòàòíüî âæèâàíèì â àíãëîìîâíèõ êðà¿íàõ òà õàðàêòåðèçóºòüñÿ óñòàëåíèìè
îçíàêàìè, ÿê³ ôîðìóþòü éîãî ñïðèéíÿòòÿ íà ð³âí³ ì³æíàðîäíèõ íîðìàòèâíî-
ïðàâîâèõ äîêóìåíò³â é ïðàêòè÷íî ¿õ çíà÷åííÿ ôîðìóº îñíîâó ñïðèéíÿòòÿ “ñò³é-
êîñò³” ó ñòðàòåã³÷íèõ áåçïåêîâèõ äîêóìåíòàõ. Òàêîæ íåîáõ³äíèì çàñòåðåæåííÿì º
ïåâíà ïðîáëåìà ³íòåðïðåòàö³¿ òåðì³íó “ñò³éê³ñòü” ïðè ïåðåêëàä³ ç àíãë³éñüêî¿ íà
³íø³ ìîâè. ßê çàçíà÷àþòü Ò³ìîò³ Ïð³îð òà Éîíàñ Õàãìàí, ð³çíîìàí³òòÿ ñìèñëó
ïîíÿòòÿ “ñò³éê³ñòü” ïðèçâîäèòü äî ïðîáëåìè éîãî óòî÷íåííÿ äëÿ òèõ, õòî ôîðìóº
äåðæàâíó ïîë³òèêó [5, c. 282].

Äæîíàòàí Äæîçåô ç Âåëèêî¿ Áðèòàí³¿ çàçíà÷àº ïðî “ñò³éê³ñòü” ÿê ïðî
íåîë³áåðàëüíó ôîðìó äåðæàâíîãî óïðàâë³ííÿ, ç íàãîëîñîì íà çäàòíîñò³ ñóñï³ëüñòâà
àäàïòóâàòèñÿ äî çàãðîç [6]. Âîäíî÷àñ Äæåðîì Êàãàí àêöåíòóº íà òîìó, ùî òåðì³í
“ñò³éê³ñòü” ñèñòåìíî âèêîðèñòîâóºòüñÿ ó ñòðàòåã³÷íèõ äîêóìåíòàõ, º äîñòàòíüî
âæèâàíèì ñåðåä ïîë³òèê³â ó Ñïîëó÷åíèõ Øòàòàõ ùîäî ïèòàíü áåçïåêè, ÷àñòî
âèãîëîøóºòüñÿ ó âèñòóïàõ ïîë³òè÷íèõ ä³ÿ÷³â, à Êîíãðåñîì ïðîãîëîøóþòüñÿ “ì³ñÿö³
ñò³éêîñò³” [7]. Íàïðèêëàä ó Ñòðàòåã³¿ íàö³îíàëüíî¿ áåçïåêè ÑØÀ (â ðåäàêö³¿
2010 ðîêó) áåçïîñåðåäíº âèêîðèñòàííÿ òåðì³íó “ñò³éê³ñòü” çä³éñíþºòüñÿ â êîí-
òåêñò³ [8]: ï³äâèùåííÿ ñò³éêîñò³ äåðæàâè òà íàö³îíàëüíî¿ åêîíîì³êè; äîòðèìàííÿ
ïîñë³äîâíîãî ïîë³òè÷íîãî êóðñó êðà¿íè íà îñíîâ³ àìåðèêàíñüêèõ ö³ííîñòåé;
çäàòíîñò³ ðåàãóâàòè íà íàäçâè÷àéí³ ñèòóàö³¿; çìåíøåííÿ âðàçëèâîñò³ òà ï³äâèùåííÿ
ñò³éêîñò³ êðèòè÷íî¿ ³íôðàñòðóêòóðè; ïðîòèä³¿ ãëîáàëüíèì âèêëèêàì. À ó Ñòðàòåã³¿
íàö³îíàëüíî¿ áåçïåêè Âåëèêî¿ Áðèòàí³¿ ñò³éê³ñòü âèêîðèñòîâóºòüñÿ ÿê îäíà ç
êëþ÷îâèõ ÷àñòèí çàáåçïå÷åííÿ íàö³îíàëüíî¿ áåçïåêè: ìåòîþ äåðæàâíî¿ ïîë³òèêè
ó ñôåð³ íàöáåçïåêè âèçíà÷åíî ðîçáóäîâó îáîðîíè, ñò³éêîñò³ òà ïàðòíåðñòâà, à â
ïîäàëüøîìó òåêñò³ àêöåíòîâàíî óâàãó íà çì³öíåíí³ âíóòð³øíüî¿ ñò³éêîñò³ ó ïðî-
òèñòîÿíí³ ãëîáàëüíèì âèêëèêàì [9].

Â³ò÷èçíÿí³ â÷åí³ òàêîæ äîñë³äæóþòü çàçíà÷åí³ ïèòàííÿ, çîêðåìà Á³ðþêîâ Ä.Ñ.,
âèä³ëÿþ÷è ñóòí³ñí³ îçíàêè, çàçíà÷àº, ùî “ñò³éê³ñòü” ìîæíà ðîçãëÿäàòè ÿê ñóñï³ëüíî-
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êóëüòóðíèé ôåíîìåí, ÿêèé ïîëÿãàº ó ñïðîìîæíîñò³ ñóñï³ëüñòâà äîñÿãàòè òà â
íàäçâè÷àéíèõ ñèòóàö³ÿõ äåìîíñòðóâàòè âèñîêèé ð³âåíü êóëüòóðè áåçïå-
êè [10, ñ. 223]. Íàðàç³ ïðèêëàä ãåðî¿çìó ³ ð³øó÷îñò³ óêðà¿íñüêîãî ñóñï³ëüñòâà ó
ïðîòèñòîÿíí³ ðîñ³éñüê³é àãðåñ³¿ òàêîæ çàñâ³ä÷óº ïðî â³äïîâ³äíèé ð³âåíü ñò³éêîñò³
íàøî¿ äåðæàâè, â îñíîâ³ ÿêî¿ ñàìå ñîö³àëüíèé ôåíîìåí, ð³âåíü ñâ³äîìîñò³ òà
êóëüòóðè ïåðåâàæíî¿ á³ëüøîñò³ óêðà¿íñüêèõ ãðîìàäÿí. À ÿêùî ðîçãëÿäàòè “óê-
ðà¿íñüê³ ìàéäàíè”, íà íàøó äóìêó, ñàìå ñò³éê³ñòü ÿê ñóñï³ëüíî-êóëüòóðíèé ôåíîìåí
ñôîðìóâàëà  àêòèâíó ãðîìàäÿíñüêó ïîçèö³þ òà îá’ºäíàëà ëþäåé áåç ï³äòðèìêè
äåðæàâè âçÿòè â³äïîâ³äàëüí³ñòü çà ñâîº ìàéáóòíº íà ñåáå. Âîäíî÷àñ äîñë³äíèêè ç
Âåëèêî¿ Áðèòàí³¿, ïîñèëàþ÷èñü íà àìåðèêàíñüêó ïðåñó, ï³ñëÿ òåðàêò³â ó êâ³òí³
2003 ðîêó â Áîñòîí³ çàçíà÷àëè ïðî õàðàêòåðí³ ðèñè ïîâåä³íêè ãðîìàäÿí: ñì³ëèâ³,
øâèäêî îð³ºíòóâàëèñÿ, ïîêàçóâàëè ïðèêëàä ùèðîãî òîâàðèñòâà, çàëèøàëèñÿ ñïî-
ê³éíèìè òà äîòðèìóâàëèñÿ ³íñòðóêö³é ïðåäñòàâíèê³â ïðàâîîõîðîííèõ îðãàí³â [11,
ñ. 221].

Âàæëèâèì àêöåíòîì ùîäî ôîðìóâàííÿ ñò³éêîñò³ º ðîçóì³ííÿ òîãî, ùî ïåâíà
íåãàòèâíà ïîä³ÿ, ÿêà ðåàë³çóºòüñÿ â³äïîâ³äíîþ çàãðîçîþ, º íåìèíó÷îþ. Òàêèé
ï³äõ³ä ³ âèçíà÷àº îá’ºêòèâíîþ íåîáõ³äí³ñòþ ôîðìóâàííÿ ñèñòåìè ñò³éêîñò³ íà îñ-
íîâ³ çàõîä³â áåçïåêè, ùî äîçâîëÿòü âèñòîÿòè òà â³äíîâèòèñÿ. Âîäíî÷àñ êàíàäñüê³
ôàõ³âö³ âêàçóþòü íà äîïóñòèì³ñòü çáóðåíü òà â³äìîâ, ÿê³ íåîáõ³äíî çàçäàëåã³äü
âèçíà÷èòè ³ âñòàíîâèòè ð³âåíü íàñë³äê³â [12, ñ. 13]. Òîáòî, ÿê çàçíà÷àþòü àâòîðè
áåçïåêîâîãî ä³àëîãó [13, ñ. 4], êëþ÷îâèì º òå, ùî áåçïåêà ñóá’ºêòà çàëåæèòü íå
ò³ëüêè â³ä õàðàêòåðó é ð³âíÿ çàãðîçè òà éîãî óðàçëèâîñò³ äî çàãðîçè, à ³ â³ä âëà-
ñòèâîñòåé ñàìîãî ñóá’ºêòà – éîãî “ñò³éêîñò³” äî ïîä³é.

Ðîçóì³þ÷è âàæëèâ³ñòü òàêèõ âèñíîâê³â, ñóòí³ñòü çðîáëåíèõ àêöåíò³â, òåðì³í
“ñò³éê³ñòü” º íå ïðîñòèì ôîðìàëüíèì êîíòåêñòíèì âèêîðèñòàííÿì ì³æíàðîäíèìè
îðãàí³çàö³ÿìè, à ñó÷àñíîþ íîâàö³ºþ ùîäî ðîçáóäîâè òåîð³¿ áåçïåêè, ôîðìóâàííÿ
áåçïåêîâèõ êîíöåïö³é òà ñòðàòåã³é, à òàêîæ ìàº êëþ÷îâå ïðèêëàäíå çíà÷åííÿ ïðè
ðåàë³çàö³¿ äåðæàâíî¿ ïîë³òèêè ñòîñîâíî áåçïåêîâîãî ñåðåäîâèùà. Íå âèíÿòêîì, à
îäí³ºþ ³ç êëþ÷îâèõ ñüîãîäí³ â ñèñòåì³ íàö³îíàëüíî¿ áåçïåêè, ñàìå ùîäî ôîðìóâàííÿ
“ñò³éêîñò³”, º ³ ê³áåðáåçïåêà.

Íà ïî÷àòêîâîìó åòàï³ ³ñíóâàííÿ ÍÀÒÎ ñò³éê³ñòü ðåàë³çîâóâàëàñü çàãàëüíèì
ñóòí³ñíèì ï³äõîäîì ñàìå ùîäî ìîæëèâîñò³ âèòðèìóâàòè íåî÷³êóâàí³ â³éñüêîâ³
óäàðè, ùî çàêð³ïëþâàëîñÿ Ï³âí³÷íîàòëàíòè÷íèì äîãîâîðîì òà çàñòîñóâàííÿì
ïðèíöèïó êîëåêòèâíî¿ îáîðîíè. Òàê, ó ñò. 3 çàçíà÷àëîñÿ, ùî äëÿ çàáåçïå÷åííÿ
åôåêòèâí³øî¿ ðåàë³çàö³¿ ö³ëåé Äîãîâîðó êðà¿íè-÷ëåíè, ä³þ÷è îêðåìî ÷è êîëåêòèâíî,
øëÿõîì ïîñò³éíîãî òà åôåêòèâíîãî âäîñêîíàëåííÿ âëàñíèõ ìîæëèâîñòåé òà âçàº-
ìîäîïîìîãè ï³äòðèìóâàòèìóòü ³ ðîçâèâàòèìóòü ñâîþ ³íäèâ³äóàëüíó òà êîëåêòèâíó
çäàòí³ñòü ïðîòèñòîÿòè çáðîéíîìó íàïàäó [14]. Àëå ñó÷àñí³ ï³äõîäè ïðÿìî âèçíà-
÷àþòü ñò³éê³ñòü îäíèì ³ç êëþ÷îâèõ íàïðÿì³â.

Çà ñó÷àñíèõ áåçïåêîâèõ óìîâ àêòóàëüí³ñòü çàáåçïå÷åííÿ ñò³éêîñò³ â ÍÀÒÎ
çíà÷íî çðîñëà òà âñå ÷àñò³øå ðîçãëÿäàºòüñÿ ÿê îêðåìèé íàïðÿì ä³ÿëüíîñò³ Àëüÿíñó.
Ïîñèëþþ÷è öþ ñêëàäîâó, ñïî÷àòêó ïðèíöèï êîëåêòèâíî¿ îáîðîíè áóëî äîïîâíåíî
ðîçáóäîâîþ ñïðîìîæíîñòåé êðèçîâîãî ìåíåäæìåíòó òà ðîçâèòêîì ñï³âðîá³òíèöòâà
çà íàïðÿìîì áåçïåêè [15]. Àëå àíåêñ³ÿ Êðèìó ðô ó âåðåñí³ 2014 ðîêó ñôîðìóâàëà
íîâ³ âèêëèêè â ãëîáàëüíîìó áåçïåêîâîìó ñåðåäîâèù³, ùî ïîòðåáóâàëî óïðîâàä-
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æåííÿ íîâèõ ï³äõîä³â ó ñòðàòåã³÷íîìó òà îïåðàö³éíîìó ïëàíóâàíí³ ³ âèçíà÷åíí³
çàâäàíü. ßê ðåçóëüòàò, áóëî çàòâåðäæåíî “Ïëàí ä³é ÍÀÒÎ ùîäî çàáåçïå÷åííÿ
ãîòîâíîñò³” [16], ÿêèé õî÷à ³ íå ðåàë³çóâàâ ùå ïðÿìî êîíöåïö³þ ñò³éêîñò³, âñå æ
çì³ñòîâíî íàáëèçèâ öåé ïðîöåñ, îñê³ëüêè ïåðåäáà÷àâ: ïîñèëåííÿ îáîðîííèõ
ñïðîìîæíîñòåé, ï³äâèùåííÿ ìîá³ëüíîñò³ òà îïåðàòèâíîñò³, ïîë³ïøåííÿ ñï³âïðàö³
³ êîîðäèíàö³¿ ì³æ ñòðóêòóðàìè Àëüÿíñó, â³äïðàöþâàííÿ çàõîä³â àíòèêðèçîâîãî
óïðàâë³ííÿ, ïîñèëåííÿ ñïðîìîæíîñòåé îòðèìàííÿ ðîçâ³äóâàëüíî¿ ³íôîðìàö³¿ òîùî.

Áåçïîñåðåäíüî ñò³éê³ñòü áóëà ðåàë³çîâàíà ó íîðìàòèâíèõ äîêóìåíòàõ ÍÀÒÎ
ó ÷åðâí³ 2016 ð. íà çóñòð³÷³ ì³í³ñòð³â îáîðîíè êðà¿í-÷ëåí³â ÍÀÒÎ ç ïðèéíÿòòÿì
â³äïîâ³äíèõ Êåð³âíèõ ïðèíöèï³â. ¯õ çì³ñò ïðÿìî âèçíà÷àâ êëþ÷îâ³ íàïðÿìè çà-
áåçïå÷åííÿ ñò³éêîñò³:

ãàðàíòîâàíà ä³ºâ³ñòü óðÿäó ³ êðèòè÷íî âàæëèâèõ óðÿäîâèõ ñëóæá;
ñò³éêå ïîñòà÷àííÿ åíåðã³¿;
çäàòí³ñòü åôåêòèâíî âèð³øóâàòè ñèòóàö³þ ç íåêîíòðîëüîâàíèì ïåðåì³ùåííÿ

ëþäåé;
ñò³éê³ äæåðåëà ïðîäóêò³â ³ âîäè;
çäàòí³ñòü âïîðàòèñÿ ç ïðîáëåìîþ çíà÷íèõ ëþäñüêèõ âòðàò;
ñò³éê³ öèâ³ëüí³ ñèñòåìè çâ’ÿçêó;
ñò³éê³ òðàíñïîðòí³ ñèñòåìè (äëÿ ïîòðåá ÍÀÒÎ) [17].
Íà öüîìó æ åòàï³ óïðîâàäæóþòüñÿ íîâ³ íàïðÿìè òà çàõîäè ðîçáóäîâè ñò³éêîñò³

ó ê³áåðïðîñòîð³ [18]:
ñòâîðåí³ êîìàíäè ê³áåððåàãóâàííÿ;
ï³äïèñàíî Ìåìîðàíäóì ïðî ïîðîçóì³ííÿ ì³æ Àëüÿíñîì ³ îêðåìèìè éîãî

êðà¿íàìè-÷ëåíàìè ùîäî çàáåçïå÷åííÿ çàõèùåíèõ ï³äêëþ÷åíü äëÿ îáì³íó ³íôîð-
ìàö³ºþ ³ âðåãóëþâàííÿ êðèç;

Öåíòð ïåðåäîâîãî äîñâ³äó ç ê³áåðçàõèñòó ÍÀÒÎ àêòèâ³çóâàâ ä³ÿëüí³ñòü ó íà-
ïðÿìêó ðîçâèòêó ñïåö³àëüíèõ ìîæëèâîñòåé ùîäî ïðîòèä³¿ øê³äëèâèì ïðîãðàìàì
òà ï³äãîòîâêè ôàõ³âö³â â³äïîâ³äíîãî ð³âíÿ;

íàëàãîäæóºòüñÿ ñï³âïðàöÿ ì³æ Àëüÿíñîì ³ ìàëèìè òà ñåðåäí³ìè êîìïàí³ÿìè-
ðîçðîáíèêàìè ê³áåðòåõíîëîã³é, ÿê³ ÷àñòî íàéá³ëüø ³ííîâàö³éí³ â ö³é ñôåð³;

ó õîä³ ñàì³òó ÍÀÒÎ ó Âàðøàâ³ áóâ ï³äïèñàíèé äîêóìåíò ï³ä íàçâîþ “Çîáî-
â’ÿçàííÿ ùîäî ê³áåðçàõèñòó”, çã³äíî ç ÿêèì êðà¿íè-÷ëåíè Àëüÿíñó ï³äòâåðäèëè
êóðñ íà ðîçâèòîê ñèë ³ çàñîá³â ç ìåòîþ çì³öíåííÿ çàãàëüíî¿ ñò³éêîñò³ îðãàí³çàö³¿;

ó êðà¿íàõ-÷ëåíàõ ÍÀÒÎ ïðèéíÿò³ íàö³îíàëüí³ ñòðàòåã³¿ ê³áåðáåçïåêè ³ âíåñåí³
çì³íè äî çàêîíîäàâñòâà ùîäî çëî÷èí³â ïðîòè íå¿.

²ç óðàõóâàííÿì ñïåöèô³êè ã³áðèäíî¿ â³éíè ÍÀÒÎ âèçíà÷àº íàïðÿìè ùîäî
ïîñèëåííÿ ñò³éêîñò³ ó ïðîòèñòîÿíí³ ê³áåðçàãðîçàì:

øèðîêå âò³ëåííÿ ê³áåðçàõèñòó â îïåðàö³¿ ³ ì³ñ³¿ ÍÀÒÎ, ï³äâèùåííÿ ñòàòóñó
âíåñê³â êðà¿í-÷ëåí³â Àëüÿíñó ó ê³áåðçàõèñò ç äîïîì³æíîãî äî á³ëüø ñàìîñò³é-
íîãî;

ðîçâèòîê ñèë ³ çàñîá³â ê³áåðçàõèñòó ñåðåä ÷ëåí³â ÍÀÒÎ, îáì³í äîñâ³äîì ì³æ
÷ëåíàìè Àëüÿíñó ç âèêîðèñòàííÿì ôîðìàëüíèõ ³ íåôîðìàëüíèõ êàíàë³â (âêëþ-
÷àþ÷è ïðîöåñ îáîðîííîãî ïëàíóâàííÿ â ÍÀÒÎ);

÷³òêå âèçíà÷åííÿ ì³æíàðîäíî¿ ðîë³ Àëüÿíñó ó ï³äòðèìö³ â³äïîâ³äàëüíî¿ ïî-
âåä³íêè äåðæàâè â ê³áåðïðîñòîð³ ³ çàõîä³â ç ðîçáóäîâè äîâ³ðè â ê³áåðñôåð³;
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îáì³í ðîçâ³äóâàëüíèìè äàíèìè òà ³íôîðìàö³ºþ ïðî ñòàí ñïðàâ ó ê³áåðñôåð³
ÿê ì³æ ÷ëåíàìè ÍÀÒÎ, òàê ³ ç ³íøèìè ì³æíàðîäíèìè îðãàí³çàö³ÿìè;

íàëàãîäæåííÿ ñï³âïðàö³ íà îñíîâ³ âçàºìíîãî äîïîâíåííÿ ç Öåíòðîì ªÑ ç
áîðîòüáè ç ê³áåðçëî÷èíàìè, îñîáëèâî ó ñâ³òë³ ã³áðèäíî¿ â³éíè òà êîíôë³êò³â ó ñ³-
ðèõ çîíàõ [18].

Äîñâ³ä ÍÀÒÎ ó ðîçáóäîâ³ êîíöåïòó ñò³éêîñò³ º íàäçâè÷àéíî âàæëèâèì ³ äëÿ
Óêðà¿íè. Ïåðø çà âñå, ðåàë³çàö³ÿ ñò³éêîñò³ äåðæàâè òà ñóñï³ëüñòâà ñòîñóºòñÿ ñôå-
ðè íàö³îíàëüíî¿ áåçïåêè, ùî ïåðåäáà÷àº ðîçáóäîâó íà íîâèõ çàñàäàõ, ç ðèñàìè
ñò³éêî¿ ñèñòåìè, ñåêòîðó áåçïåêè ³ îáîðîíè. Íàñàìïåðåä öå ñòîñóºòüñÿ:

áåçïåðåá³éíîãî ôóíêö³îíóâàííÿ ó íîðìàëüíîìó (øòàòíîìó) ðåæèì³, àäàïòàö³þ
äî óìîâ, ùî çì³íþþòüñÿ;

çäàòíîñò³ âèòðèìóâàòè íåî÷³êóâàí³ óäàðè;
â³äíîâëåííÿ ï³ñëÿ ðóéí³âíèõ íàñë³äê³â ÿâèù/ä³é áóäü-ÿêî¿ ïðèðîäè äî

áàæàíî¿ ð³âíîâàãè çà óìîâè çáåðåæåííÿ áåçïåðåðâíîñò³ ïðîöåñó óïðàâë³ííÿ [19].
Íîðìàòèâíî-ïðàâîâå çàáåçïå÷åííÿ ðåàë³çàö³¿ êîíöåïòó ñò³éêîñò³ â Óêðà¿íè

ñôîðìóâàëîñÿ ëèøå çà îñòàíí³ ðîêè. Ñòðàòåã³ÿ íàö³îíàëüíî¿ áåçïåêè Óêðà¿íè
2015 ðîêó öåé òåðì³í âèêîðèñòîâóº ëèøå ó êîíòåêñò³ ï³äâèùåííÿ ñò³éêîñò³ íàö³î-
íàëüíî¿ åêîíîì³êè äî íåãàòèâíèõ çîâí³øí³õ âïëèâ³â [20] ³ ïîíÿò³éíîãî âèçíà÷åííÿ
çì³ñòó çàçíà÷åíîãî òåðì³íó âçàãàë³ íå ì³ñòèòü. Âîäíî÷àñ íàñòóïíà 2020 ðîêó
Ñòðàòåã³ÿ íàö³îíàëüíî¿ áåçïåêè Óêðà¿íè: “ÁÅÇÏÅÊÀ ËÞÄÈÍÈ – ÁÅÇÏÅÊÀ
ÊÐÀ¯ÍÈ” êëþ÷îâèìè çàñàäàìè âèçíà÷àº ñòðèìóâàííÿ, ñò³éê³ñòü òà âçàºìîä³þ [21].
À ó ñò. 47 ïðÿìî çàçíà÷àºòüñÿ: “Óêðà¿íà çàïðîâàäèòü íàö³îíàëüíó ñèñòåìó ñò³éêîñò³
äëÿ çàáåçïå÷åííÿ âèñîêîãî ð³âíÿ ãîòîâíîñò³ ñóñï³ëüñòâà ³ äåðæàâè äî ðåàãóâàííÿ
íà øèðîêèé ñïåêòð çàãðîç…”. Ùî áóäå ðåàë³çîâóâàòèñÿ øëÿõîì:

îö³íêè ðèçèê³â, ñâîº÷àñíî¿ ³äåíòèô³êàö³¿ çàãðîç ³ âèçíà÷åííÿ âðàçëèâîñ-
òåé;

åôåêòèâíîãî ñòðàòåã³÷íîãî ïëàíóâàííÿ ³ êðèçîâîãî ìåíåäæìåíòó;
ä³ºâî¿ êîîðäèíàö³þ òà ÷³òêî¿ âçàºìîä³¿ îðãàí³â ñåêòîðó áåçïåêè ³ îáîðîíè,

³íøèõ äåðæàâíèõ îðãàí³â, òåðèòîð³àëüíèõ ãðîìàä, á³çíåñó, ãðîìàäÿíñüêîãî ñóñï³ëü-
ñòâà ³ íàñåëåííÿ ó çàïîá³ãàíí³ é ðåàãóâàíí³ íà çàãðîçè òà ïîäîëàíí³ íàñë³äê³â íàä-
çâè÷àéíèõ ñèòóàö³é;

ïîøèðåííÿ íåîáõ³äíèõ çíàíü ³ íàâè÷îê ó ö³é ñôåð³;
íàëàãîäæåííÿ òà ï³äòðèìàííÿ íàä³éíèõ êàíàë³â êîìóí³êàö³¿ äåðæàâíèõ îðãàí³â

³ç íàñåëåííÿì íà âñ³é òåðèòîð³¿ Óêðà¿íè.
Ó çàêëþ÷íèõ ïîëîæåííÿõ çàçíà÷àºòüñÿ, ùî âîíà º îñíîâîþ äëÿ ðîçðîáëåííÿ

ãàëóçåâèõ ñòðàòåã³é, çîêðåìà ê³áåðáåçïåêè Óêðà¿íè, ÿêà ³ áóëà ââåäåíà â ä³þ â³ä-
ïîâ³äíèì Óêàçîì Ïðåçèäåíòà Óêðà¿íè ó òðàâí³ 2021 ðîêó [22]. Â îñòàííüîìó ðîç-
ä³ë³ “Âèì³ðè óñï³õó (ìåòðèêè)” çàçíà÷àºòüñÿ, ùî çà ðåçóëüòàòàìè ðåàë³çàö³¿ Ñòðà-
òåã³¿ Óêðà¿íà çàáåçïå÷èòü:

ñò³éê³ñòü äî ê³áåðçàãðîç, ï³äâèùèâøè çäàòí³ñòü äåðæàâíèõ îðãàí³â, á³çíåñó
³ ãðîìàäÿí çàõèùàòè ñåáå òà ðåàãóâàòè íà ê³áåðçàãðîçè;

ñïðîìîæí³ñòü äî åôåêòèâíî¿ ïðîòèä³¿ íåäðóæí³ì ä³ÿì ó ê³áåðïðîñòîð³…;
ðîçâèòîê êàäðîâîãî ïîòåíö³àëó òà ³ííîâàö³éíîãî ðèíêó ê³áåðáåçïåêè….
Îòæå, ñò³éê³ñòü äî ê³áåðçàãðîç Ñòðàòåã³ºþ íàö³îíàëüíî¿ áåçïåêè Óêðà¿íè

âèçíà÷àºòüñÿ îäíèì ³ç ãîëîâíèõ ïð³îðèòåò³â ¿¿ ðåàë³çàö³¿.
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Òàêèì ÷èíîì, â óìîâàõ ñó÷àñíèõ âèêëèê³â çàáåçïå÷åííÿ ê³áåðñò³éêîñò³ º
ñóñï³ëüíî-êóëüòóðíèì ôåíîìåíîì, ùî ðåàë³çóºòüñÿ ÷åðåç ñêëàäíèé áàãàòîâèì³ðíèé
êîíöåïò, ó ÿêîìó êëþ÷îâ³ ñóá’ºêòè ê³áåðáåçïåêè îäíî÷àñíî º ³ îá’ºêòàìè. Âèñîêèé
ð³âåíü ê³áåðñò³éêîñò³ çàáåçïå÷óºòüñÿ ó÷àñòþ óñ³õ ñóá’ºêò³â ñèñòåìè ê³áåðáåçïåêè,
ôîðìóâàííÿì íàä³éíèõ òà åôåêòèâíèõ ³íñòèòóö³é, ñòðóêòóð, àãåíö³é òà ì³ñ³é, ùî
ñïðèÿþòü ê³áåðáåçïåö³ òà ðåàãóþòü íà ê³áåðàòàêè. Òîáòî ðîçáóäîâà äåðæàâíî-
ïðèâàòíîãî ïàðòíåðñòâà òà íåîáõ³äíî¿ êóëüòóðè ó ñóá’ºêò³â çàáåçïå÷åííÿ
ê³áåðáåçïåêè ïðàêòè÷íî ôîðìóº ïåðåäóìîâè ñò³éêîñò³ ñóñï³ëüñòâà ó ê³áåðïðîñòîð³.
Âîäíî÷àñ ê³áåðáåçïåêà íå îáîâ’ÿçêîâî çàëåæèòü â³ä õàðàêòåðó ÷è ð³âíÿ ê³áåðçàãðîçè,
îñîáëèâî â óìîâàõ â³éíè. Ê³áåðáåçïåêà, ùî ðîçáóäîâóºòüñÿ íà îñíîâ³ ôîðìóâàííÿ
ñèñòåìè ñò³éêîñò³ ³ç óðàõóâàííÿì çäàòíîñò³ ñóá’ºêò³â ê³áåðáåçïåêè ïðîòèñòîÿòè
çàãðîçàì, íàâ³òü çà óìîâè ïåâíî¿ óðàçëèâîñò³, àëå ç â³äïîâ³äíèìè õàðàêòåðèñòèêàìè
ñïðîìîæíîñò³ íàö³îíàëüíî¿ ñèñòåìè çàáåçïå÷åííÿ ê³áåðáåçïåêè, äîçâîëÿº âèñòîÿòè
òà â³äíîâèòèñÿ â óìîâàõ ê³áåðàòàê ³ ê³áåðçëî÷èí³â.
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The article highlights the recent increased intensity of cyber attacks on logistics,
military facilities, government databases and our country’s information resources by
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the aggressor. It is noted that the intensity of cyberattacks on logistics, military
facilities, government databases and information resources of our country by the
aggressor has recently increased.

Methodologically, attention is focused on understanding the phenomenon of
resilience. It is noted that scientists consider resilience as a socio-cultural phenomenon,
which consists in the ability of society to achieve and demonstrate a high level of
security culture in emergency situations. The general concept of resilience is an
approach that considers the inevitability of a certain negative event, which is realized
by a relevant threat and the objective need to form a resilience system based on
security measures that will allow for survival and recovery.

The authors note that the term “resilience” is widely used in English-speaking
countries and is characterised by well-established features, shaping its perception at
the level of international legal instruments as well as its practical use in strategic
security acts. In particular, the national security strategies of the United States and
the United Kingdom are analyzed. The author points out the reservations regarding
the interpretation of the term “resilience” when translated from English into other
languages.

 Attention is focused on the issues that form a clear picture of the resilience of
society in the development of the cybersecurity system.

The evolutionary path of formation of the institution of resilience in NATO is
analyzed. The article summarises that the national regulatory framework for
cybersecurity, which in a short time has gone from completely ignoring resilience in
cybersecurity to fully forming a legal framework, defining and regulating the processes
of building cyber resilience in Ukraine.

Based on the analysis, the study concludes that a high level of cyber resilience
is ensured by the participation of all actors in the cybersecurity system, the formation
of reliable and effective institutions, structures, agencies and missions that promote
cybersecurity and respond to cyber attacks.

Keywords: cybersecurity, resilience, cyber threat, cyber resilience, vulnerability,
ability, recovery.
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