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ÑÓÒÍ²ÑÒÜ ÒÀ ÇÌ²ÑÒ ÏÐÎÖÅÄÓÐÈ ÐÎÇÑË²ÄÓÂÀÍÍß
Ê²ÁÅÐ²ÍÖÈÄÅÍÒ²Â Â²ÄÏÎÂ²ÄÍÎ ÄÎ Ì²ÆÍÀÐÎÄÍÈÕ

ÑÒÀÍÄÀÐÒ²Â ²SO ÒÀ NIST

Ó ñòàòò³ ðîçêðèâàþòüñÿ ñóòí³ñòü òà çì³ñò ïðîöåäóðè ðîçñë³äóâàííÿ
ê³áåð³íöèäåíò³â â³äïîâ³äíî äî ì³æíàðîäíèõ ñòàíäàðò³â ²SO òà NIST. Çîêðåìà,
çã³äíî ç ISO/IEC 27042:2015, íàäàºòüñÿ âèçíà÷åííÿ ïîíÿòòÿ “ðîçñë³äóâàííÿ
ê³áåð³íöèäåíò³â” òà íàâîäÿòüñÿ åòàïè ïðîöåäóðè ðîçñë³äóâàííÿ ê³áåð³íöèäåíòó.
Àêöåíòóºòüñÿ óâàãà íà òîìó, ùî ñèñòåìà çàõîä³â ê³áåðçàõèñòó ìàº áàçóâàòèñÿ
íà íîðìàòèâíèõ äîêóìåíòàõ, íàö³îíàëüíèõ òà ì³æíàðîäíèõ ñòàíäàðòàõ, óñòàëåí³é
ïðàêòèö³ çàõèñòó ³íôîðìàö³¿ òà çàáåçïå÷åííÿ ê³áåðáåçïåêè, ùî ðîçâèâàþòüñÿ
ðàçîì ³ç òåõíîëîã³ÿìè çàáåçïå÷åííÿ ê³áåðáåçïåêè.

Êëþ÷îâ³ ñëîâà: ê³áåð³íöèäåíòè, ì³æíàðîäí³ ñòàíäàðòè ²SO òà NIST,
ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â, ê³áåðàòàêè, ê³áåðçëî÷èíè, ïðîöåäóðà ðîçñë³äóâàííÿ
ê³áåð³íöèäåíòó.

Ê³áåðàòàêè ñòàëè çâè÷íèì ÿâèùåì ó âñüîìó ñâ³ò³, ñòàíîâëÿ÷è ðåàëüíó ³
ñåðéîçíó çàãðîçó íà äåðæàâíîìó òà êîðïîðàòèâíîìó ð³âíÿõ. Çðîñëà íå ò³ëüêè
ê³ëüê³ñòü àòàê, à ³ ¿õíÿ ñêëàäí³ñòü, ìàñøòàáí³ñòü. Ê³áåðçëî÷èíè ñòàþòü âñå á³ëüø
ñêëàäíèìè òà âèòîí÷åíèìè, ùî çíà÷íî óñêëàäíþº ïðîöåñ ¿õ âèÿâëåííÿ òà ïîïå-
ðåäæåííÿ. Òàê, ê³áåðçëî÷èíè, ÿê é ³íôîðìàö³éí³ òåõíîëîã³¿, ïîñò³éíî âäîñêîíà-
ëþþòüñÿ, ó çâ’ÿçêó ç ÷èì ç’ÿâëÿþòüñÿ íîâ³ âèäè çëî÷èííèõ ïîñÿãàíü. Ñïîñòåð³-
ãàºòüñÿ çðîñòàííÿ òåõíîëîã³÷íîãî ð³âíÿ ê³áåðàòàê/ê³áåðçëî÷èí³â. Ïðè öüîìó âåëèêà
ê³ëüê³ñòü ê³áåðçàãðîç º íåïîì³÷åíîþ.

Òðàäèö³éí³ ìåõàí³çìè çàõèñòó íå ìîæóòü ïðîòèñòîÿòè ñó÷àñíèì ê³áåðçàãðîçàì.
Áàãàòî þðèäè÷íèõ îñ³á íå ìàþòü äîñòàòíüîãî ð³âíÿ îá³çíàíîñò³ òà íåîáõ³äíî¿
ê³ëüêîñò³ ðåñóðñ³â, ùîá çàõèñòèòè ñåáå â³ä âíóòð³øí³õ ³ çîâí³øí³õ ê³áåðçàãðîç.
Ñàìå òîìó âïðîâàäæåííÿ ïðàêòèêè ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â º íåîáõ³äíèì
êðîêîì äëÿ çàáåçïå÷åííÿ ñòàá³ëüíîñò³ ä³ÿëüíîñò³ ÿê äåðæàâíèõ îðãàí³â, òàê ³
á³çíåñó êîìïàí³é, çáåðåæåííÿ êë³ºíò³â òà ïîñò³éíîãî ðîçâèòêó.

Çã³äíî ç ISO/IEC 27042:2015 “²íôîðìàö³éí³ òåõíîëîã³¿. Ìåòîäè çàõèñòó.
Êåð³âíèöòâà ç àíàë³çó òà ³íòåðïðåòàö³¿ öèôðîâîãî äîêàçó” (“Information techno-
logy – Security techniques – Guidelines for the analysis and interpretation of digital
evidence”) ðîçñë³äóâàííÿ (investigation) ê³áåð³íöèäåíò³â – öå çàñòîñóâàííÿ
åêñïåðòèçè, àíàë³çó òà ³íòåðïðåòàö³¿ äëÿ ñïðèÿííÿ ó ðîçóì³íí³ ê³áåð³íöèäåíòó.

Ïðîöåäóðà ðîçñë³äóâàííÿ ê³áåð³íöèäåíòó ñêëàäàºòüñÿ ç òàêèõ ïîñë³äîâíèõ
åòàï³â:
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1) Ï³äãîòîâêà – íà öüîìó åòàï³ ñë³ä ïðîâåñòè ïîïåðåäíþ ï³äãîòîâêó äî
ðîçñë³äóâàííÿ ê³áåð³íöèäåíòó. Åòàï ï³äãîòîâêè äî ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â
ïîëÿãàº ó çáîð³ òà àíàë³ç³ ³íôîðìàö³¿ ïðî ê³áåð³íöèäåíòè, íàâ÷àíí³ ïåðñîíàëó òà
ï³äãîòîâö³ íåîáõ³äíîãî ³íñòðóìåíòàð³þ äëÿ ðåàãóâàííÿ òà ðîçñë³äóâàííÿ ê³áåð³í-
öèäåíòó. Êîìàíäà ðåàãóâàííÿ òà ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â ïîâèííà êëàñèô³êó-
âàòè òà îïèñàòè êîæåí ê³áåð³íöèäåíò, ùî ñòàâñÿ ó êîìïàí³¿ / äåðæàâíîìó îðãàí³,
à òàêîæ êëàñèô³êóâàòè òà îïèñàòè ìîæëèâ³ ê³áåð³íöèäåíòè, ïðèïóùåííÿ ïðî ÿê³
áóëè çðîáëåí³ íà îñíîâ³ àíàë³çó ðèçèê³â íàñòàííÿ ò³º¿ ÷è ³íøî¿ ïîä³¿ ³íôîðìàö³éíî¿
áåçïåêè.

2) Âèÿâëåííÿ – íà öüîìó åòàï³ âñòàíîâëþºòüñÿ ôàêò íåñàíêö³îíîâàíî¿ ïîä³¿,
òîáòî ê³áåð³íöèäåíòó. Çàëåæíî â³ä ñåðéîçíîñò³ ê³áåð³íöèäåíòó, êð³ì çáîðó äàíèõ,
ñë³ä ïðèéíÿòè ð³øåííÿ ïðî ïîðÿäîê ðåàãóâàííÿ íà öþ ïîä³þ.

Çâ³ò ïðî âèÿâëåííÿ òà ðåºñòðàö³þ ê³áåð³íöèäåíòó ìàº ì³ñòèòè äîêëàäíèé
îïèñ ê³áåð³íöèäåíòó, ïåðåë³ê çàëó÷åíèõ ñï³âðîá³òíèê³â, ïð³çâèùå ñï³âðîá³òíèêà,
ùî çàô³êñóâàâ ê³áåð³íöèäåíò, äàòó éîãî âèíèêíåííÿ òà ðåºñòðàö³¿ [1, ñ. 121].

Îïåðàòèâí³ äàí³ ñåíñîð³â áåçïåêè ïîâèíí³ àíàë³çóâàòèñÿ òà îö³íþâàòèñÿ íà
ïðåäìåò íàÿâíîñò³ ñèãíàòóð â³äîìèõ ê³áåð³íöèäåíò³â çà äîïîìîãîþ áàçè çíàíü
³íòåëåêòóàëüíî¿ ñèñòåìè ï³äòðèìêè ïðèéíÿòòÿ ð³øåíü ùîäî óïðàâë³ííÿ ê³áåð-
³íöèäåíòàìè. Ï³ñëÿ ÷îãî êîæíèé àäì³í³ñòðàòîð, êîðèñòóâà÷ ÷è ñï³âðîá³òíèê ìàº
îäåðæàòè ³íñòðóêö³þ, ùî âèçíà÷àòèìå, ÿêèìè ïîâèíí³ áóòè éîãî ä³¿ [1, ñ. 121].

3) Çá³ð äàíèõ – äàí³ ñë³ä îòðèìóâàòè â³ä ³íñòðóìåíò³â, ùî âèêîðèñòîâóþòüñÿ
äëÿ çáîðó äàíèõ ïðî òðàô³ê. Öåé åòàï äóæå âàæëèâèé. Îáì³í äàíèìè ïðî òðàô³ê
çä³éñíþºòüñÿ ç âèñîêîþ øâèäê³ñòþ, òîìó ï³çí³øå îòðèìàòè ò³ æ äàí³ ïðî ìåðåæíèé
òðàô³ê áóäå íåìîæëèâî.

4) Çáåðåæåííÿ äàíèõ – îòðèìàí³ âèõ³äí³ äàí³ ïðî ìåðåæíèé òðàô³ê ñë³ä çáå-
ð³ãàòè íà ïðèñòðî¿ ðåçåðâíîãî êîï³þâàííÿ, çáåð³ãàºòüñÿ òàêîæ õåø-êîä âñ³õ äàíèõ.

5) Ðîçñë³äóâàííÿ – íà öüîìó åòàï³ ñë³ä çâåñòè ðàçîì óñ³ ç³áðàí³ ñë³äè (äîêàçè).
Çä³éñíþºòüñÿ ïîøóê äîêàç³â âèÿâëåííÿ àðòåôàêò³â ê³áåðàòàêè. Îçíàêè êëàñèô³-
êóþòüñÿ ³ ç³ñòàâëÿþòüñÿ, òà íà ¿õ îñíîâ³ âèêîíóþòüñÿ âàæëèâ³ ñïîñòåðåæåííÿ ç
âèêîðèñòàííÿì ³ñíóþ÷èõ ê³áåðàòàê. Íà öüîìó åòàï³ ìîæå áóòè âñòàíîâëåíèé
òðàêò ê³áåðàòàêè ³ øëÿõîì áàãàòîðàçîâîãî âèêîíàííÿ àíàë³çó àòðèáóò³â ìîæíà
ä³éòè âèñíîâêó ùîäî ³äåíòèô³êàö³éíèõ äàíèõ çëîâìèñíèêà.

6) Çâ³ò – ñïîñòåðåæåííÿ òà ïîÿñíåííÿ äî ðîçñë³äóâàííÿ ñë³ä âèêëàäàòè
ìîâîþ, çðîçóì³ëîþ þðèñòàì.

²íòåëåêòóàëüíà ñèñòåìà ï³äòðèìêè ïðèéíÿòòÿ ð³øåíü ùîäî óïðàâë³ííÿ
ê³áåð³íöèäåíòàìè íà ï³äñòàâ³ çâ³òó ìàº íàäàâàòè ³íñòðóêö³þ ùîäî óñóíåííÿ ïðè÷èí
³ íàñë³äê³â ê³áåð³íöèäåíòó, âêëþ÷àþ÷è îïèñ çàãàëüíèõ çàõîä³â, ÿê³ íåîáõ³äíî
ðîçïî÷àòè, òà êîíêðåòí³ ä³¿ äëÿ êîæíîãî ê³áåð³íöèäåíòó, à òàêîæ òåðì³íè, ïðîòÿãîì
ÿêèõ âàðòî óñóíóòè íàñë³äêè òà ïðè÷èíè ê³áåð³íöèäåíòó [1, ñ. 122]. Âàðòî ðîçðîáèòè
êëàñèô³êàö³þ ê³áåð³íöèäåíò³â – âèçíà÷èòè ð³âí³ êðèòè÷íîñò³ ê³áåð³íöèäåíò³â,
îïèñàòè ê³áåð³íöèäåíòè êîæíîãî ð³âíÿ é òåðì³íè ¿õ óñóíåííÿ.

Ï³ñëÿ óñóíåííÿ íàñë³äê³â ê³áåð³íöèäåíòó é â³äíîâëåííÿ íîðìàëüíîãî ôóíê-
ö³îíóâàííÿ ä³ÿëüíîñò³ äåðæàâíîãî îðãàíó àáî á³çíåñ-ïðîöåñ³â, äîö³ëüíî âèêîíàòè
ä³¿ ùîäî çàïîá³ãàííÿ ïîâòîðíîìó âèíèêíåííþ ê³áåð³íöèäåíòó [1, ñ. 122]. Äëÿ
âèçíà÷åííÿ íåîáõ³äíîñò³ ðåàë³çàö³¿ òàêèõ ä³é ³íòåëåêòóàëüíà ñèñòåìà ï³äòðèìêè
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ïðèéíÿòòÿ ð³øåíü ùîäî óïðàâë³ííÿ ê³áåð³íöèäåíòàìè ïîâèííà ïðîâåñòè àíàë³ç
ê³áåððèçèê³â, ó ìåæàõ ÿêîãî âèçíà÷èòè äîö³ëüí³ñòü êîðèãóâàëüíèõ ³ ïðåâåíòèâíèõ
ä³é.

Ùîá ïðîàíàë³çóâàòè ïðè÷èíè ê³áåð³íöèäåíò³â, íåîáõ³äíî çáåðåãòè ç³áðàí³
âèõ³äí³ äàí³ òà íå äîïóñòèòè ¿õ ïîøêîäæåííÿ. Çîêðåìà, ó ðàç³ ñóäîâèõ ðîçãëÿä³â
íåîáõ³äíî çáåðåãòè ç³áðàí³ äàí³, ùîá ö³ë³ñí³ñòü òà çàêîíí³ñòü äîêàç³â çàëèøàëèñÿ
áåç çì³í. Äëÿ öüîãî ³íñòðóìåíòè çáåðåæåííÿ äàíèõ ïîâèíí³ ï³äòðèìóâàòè òàê³
ìîæëèâîñò³ [2]:

• ãåíåðóâàííÿ êîíòðîëüíèõ ñóì òà öèôðîâèõ ï³äïèñ³â;
• ïåðåâ³ðêó ïîâíîãî çáåðåæåííÿ ç³áðàíèõ äàíèõ;
• ãåíåðóâàííÿ ì³òîê ÷àñó äëÿ ô³êñàö³¿ ÷àñó çáèðàííÿ òà çáåðåæåííÿ äàíèõ;
• çàïèñ ç³áðàíèõ äàíèõ íà ïðèñòð³é îäíîðàçîâîãî çàïèñó òà áàãàòîðàçîâîãî

÷èòàííÿ;
• ïîë³òèêà çáåð³ãàííÿ äàíèõ ìàº äîòðèìóâàòèñÿ íàëåæíèì ÷èíîì;
• çàáåçïå÷åííÿ çáåðåæåííÿ ç³áðàíèõ äàíèõ ïðîòÿãîì óñüîãî òåðì³íó ä³¿

çàçíà÷åíî¿ ïîë³òèêè çáåð³ãàííÿ äàíèõ;
• çáåð³ãàííÿ ç³áðàíèõ äàíèõ òà ìåòàäàíèõ ó ôîðìàë³çîâàíîìó âèãëÿä³.
Äàí³, ç³áðàí³ òà çáåðåæåí³ çà äîïîìîãîþ â³äïîâ³äíèõ ³íñòðóìåíò³â, ìîæóòü

âèêîðèñòîâóâàòèñü äëÿ ðîçñë³äóâàííÿ ïðè÷èí ê³áåð³íöèäåíò³â òà ÿê äîêàçè ïðè
âèÿâëåíí³ â³äïîâ³äàëüíèõ îñ³á çà ê³áåð³íöèäåíò. Òîìó ³íñòðóìåíò çáèðàííÿ òà
çáåðåæåííÿ äàíèõ äëÿ àíàë³çó ê³áåð³íöèäåíò³â ìàº çàáåçïå÷óâàòè òàê³ ìîæëèâîñò³
ùîäî ãàðàíòóâàííÿ íàä³éíîñò³, ùî ñòîñóþòüñÿ óïðàâë³ííÿ êîðèñòóâà÷àìè òà
äàíèìè [2]:

• ³íñòðóìåíò ïîâèíåí íàäàâàòè çàñîáè äëÿ îáìåæåííÿ òà êîíòðîëþ äîñòóïó
êîðèñòóâà÷³â äî ñàìîãî ³íñòðóìåíòó òà äî äàíèõ, ùî çáåð³ãàþòüñÿ;

• ³íñòðóìåíò íå ìàº äîïóñêàòè ñïðîá ïåðåçàïèñó, çì³íè àáî âèäàëåííÿ
çáåðåæåíèõ äàíèõ áåç íàëåæíî¿ àâòîðèçàö³¿;

• ³íñòðóìåíò ïîâèíåí çàáåçïå÷óâàòè ôóíêö³¿ óïðàâë³ííÿ áåçïåêîþ, ùîá
àâòîðèçîâàí³ àäì³í³ñòðàòîðè ìîãëè êîíô³ãóðóâàòè ôóíêö³¿ áåçïåêè, ïîë³òèêó
áåçïåêè ³ âàæëèâ³ äàí³ òà êåðóâàòè íèìè;

• ï³ä ÷àñ ïåðåäà÷³ ç³áðàíèõ äàíèõ ì³æ ô³çè÷íî ³çîëüîâàíèìè ïðèñòðîÿìè
äàí³ ïîâèíí³ øèôðóâàòèñÿ äëÿ çàáåçïå÷åííÿ ¿õ êîíô³äåíö³éíîñò³ òà ö³ë³ñíîñò³;

• ó âñ³õ çàñîáàõ ïåðåäà÷³ äàíèõ, ïîâ’ÿçàíèõ ç ³íñòðóìåíòîì, ñë³ä
âèêîðèñòîâóâàòè çàõèùåíèé øèôðîâàíèé ïðîòîêîë çâ’ÿçêó;

• ³íñòðóìåíò ïîâèíåí çàáåçïå÷óâàòè ôóíêö³þ ðåçåðâíîãî êîï³þâàííÿ
çáåðåæåíèõ äàíèõ;

• ³íñòðóìåíò ìàº çàáåçïå÷óâàòè ìîæëèâ³ñòü âåäåííÿ æóðíàë³â ïîä³é, çâ³ò³â
ïðî ïîìèëêè òà àóäèòó;

• ³íñòðóìåíò ïîâèíåí çàáåçïå÷óâàòè ìîæëèâîñò³ îáðîáêè ìåòàäàíèõ ³
ôîðìàë³çîâàíîãî êîíòåíòó òà ¿õ ñï³ëüíîãî âèêîðèñòàííÿ â³äïîâ³äíî äî ÷èííî¿
ïîë³òèêè áåçïåêè.

Îáðîáêà ê³áåð³íöèäåíò³â ïåðåäáà÷àº âèçíà÷åííÿ ¿õ ïð³îðèòåò³â, ùî äîçâîëÿº
îö³íþâàòè éìîâ³ðí³ñòü ðåàë³çàö³¿ ê³áåððèçèê³â ³ òÿæêîñò³ íàñë³äê³â â³ä íèõ, ³
â³äïîâ³äíî, ñâîº÷àñíî ðåàãóâàòè ³ ðîçñë³äóâàòè ê³áåð³íöèäåíòè ç íàéâèùèìè
ðèçèêàìè [3, ñ. 119]. Ïð³îðèòåò âèçíà÷àºòüñÿ âïëèâîì (êîìåðö³éíèì çáèòêîì
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àáî ïîòåíö³éíèì ïîøêîäæåííÿì, çîêðåìà áàçè êîðèñòóâà÷³â, ê³áåðáåçïåêè,
ðåïóòàö³¿, áðåíäó), òåðì³íîâ³ñòþ (øâèäêîä³ºþ ùîäî óñóíåííÿ îçíàê ê³áåð³íöèäåíòó,
çîêðåìà âèò³ê äàíèõ àáî àêòèâíå ïîøèðåííÿ øê³äëèâîãî ïðîãðàìíîãî çàáåçïå-
÷åííÿ) [3, ñ. 119]. Çàçâè÷àé ê³áåð³íöèäåíòè îáðîáëÿþòüñÿ â³äïîâ³äíî äî ïðèñâîºíîãî
¿ì ïð³îðèòåòó.

Ó íàø öèôðîâèé ÷àñ äóæå øâèäêèìè òåìïàìè ðîçâèâàþòüñÿ ð³çíîìàí³òí³
³íôîðìàö³éí³ òåõíîëîã³¿, àëå, íà æàëü, ðàçîì ç íèìè ðîçâèâàºòüñÿ ³ ê³áåðçëî÷èí-
í³ñòü, ÿê³é íàìàãàþòüñÿ ïðîòèñòîÿòè ÿê îêðåì³ êðà¿íè, òàê é íà ì³æíàðîäíîìó
ð³âí³ øëÿõîì ðîçðîáêè ì³æíàðîäíèõ òà íàö³îíàëüíèõ íîðì ³ ñòàíäàðò³â ç ïèòàíü
ê³áåðçàõèñòó òà ê³áåðáåçïåêè ç ìåòîþ ñòðèìóâàííÿ òà ïðîòèä³¿ ê³áåð³íöèäåíòàì
òà ê³áåðçëî÷èíàì.

Ñèñòåìà çàõîä³â ê³áåðçàõèñòó ìàº áàçóâàòèñÿ íà íîðìàòèâíèõ äîêóìåíòàõ,
íàö³îíàëüíèõ òà ì³æíàðîäíèõ ñòàíäàðòàõ, óñòàëåí³é ïðàêòèö³ çàõèñòó ³íôîðìàö³¿
òà çàáåçïå÷åííÿ ê³áåðáåçïåêè, ùî ðîçâèâàþòüñÿ ðàçîì ³ç òåõíîëîã³ÿìè çàáåçïå÷åííÿ
ê³áåðáåçïåêè [4].

Îðãàí³çàö³éíî-òåõí³÷íà ñêëàäîâà çàõîä³â ïðîòèä³¿ ê³áåðçëî÷èííîñò³ ïîëÿãàº
ó âïðîâàäæåíí³ îðãàí³çàö³éíî-òåõí³÷íî¿ ìîäåë³ ê³áåðçàõèñòó, âêëþ÷àþ÷è çàáåç-
ïå÷åííÿ äåðæàâíî-ïðèâàòíî¿ âçàºìîä³¿, ïðè ðåàë³çàö³¿ çàõîä³â çàïîá³ãàííÿ, âèÿâëåí-
íÿ, ðîçñë³äóâàííÿ, ðåàãóâàííÿ íà ê³áåð³íöèäåíòè ³ ê³áåðàòàêè, óñóíåííÿ ¿õ íàñë³ä-
ê³â [5, ñ. 96].

Îðãàí³çàö³éíî-òåõí³÷íà ìîäåëü ê³áåðçàõèñòó, âèÿâëåííÿ òà ðîçñë³äóâàííÿ
ê³áåð³íöèäåíò³â òà ê³áåðçëî÷èí³â ìàº áàçóâàòèñÿ íà ì³æíàðîäíèõ ðèçèê-îð³ºíòî-
âàíèõ ñòàíäàðòàõ óïðàâë³ííÿ ê³áåðáåçïåêîþ: ñòàíäàðòàõ ISO/IEC 27032:2012
“²íôîðìàö³éí³ òåõíîëîã³¿. Ìåòîäè çàõèñòó. Íàñòàíîâè ùîäî ê³áåðáåçïåêè” (“Infor-
mation technology. Security techniques. Guidelines for cybersecurity”), ISO/IEC
27037:2012 “Ðåêîìåíäàö³¿ ùîäî ³äåíòèô³êóâàííÿ, çáîðó, íàêîïè÷åííÿ òà çáåðåæåííÿ
öèôðîâèõ äîêàç³â” (“Information technology. Security techniques. Guidelines for
identification, collection, acquisition and preservation of digital evidence”), ISO/IEC
27041:2015 “Íàñòàíîâà ùîäî çàáåçïå÷åííÿ ïðèéíÿòíîñò³ òà àäåêâàòíîñò³ ìåòîä³â
ðîçñë³äóâàííÿ” (“Guidance on assuring suitability and adequacy of incident investigative
method”), ISO/IEC 27043:2015 “²íôîðìàö³éí³ òåõíîëîã³¿. Ìåòîäè çàõèñòó. Ïðèíöèïè
òà ïðîöåñè ðîçñë³äóâàííÿ ³íöèäåíò³â”  (“Information technology. Security techniques.
Incident investigation principles and processes”) [5, ñ. 96], Ðåêîìåíäàö³¿ Ì³æíàðîäíîãî
ñîþçó åëåêòðîçâ’ÿçêó ÌÑÅ-T X.1216 (09/2020) “Âèìîãè äî çáèðàííÿ òà çáåðåæåííÿ
äîêàç³â ³íöèäåíò³â ê³áåðáåçïåêè” [2]. Òàê, ó Ðåêîìåíäàö³¿ ÌÑÅ-T X.1216 (09/
2020) îïèñàíî çàãàëüíó ïðîöåäóðó ðåàãóâàííÿ íà ê³áåð³íöèäåíòè òà ¿õ ðîçñë³äóâàííÿ.
Êð³ì òîãî, ó ö³é Ðåêîìåíäàö³¿ ïðîâåäåíî àíàë³ç äæåðåë äîêàç³â ê³áåð³íöèäåíò³â
òà âèçíà÷åíî âèìîãè äî ìîæëèâîñòåé ³íñòðóìåíò³â, ùî âèêîðèñòîâóþòüñÿ äëÿ
çáèðàííÿ òà çáåðåæåííÿ òàêèõ äîêàç³â ó ïðîöåñ³ ðîçñë³äóâàííÿ.

Çîêðåìà, ð³çí³ êåð³âí³ âêàç³âêè ²ÑÎ/ÌÅÊ, ùî ñòîñóþòüñÿ öèôðîâîãî ðîçñë³-
äóâàííÿ òà ðåàãóâàííÿ íà ê³áåð³íöèäåíòè, ñòàíäàðòèçîâàí³ â äîêóìåíòàõ ISO/IEC
27035-3:2020 “²íôîðìàö³éí³ òåõíîëîã³¿. Ìåòîäè çàõèñòó. Óïðàâë³ííÿ ³íöèäåíòàìè
³íôîðìàö³éíî¿ áåçïåêè. ×àñòèíà 3. Êåð³âí³ âêàç³âêè äëÿ îïåðàö³é ç ðåàãóâàííÿ íà
³íöèäåíòè â ñôåð³ ³íôîðìàö³éíî-êîìóí³êàö³éíèõ òåõíîëîã³é” (“Information techno-
logy Information security incident management Part 3: Guidelines for ICT incident

© Sakharova Olena, 2022



DOI (Issue): https: //doi.org/10.36486/np.2022.3(57) Issue 3(57) 2022

ISSN 2072–8670 (Print) ÍÀÓÊÀ ² ÏÐÀÂÎÎÕÎÐÎÍÀ
NAUKA I PRAVOOKHORONA

Issue 3(57) 2022  http://naukaipravoohorona.com/
DOI (Article): https: //doi.org/10.36486/np.2022.3(57)

185

response operations”), ISO/IEC 27037:2012 “Ðåêîìåíäàö³¿ ùîäî ³äåíòèô³êóâàííÿ,
çáîðó, íàêîïè÷åííÿ òà çáåðåæåííÿ öèôðîâèõ äîêàç³â” (“Guidelines for identification,
collection, acquisition and preservation of digital evidence”), ISO/IEC 27041:2015
“Íàñòàíîâà ùîäî çàáåçïå÷åííÿ ïðèéíÿòíîñò³ òà àäåêâàòíîñò³ ìåòîä³â ðîçñë³äóâàííÿ”
(“Guidance on assuring suitability and adequacy of incident investigative method”),
ISO/IEC 27042:2015 “²íôîðìàö³éí³ òåõíîëîã³¿. Ìåòîäè çàõèñòó. Êåð³âíèöòâà ç
àíàë³çó òà ³íòåðïðåòàö³¿ öèôðîâîãî äîêàçó” (“Information technology – Security
techniques – Guidelines for the analysis and interpretation of digital evidence”) òà
ISO/IEC 27043:2015 “Ïðèíöèïè òà ïðîöåñè ðîçñë³äóâàííÿ ³íöèäåíò³â” (“Incident
investigation principles and processes”). Ö³ êåð³âí³ âêàç³âêè ïðèçíà÷åí³ â îñíîâíîìó
äëÿ íàäàííÿ ³íôîðìàö³¿ ïðî ïåðåäîâèé äîñâ³ä òà îáðîáêó öèôðîâèõ äîêàç³â íà
âñ³õ åòàïàõ ïðîöåäóðè ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â [2].

Ó IETF RFC 3227 (2002) “Guidelines for Evidence Collection and Archiving”
òàêîæ ì³ñòÿòüñÿ êåð³âí³ âêàç³âêè ùîäî çáîðó òà àðõ³âóâàííÿ äîêàç³â, âêëþ÷àþ÷è
ï³äãîòîâêó òà ðîçãëÿä åòàï³â çáîðó äàíèõ; âèá³ð àðõ³âíèõ íîñ³¿â òà äîêóìåíòàö³¿
äëÿ çàáåçïå÷åííÿ çáåðåæåííÿ ðå÷îâèõ äîêàç³â ïðè ¿õ ïåðåäà÷³; íàá³ð ³íñòðóìåíò³â,
íåîáõ³äíèõ äëÿ çáîðó òà àðõ³âóâàííÿ äîêàç³â [2]. Îäíàê ö³ êåð³âí³ âêàç³âêè ùîäî
âèáîðó àáî ðîçðîáêè ³íñòðóìåíò³â ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â ñôîðìóëüîâàí³
íåäîñòàòíüî ÷³òêî.

Äîêóìåíò CMU/SEI-2004-TR-015 “Defining incident management processes
for CISRT” îïèñóº ìåòîäîëîã³þ ïëàíóâàííÿ, âïðîâàäæåííÿ, îö³íêè òà ïîë³ïøåííÿ
ïðîöåñ³â óïðàâë³ííÿ ê³áåð³íöèäåíòàìè [6]. Ó öüîìó äîêóìåíò³ óâàãà çîñåðåäæóºòüñÿ
íà îðãàí³çàö³¿ ðîáîòè CISRT (Critical Incident Stress Response Team) – ãðóïè àáî
ï³äðîçä³ëó, ùî çàáåçïå÷óº ñåðâ³ñ ³ ï³äòðèìêó çàïîá³ãàííÿ, îáðîáêè ³ ðåàãóâàííÿ
íà ê³áåð³íöèäåíòè; ââîäèòüñÿ íèçêà êðèòåð³¿â, íà ï³äñòàâ³ ÿêèõ ìîæíà îö³íþâàòè
åôåêòèâí³ñòü äàíèõ ñåðâ³ñ³â, íàâîäÿòüñÿ äîêëàäí³ ïðîöåñí³ êàðòè [6].

Ó ì³æíàðîäíîìó ñòàíäàðò³ NIST SP 800-61 “Computer security incident handling
guide” ïðåäñòàâëåíèé çá³ðíèê “íàéêðàùèõ ïðàêòèê” ç ïîáóäîâè ïðîöåñ³â îáðîáêè,
óïðàâë³ííÿ ê³áåð³íöèäåíòàìè òà ðåàãóâàííÿ íà íèõ [6]. Ó öüîìó ñòàíäàðò³ äåòàëüíî
ðîçáèðàþòüñÿ ïèòàííÿ ðåàãóâàííÿ íà ð³çí³ òèïè ê³áåðçàãðîç, òàê³ ÿê ïîøèðåííÿ
øê³äëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ, íåñàíêö³îíîâàíèé äîñòóï òîùî.

Âîäíî÷àñ êëþ÷îâèì ìîìåíòîì çàõèñòó â³ä ê³áåðçëî÷èííîñò³ º ï³äãîòîâêà ³
âèÿâëåííÿ âðàçëèâèõ ì³ñöü, à òàêîæ ñò³éê³ñòü ç ïîãëÿäó âçàºìîä³¿ ³ç çàãàëüíèìè
ñèñòåìàìè óïðàâë³ííÿ. Êåðóâàòè ³íôîðìàö³éíîþ áåçïåêîþ, à òàêîæ âèçíà÷èòè
çëî÷èíö³â ³ ïðèòÿãíóòè ¿õ äî â³äïîâ³äàëüíîñò³ äîïîìîæóòü ì³æíàðîäí³ ñòàíäàðòè
ñåð³¿ ISO/IEC 27000, ðîçðîáëåí³ ñï³ëüíèì òåõí³÷íèì êîì³òåòîì Ì³æíàðîäíî¿
îðãàí³çàö³¿ ç ñòàíäàðòèçàö³¿ (ISO) òà Ì³æíàðîäíî¿ åëåêòðîòåõí³÷íî¿ êîì³ñ³¿ (IEC) –
ISO/IEC JTC 1 [7].

Ïåðøèé ñòàíäàðò ñåð³¿ – ISO/IEC 27001 ùîäî ñèñòåì óïðàâë³ííÿ ³íôîðìà-
ö³éíîþ áåçïåêîþ (ISMS) îïóáë³êîâàíî âæå á³ëüøå 20 ðîê³â òîìó. Ç òîãî ÷àñó ó
ñåð³¿ âèäàíî ïîíàä 40 ì³æíàðîäíèõ ñòàíäàðò³â, ùî îõîïëþþòü âñå: â³ä ñòâîðåííÿ
ñï³ëüíîãî ñëîâíèêà (ISO/IEC 27000), óïðàâë³ííÿ ðèçèêàìè (ISO/IEC 27005),
áåçïåêè ó õìàðíèõ òåõíîëîã³ÿõ (ISO/IEC 27017 ³ ISO/IEC 27018) äî ìåòîä³â åêñ-
ïåðòèçè, ùî âèêîðèñòîâóþòü äëÿ àíàë³çó öèôðîâèõ äîêàç³â òà ðîçñë³äóâàííÿ
ê³áåð³íöèäåíò³â (âæå çãàäàí³ âèùå ISO/ IEC 27042 òà ISO/IEC 27043 â³äïîâ³äíî) [7].
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Íàïðèêëàä, ISO/IEC 27043 ïðîïîíóº íàñòàíîâè, ùî îïèñóþòü ïðîöåñè òà
ïðèíöèïè, ÿê³ çàñòîñîâóþòü äî ð³çíèõ âèä³â äîñë³äæåíü, âêëþ÷àþ÷è íåñàíêö³îíî-
âàíèé äîñòóï, ïîøêîäæåííÿ äàíèõ, çáî¿ â ñèñòåì³ àáî êîðïîðàòèâí³ ïîðóøåííÿ
³íôîðìàö³éíî¿ áåçïåêè, à òàêîæ áóäü-ÿê³ ³íø³ öèôðîâ³ äàí³ ðîçñë³äóâàííÿ ê³áåð³í-
öèäåíò³â [7].

ISO/IEC 27043 çàáåçïå÷óº êåð³âíèöòâî íà îñíîâ³ ³äåàë³çîâàíèõ ìîäåëåé äëÿ
âèâ÷åííÿ çàãàëüíèõ ïðîöåñ³â äëÿ ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â ó ð³çíèõ ñöåíàð³ÿõ
¿õ ðîçñë³äóâàííÿ, ùî âêëþ÷àþòü öèôðîâ³ äîêàçè. Çàçíà÷åíå Êåð³âíèöòâî îïèñóº
ïðîöåñè òà ïðèíöèïè, ùî çàñòîñîâóþòüñÿ äî ð³çíèõ âèä³â ðîçñë³äóâàíü ê³áåð³íöè-
äåíò³â, ó òîìó ÷èñë³ íå îáìåæóþ÷èñü äî íåñàíêö³îíîâàíîãî äîñòóïó, ñïîòâîðåííÿ
äàíèõ, ñèñòåìíèõ çáî¿â àáî êîðïîðàòèâíèõ ïîðóøåíü ³íôîðìàö³éíî¿ áåçïåêè, à
òàêîæ áóäü-ÿêèõ ³íøèõ öèôðîâèõ ðîçñë³äóâàíü.

Ðîçðîáíèêè ñòàíäàðò³â ñåð³¿ ISO/IEC 27000 çàçíà÷àþòü, ùî îñíîâîïîëîæíèé
ñòàíäàðò ñåð³¿ ISO/IEC 27001 ïîñò³éíî âäîñêîíàëþºòüñÿ. Çàâäÿêè âïðîâàäæåííþ
ñòàíäàðòó ISO/IEC 27001 ìîæíà îö³íþâàòè ê³áåððèçèêè, âïðîâàäæóâàòè çàñîáè
êîíòðîëþ ùîäî ¿õ ïîì’ÿêøåííÿ, à ïîò³ì êîíòðîëþâàòè òà ïåðåãëÿäàòè ê³áåððèçèêè
òà êîíòðîëü çà íèìè, ïîêðàùóþ÷è çà íåîáõ³äíîñò³ ê³áåðçàõèñò. Òàêèì ÷èíîì,
áóäü-ÿêèé äåðæàâíèé îðãàí òà êîìïàí³ÿ çàâæäè ãîòîâ³ äî ê³áåðàòàê.

Ñèñòåìè óïðàâë³ííÿ ³íôîðìàö³éíîþ áåçïåêîþ ISMS çàñòîñîâóþòü äî âñ³õ
òèï³â îðãàí³çàö³é òà âñ³õ âèä³â ï³äïðèºìíèöüêî¿ ä³ÿëüíîñò³, çîêðåìà äëÿ ìàëèõ
òà ñåðåäí³õ ï³äïðèºìñòâ (SMEs), ÿê³ º ÷àñòèíîþ ëàíöþã³â ïîñòà÷àííÿ, ³ òîìó äó-
æå âàæëèâî, ùîá âîíè êîíòðîëþâàëè òà óïðàâëÿëè ñâîºþ ³íôîðìàö³éíîþ áåçïåêîþ
òà ê³áåððèçèêàìè, ùîá çàõèñòèòè ñåáå â³ä çëîâìèñíèê³â ó ê³áåðïðîñòîð³.

Ó 2019 ð. áóëî îïóáë³êîâàíî ì³æíàðîäíèé ñòàíäàðò ISO/IEC 27701:2019
“Ìåòîäè çàõèñòó. Ðîçøèðåííÿ ISO/IEC 27001 òà ISO/IEC 27002 äëÿ óïðàâë³ííÿ
³íôîðìàö³ºþ ïðî êîíô³äåíö³éí³ñòü. Âèìîãè òà êåð³âí³ âêàç³âêè”, ðàí³øå â³äîìèé
ÿê ISO/IEC 27552, ÿêèé áóëî ïåðåãëÿíóòî, â³í äîäàòêîâî ðîçøèðþº ISO/IEC
27001 äëÿ âèð³øåííÿ êîíêðåòíèõ ïîòðåá ó ñôåð³ êîíô³äåíö³éíîñò³. Òåïåð íîâèé
ñòàíäàðò âèçíà÷àº âèìîãè òà íàäàº êåð³âíèöòâî ç³ ñòâîðåííÿ, âïðîâàäæåííÿ, ï³ä-
òðèìêè òà ïîñò³éíîãî âäîñêîíàëåííÿ ñèñòåìè óïðàâë³ííÿ ³íôîðìàö³éíîþ áåçïåêîþ
ó ôîðì³ ðîçøèðåííÿ äî ISO/IEC 27001 òà ISO/IEC 27002 äëÿ óïðàâë³ííÿ êîíô³-
äåíö³éí³ñòþ ó êîíòåêñò³ îðãàí³çàö³¿. ²íøèìè ñëîâàìè, ñòâîðåíî ñèñòåìó óïðàâë³ííÿ
³íôîðìàö³ºþ äëÿ çàõèñòó ïåðñîíàëüíèõ äàíèõ (PIMS).

Òàêèì ÷èíîì, ñòàíäàðòè ñåð³¿ ISO/IEC 27000 ä³éñíî äîïîìàãàþòü çðîáèòè
áåçïå÷í³øèìè óñ³ ñôåðè ³íôîðìàö³éíîãî æèòòÿ, çàõèùàþ÷è ïðèâàòí³ñòü, ô³íàíñè,
³íäèâ³äóàëüíó àáî êîðïîðàòèâíó ðåïóòàö³þ, ïðè öüîìó ïîñò³éíî ðîçâèâàþ÷èñü ³
âäîñêîíàëþþ÷èñü [7].

Â³äçíà÷èìî, ùî íàéá³ëüøó ê³ëüê³ñòü ñòàíäàðò³â, ðåêîìåíäàö³é ³ òåõí³÷íèõ
çâ³ò³â ó ñôåð³ ðåàãóâàííÿ, îáðîáêè, êåðóâàííÿ ê³áåð³íöèäåíòàìè ðîçðîáëåíî â
ÑØÀ [1, ñ. 116].

Ì³æíàðîäí³ ñòàíäàðòè ISO/IEC òà ³íø³ ÿê ìåòîäîëîã³÷í³ çàñàäè ìàþòü
âèêîðèñòîâóâàòèñÿ äëÿ ñòâîðåííÿ ñèñòåìè óïðàâë³ííÿ ê³áåð³íöèäåíòàìè, ÿêà á
ö³ëêîì âïèñóâàëàñÿ òà áóëà á ëîã³÷íèì ïðîäîâæåííÿì íàÿâíèõ ³ ñåðòèô³êîâàíèõ
ñèñòåì êåðóâàííÿ óïðàâë³íñüêèìè ïðîöåñàìè, çîêðåìà, òàêèõ ÿê ñèñòåìà òåõí³÷íî¿
åêñïëóàòàö³¿ òà ñèñòåìà ìåíåäæìåíòó ÿêîñò³ ISO 9001 [1, ñ. 121].
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Îðãàí³çàö³éíî-òåõí³÷íà ìîäåëü ê³áåðçàõèñòó, âèÿâëåííÿ òà ðîçñë³äóâàííÿ
ê³áåð³íöèäåíò³â òà ê³áåðçëî÷èí³â âêëþ÷àº ìîäåë³ îö³íêè ðèçèêó òà ïðèéíÿòòÿ
ð³øåíü ó ê³áåðïðîñòîð³, à ¿õ ñòàíäàðòèçàö³ÿ òà âïðîâàäæåííÿ áåçïîñåðåäíüî âïëèâàº
íà åôåêòèâí³ñòü çàõîä³â ç ïðîòèä³¿ ê³áåð³íöèäåíòàì òà ê³áåðàòàêàì.

Îòæå, â Óêðà¿í³ äîö³ëüíî ïðîäîâæóâàòè ðîáîòó ó íàïðÿìêó ïîäàëüøîãî
óäîñêîíàëåííÿ íîðìàòèâíî-ïðàâîâî¿ áàçè øëÿõîì âïðîâàäæåííÿ íîðì ì³æíà-
ðîäíèõ ñòàíäàðò³â, ñòàíäàðò³â ªÑ òà ÍÀÒÎ ó ñôåð³ ê³áåðáåçïåêè òà ê³áåðçàõèñòó,
îñîáëèâî â óìîâàõ âîºííîãî ÷àñó, êîëè ñïîñòåð³ãàºòüñÿ çá³ëüøåííÿ ê³ëüêîñò³
ê³áåðàòàê íà îá’ºêòè êðèòè÷íî¿ ³íôðàñòðóêòóðè Óêðà¿íè ç áîêó êðà¿íè-àãðåñîðà.

Çîêðåìà, àêòóàëüíèìè ó âñ³õ êðà¿íàõ º ïèòàííÿ çàõèñòó àâòîìàòèçîâàíèõ
ñèñòåì óïðàâë³ííÿ âàæëèâèìè ³íôðàñòðóêòóðíèìè îá’ºêòàìè äåðæàâè. Ï³äòâåðä-
æåííÿì òîìó º âåëèêà ê³ëüê³ñòü ñòàíäàðò³â ³ êðàùèõ ïðàêòèê ç ³íôîðìàö³éíî¿
áåçïåêè àâòîìàòèçîâàíèõ ñèñòåì óïðàâë³ííÿ êðèòè÷íèìè îá’ºêòàìè äåðæàâè,
âèïóùåíèõ ì³æíàðîäíèìè ³íñòèòóòàìè ç³ ñòàíäàðòèçàö³¿, ãàëóçåâèìè àáî
äåðæàâíèìè îðãàí³çàö³ÿìè. Ïðè÷èíàìè òàêî¿ àêòèâíîñò³ º âèñîêèé ñòóï³íü ðèçèêó
ê³áåðòåðîðèñòè÷íèõ çàãðîç ó ñó÷àñíîìó ñâ³ò³ ³ âðàçëèâ³ñòü àâòîìàòèçîâàíèõ ñèñòåì
óïðàâë³ííÿ êëþ÷îâèìè îá’ºêòàìè äåðæàâè ïåðåä ñó÷àñíèìè ê³áåðàòàêàìè.

Íà æàëü, äîâîäèòüñÿ êîíñòàòóâàòè, ùî ïîòî÷íà ñèòóàö³ÿ â Óêðà¿í³ ³ç
çàáåçïå÷åííÿì ê³áåðáåçïåêè â òåõíîëîã³÷íèõ ìåðåæàõ àâòîìàòèçîâàíèõ ñèñòåì
óïðàâë³ííÿ êëþ÷îâèìè îá’ºêòàìè äåðæàâè íå âèêëèêàº îïòèì³çìó. Âðàçëèâîñòåé
ó òåõíîëîã³÷íèõ ìåðåæàõ êëþ÷îâèõ ï³äïðèºìñòâ ³ îðãàí³çàö³é â³ò÷èçíÿíî¿ åêî-
íîì³êè á³ëüø í³æ äîñòàòíüî. Íà äåÿêèõ îá’ºêòàõ òåõíîëîã³÷í³ ìåðåæ³ º ÷àñòèíîþ
ºäèíî¿ îô³ñíî¿ ìåðåæ³ ç ï³äêëþ÷åííÿì äî ìåðåæ çàãàëüíîãî êîðèñòóâàííÿ. Ïðè
öüîìó îáëàäíàííÿ àâòîìàòèçîâàíèõ ñèñòåì óïðàâë³ííÿ êëþ÷îâèìè îá’ºêòàìè íå
ìàº ïðàêòè÷íî í³ÿêèõ çàñîá³â çàõèñòó, ³ îíîâëåííÿ îïåðàö³éíèõ ñèñòåì ïðîâîäÿòüñÿ
âêðàé ð³äêî (àáî âçàãàë³ íå ïðîâîäÿòüñÿ). Î÷åâèäíî, ùî òàê³ òåõíîëîã³÷í³ ìåðåæ³
àâòîìàòèçîâàíèõ ñèñòåì óïðàâë³ííÿ êëþ÷îâèõ ï³äïðèºìñòâ ³ îðãàí³çàö³é â³ò÷èçíÿíî¿
åêîíîì³êè º äîñèòü ëåãêîþ ì³øåííþ äëÿ ê³áåðàòàê.

Ïèòàííÿ ñòàíäàðòèçàö³¿ ó ñôåð³ ê³áåðáåçïåêè òà çàõèñòó ³íôîðìàö³¿ º ïðåä-
ìåòîì ïîñò³éíèõ äèñêóñ³é ó â³ò÷èçíÿí³é ïðîôåñ³éí³é ñï³ëüíîò³. Íàðàç³ â Óêðà¿í³
ÿê ºäèíèé (êð³ì áàíê³âñüêîãî ñåêòîðó) äåðæàâíèé ñòàíäàðò òåõí³÷íîãî çàõèñòó
³íôîðìàö³¿ ä³º ñåð³ÿ íîðìàòèâíèõ äîêóìåíò³â, öåíòðàëüíèì ç ÿêèõ º ÍÄ ÒÇ²
2.5–004–99 “Êðèòåð³¿ îö³íêè çàõèùåíîñò³ ³íôîðìàö³¿ â êîìï’þòåðíèõ ñèñòåìàõ
â³ä íåñàíêö³îíîâàíîãî äîñòóïó” [8, ñ. 56]. ÍÄ ÒÇ² 2.5–004–99 âèêîðèñòîâóºòüñÿ ó
ïðîºêòóâàíí³ òà ñòâîðåíí³ êîìïëåêñíî¿ ñèñòåìè çàõèñòó ³íôîðìàö³¿ (ÊÑÇ²)
äåðæàâíèõ ³íôîðìàö³éíèõ ðåñóðñ³â, à òàêîæ ñïåö³àë³çîâàíèõ ³íôîðìàö³éíèõ ñèñòåì,
ó ÿêèõ îáðîáëÿºòüñÿ ³íôîðìàö³ÿ ç îáìåæåíèì äîñòóïîì, âèìîãà ùîäî çàõèñòó
ÿêî¿ âèçíà÷åíî çàêîíîì.

Íà â³äì³íó â³ä íàéïîøèðåí³øî¿ ó ñâ³ò³ ñåð³¿ ñòàíäàðò³â ISO/IEC 27000, ÿêà
ñôîêóñîâàíà íà ìåíåäæìåíò³ ³íôîðìàö³éíî¿ áåçïåêè, êðèòåð³ºì çàõèùåíîñò³
³íôîðìàö³¿ â ÍÄ ÒÇ² 2.5–004–99 º â³äïîâ³äí³ñòü àðõ³òåêòóðè òà ïàðàìåòð³â
ïðîãðàìíî-àïàðàòíèõ çàñîá³â îá’ºêòà ÷³òêîìó ðåãëàìåíòó – êîìïëåêñí³é ñèñòåì³
çàõèñòó ³íôîðìàö³¿ (ÊÑÇ²)1 [8, ñ. 57]. Ç ïîãëÿäó ôàõ³âö³â, ñàìà ³äåÿ, âíóòð³øíÿ

1 Êîìïëåêñíà ñèñòåìà çàõèñòó ³íôîðìàö³¿ – âçàºìîïîâ’ÿçàíà ñóêóïí³ñòü îðãàí³çàö³éíèõ òà
³íæåíåðíî-òåõí³÷íèõ çàõîä³â, çàñîá³â ³ ìåòîä³â çàõèñòó ³íôîðìàö³¿.
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ñòðóêòóðà ³ ìîäåëü âïðîâàäæåííÿ ÊÑÇ² çäåá³ëüøîãî íå â³äïîâ³äàþòü âèìîãàì
ñó÷àñíîãî ê³áåðçàõèñòó, îñîáëèâî â íåäåðæàâíîìó ñåêòîð³ [8, ñ. 57], ÷åðåç íåäîñòàòíþ
ãíó÷ê³ñòü, ãðîì³çäê³ñòü, çàñòàð³ëó êîíöåïö³þ çàõèñòó òîùî. Çàãàëîì íà ñüîãîäí³
íèçêà íîðìàòèâíèõ äîêóìåíò³â ïðî òåõí³÷íèé çàõèñò ³íôîðìàö³¿ (ÍÄ ÒÇ²), à
òàêîæ ÊÑÇ² ìîðàëüíî çàñòàð³ëè òà âïðîäîâæ áàãàòüîõ ðîê³â äîâåëè ñâîþ íååôåê-
òèâí³ñòü. Êîìïëåêñíà ñèñòåìà çàõèñòó ³íôîðìàö³¿ (ÊÑÇ²), áàçîâàíà íà óêðà¿íñüêîìó
ñòàíäàðò³ ÊÑÇ² ÍÄ ÒÇ² 2.5–004–99, çäåá³ëüøîãî ï³ääàºòüñÿ ãîñòð³é êðèòèö³ ó
â³ò÷èçíÿíèõ åêñïåðòíèõ òà á³çíåñîâèõ êîëàõ [8, ñ. 56]. Íàéíàãàëüí³øèì êðîêîì º
çàì³íà ÍÄ ÒÇ² á³ëüø åôåêòèâíèì ³ ñó÷àñíèì áàçîâèì ñòàíäàðòîì òà çàïðîâàäæåííÿ
ãàëóçåâèõ ñòàíäàðò³â ñèñòåì çàõèñòó ³íôîðìàö³¿.

Óïðîâàäæåííÿ ñèñòåìè óïðàâë³ííÿ ³íôîðìàö³éíîþ áåçïåêîþ (äàë³ – ÑÓ²Á)
â³äïîâ³äíî äî ñåð³¿ ñòàíäàðò³â ISO/IEC 27000 äîçâîëÿº îïòèì³çóâàòè ïðîöåñ çàõèñòó
³íôîðìàö³éíèõ ðåñóðñ³â ³ óïðàâë³ííÿ ðèçèêàìè äëÿ öèõ ðåñóðñ³â [8, ñ. 57].

Òàê, ïîâ’ÿçàíèé ³ç ñòàíäàðòîì ISO/IEC 27000:2018 “²íôîðìàö³éí³ òåõíîëîã³¿.
Ìåòîäè çàõèñòó. Ñèñòåìà óïðàâë³ííÿ ³íôîðìàö³éíîþ áåçïåêîþ. Îãëÿä ³ ñëîâíèê”
(“Information technology – Security techniques – Information security management
systems – Overview and vocabulary”) ñòàíäàðò ISO/IEC 27032:2012 âèçíàº íàéá³ëüø
ïîøèðåíèìè òàê³ ê³áåðçàãðîçè:

• àòàêè ñîö³àëüíîãî ³íæèí³ðèíãó;
• õàê³íã (çëàì êîìï’þòåðíî¿ ñèñòåìè);
• ïîøèðåííÿ øê³äëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ (“øê³äëèâèõ ïðîãðàì” /

êîìï’þòåðíèõ â³ðóñ³â ( “malware”));
• âïðîâàäæåííÿ øïèãóíñüêèõ ïðîãðàì;
• ä³þ ³íøèõ ïîòåíö³éíî íåáàæàíèõ ïðîãðàìíèõ êîä³â.
Â³äïîâ³äíî äî ñòàíäàðòó ISO/IEC 27032:2012 òåõí³÷í³ ðåêîìåíäàö³¿ ç ïðîòèä³¿

ðèçèêàì ðåàë³çàö³¿ íàçâàíèõ ê³áåðçàãðîç ì³ñòÿòü çàõîäè:
• ãîòîâíîñò³ äî â³äáèòòÿ ê³áåðàòàê ç áîêó:
à) àâòîíîìíèõ øê³äëèâèõ êîä³â;
á) îêðåìèõ çëîâìèñíèê³â;
â) çëî÷èííèõ ³ àãðåñèâíèõ îðãàí³çàö³é â ²íòåðíåò³;
• âèÿâëåííÿ ³ ìîí³òîðèíãó ê³áåðàòàê;
• íåéòðàë³çàö³¿ ê³áåðàòàê.
Ñòàíäàðò ISO/IEC 27032:2012 âèä³ëÿº äëÿ ðîçãëÿäó òðè êëþ÷îâèõ íàïðÿìè

çàáåçïå÷åííÿ ê³áåðáåçïåêè:
• ïðîòèä³ÿ ê³áåðàòàêàì, ùî ïðîâîäèòüñÿ ç âèêîðèñòàííÿì øê³äëèâîãî òà/

àáî ïîòåíö³éíî íåáàæàíîãî ïðîãðàìíîãî êîäó;
• ïðîòèä³ÿ ê³áåðàòàêàì, ùî ïðîâîäèòüñÿ ³ç çàñòîñóâàííÿì òåõíîëîã³é ñîö³àëü-

íîãî ³íæèí³ðèíãó;
• ñï³âðîá³òíèöòâî, êîîðäèíàö³ÿ ñï³ëüíèõ ä³é ³ ïîøèðåííÿ ³íôîðìàö³¿.
ISO/IEC 27032:2012 ñòîñóºòüñÿ ïèòàíü çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè,

ìåðåæåâî¿ áåçïåêè, áåçïåêè â ²íòåðíåò³, áåçïåêè êëþ÷îâî¿ ³íôîðìàö³éíî¿ ³íôðà-
ñòðóêòóðè (CIP), âêëþ÷àþ÷è ³íôîðìàö³éí³ ñèñòåìè [9]. Âîäíî÷àñ, ÿê íàãîëîøóºòüñÿ
ó ñòàíäàðò³, ê³áåðáåçïåêà íå º ñèíîí³ìîì áåçïåêè â ²íòåðíåò³, ìåðåæåâî¿ áåçïåêè,
áåçïåêè ïðîãðàì ³ äîäàòê³â, ³íôîðìàö³éíî¿ áåçïåêè òà çàõèñòó êëþ÷îâî¿ ³íôîðìà-
ö³éíî¿ ³íôðàñòðóêòóðè ³ ñèñòåì.
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Ñòàíäàðò ISO/IEC 27032:2012 ïðîïîíóº ðåêîìåíäàö³¿ ùîäî ïîë³òèê; ìåòîä³â;
ïðîöåñ³â; çàõîä³â òåõí³÷íî¿ áåçïåêè.

Çàãàëîì çã³äíî ç öèì ñòàíäàðòîì ê³áåðáåçïåêà ñïèðàºòüñÿ íà ³íôîðìàö³éíó
áåçïåêó, áåçïåêó äîäàòê³â, ìåðåæåâó áåçïåêó ³ áåçïåêó ²íòåðíåòó ÿê íà áëîêè
ñâîãî ôóíäàìåíòó.

Òàê, ñòàíäàðò ISO/IEC 27039:2015 “Information technology. Security techniques.
Selection, deployment and operations of intrusion detection systems” (“Çàïîá³ãàííÿ
âòîðãíåííÿì”) íàäàº êåð³âíèöòâî ó ï³äãîòîâö³ äî ðîçãîðòàííÿ ñèñòåì âèÿâëåííÿ
òà çàïîá³ãàííÿ ñïðîáàì âòîðãíåííÿ.

Òàêîæ äîö³ëüíî óçàãàëüíèòè ì³æíàðîäí³ ñòàíäàðòè ç ïèòàíü ðåàãóâàííÿ òà
ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â. Ïðàêòè÷íèé ï³äõ³ä äî ïîáóäîâè åòàëîííîãî ïðîöåñó
ðåàãóâàííÿ òà ðîçñë³äóâàííÿ ê³áåð³íöèäåíò³â äîêëàäíî îïèñàíèé ó òàêèõ
ì³æíàðîäíèõ ñòàíäàðòàõ [10]:

• ISO/IEC 27001:2015 “Information security management system. Require-
ments” – ñòàíäàðò, ÿêèé ì³ñòèòü ÿê ðåêîìåíäàö³¿ ùîäî ïîáóäîâè, âïðîâàäæåííÿ,
âèêîðèñòàííÿ òà ï³äòðèìêè ñèñòåìè óïðàâë³ííÿ ³íôîðìàö³éíîþ áåçïåêîþ çàãàëîì,
òàê ³ ï³äõîäè äî óïðàâë³ííÿ ê³áåð³íöèäåíòàìè.

• NIST SP 800-61 “Computer security incident handling guide” – ïîâíîö³ííå
êåð³âíèöòâî ç îáðîáêè ê³áåð³íöèäåíò³â, ÿêå îïèñóº ð³çí³ ï³äõîäè äî ðåàãóâàííÿ
íà ê³áåð³íöèäåíòè òà ¿õ îáðîáêó.

• CMU/SEI-2004-TR-015 “Defining incident management processes for
CISRT” – äîêóìåíò äëÿ îö³íêè åôåêòèâíîñò³ ðîáîòè ï³äðîçä³ëó CISRT (Critical
Incident Stress Response Team), ùî çàáåçïå÷óº çàïîá³ãàííÿ, îáðîáêó òà ðåàãóâàííÿ
íà ê³áåð³íöèäåíòè.

• ISO/IEC 27035 “Information security incident management” –   äîêóìåíò
âñòàíîâëþº ðåêîìåíäàö³¿ ùîäî óïðàâë³ííÿ ê³áåð³íöèäåíòàìè ñòîñîâíî ïëàíóâàííÿ,
åêñïëóàòàö³¿, àíàë³çó òà ïîêðàùåííÿ ïðîöåñó.

• NIST SP 800-83 “Guide to Malware Incident Prevention and Handling” –
êåð³âíèöòâî ³ç çàïîá³ãàííÿ òà îáðîáêè ê³áåð³íöèäåíò³â, ïîâ’ÿçàíèõ ³ç çàðàæåííÿì
ðîáî÷èõ ñòàíö³é òà íîóòáóê³â øê³äëèâèì ïðîãðàìíèì çàáåçïå÷åííÿì.

• NIST SP 800-86 “Guide to Integrating Forensic Techniques into Incident
Response” – êåð³âíèöòâî ç òåõí³êè ïðîâåäåííÿ ðîçñë³äóâàíü ó ìåæàõ ðåàêö³¿ íà
âèÿâëåí³ ê³áåð³íöèäåíòè.

Îòæå, çàñòîñóâàííÿ íîðì, çàçíà÷åíèõ ì³æíàðîäíèõ ñòàíäàðò³â ISO, çàãàëü-
íîïðèéíÿòèõ ó ì³æíàðîäí³é ïðàêòèö³ ïðèíöèï³â çàáåçïå÷åííÿ ³íôîðìàö³éíî¿
áåçïåêè ³ ê³áåðçàõèñòó, ñïðèÿòèìå ï³äâèùåííþ çàõèñòó äåðæàâíèõ îðãàí³â, êîìïàí³é
â³ä ê³áåð³íöèäåíò³â òà ê³áåðçëî÷èí³â çàâäÿêè óïðîâàäæåííþ íà öèõ îá’ºêòàõ
ÑÓ²Á.

Ïðè öüîìó óïðîâàäæåííÿ ñòàíäàðò³â ³ç ïèòàíü óïðàâë³ííÿ ³íôîðìàö³éíîþ
áåçïåêîþ ISO º áåçïåðåðâíèì ïðîöåñîì ðîçðîáëåííÿ, âïðîâàäæåííÿ, ôóíêö³îíó-
âàííÿ, ìîí³òîðèíãó, ïåðåãëÿäó, ï³äòðèìóâàííÿ ³ âäîñêîíàëåííÿ ÑÓ²Á òà
ê³áåðçàõèñòó þðèäè÷íèõ îñ³á.

Çàñòîñóâàííÿ ÑÓ²Á ìàº ïîøèðþâàòèñÿ íà âñ³ àñïåêòè òà ïðîöåñè ä³ÿëüíîñò³
þðèäè÷íèõ îñ³á ð³çíèõ ãàëóçåé, ³íôîðìàö³éí³ ðåñóðñè òà ³íôîðìàö³éí³ ñèñòåìè ç³
ñòâîðåííÿì ºäèíî¿ ñèñòåìè ê³áåðáåçïåêè.
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ESSENCE AND CONTENT OF THE CYBER INCIDENT INVESTIGATION
PROCEDURE IN ACCORDANCE WITH ISO AND NIST INTERNATIONAL

STANDARDS

The article reveals the essence and content of the procedure for investigating
cyber incidents in accordance with the international standards ISO and NIST. In
particular, according to ISO/IEC 27042:2015, the author provides a definition of the
concept of “investigation of cyber incidents” and provides the stages of the procedure
for investigating a cyber incident. The article systematically analyzes the content of
an intelligent decision support system for managing cyber incidents. At the same
time, the author focuses on the fact that the system of cyber protection measures
should be based on regulatory documents, national and international standards,
established practices for protecting information and ensuring cyber security, which
develop along with cyber security technologies.

The analysis of the organizational and technical model of cyber defense, the
identification and investigation of cyber incidents and cyber crimes, based on
international risk-oriented cyber security management standards: ISO/IEC 27032:
2012 “Information technology. Security techniques. Guidelines for cybersecurity”,
ISO/IEC 27037:2012 “Information technology. Security techniques. Guidelines for
identification, collection, acquisition and preservation of digital evidence”, ISO/IEC
27041:2015 “Guidance on assuring suitability and adequacy of incident investigative
method”, ISO/IEC 27043:2015 “Information technology. Security techniques. Incident
investigation principles and processes”, Recommendations of the International
Telecommunication Union MCE-T X.1216 (09/2020) “Requirements for the collection
and preservation of evidence of cybersecurity incidents”.

In the process of conducting the study, the author also emphasizes that the
international standard NIST SP 800-61 “Computer security incident handling guide”
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presents a collection of “best practices” for building processes for processing, managing
and responding to cyber incidents.

At the end of the article, the author comes to the conclusion that today in
Ukraine a number of regulatory documents on the technical protection of information
(ND TZI), as well as on a comprehensive system of information protection, are
obsolete and have proven to be ineffective for many years, so it is advisable to
introduce an information management system security in accordance with the ISO/
IEC 27000 series of standards, which allows you to optimize the process of protecting
information resources and managing risks for these resources.

Keywords: cyber incidents, ISO and NIST international standards, cyber incident
investigation, cyber attacks, cyber crimes, cyber incident investigation procedure.
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