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The article examines the problems of information security management of local
governments of Ukraine in the context of globalization threats. It is determined that
optimization of internal processes and of personnel management of local administrations
are the first priority measures to improve information security. In addition, the information
openness of local governments and authorities, as an innovative factor in the development
of management informatization, must also be taken into account. This is necessary for
the effective organization of the entire sphere of public administration.
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Globalization trends, along with the emergence of the new power centers and
political characters, provoked an interest of the scientific community in the study of
legal problems of ensuring information security of the political process, its prerequisites,
and factors for ensuring.

The growing interdependence of countries and peoples is one of the most
influential global political trends of the modern period. This is an external prerequisite
for the development of information security of the political process. Information
security is characterized by both the presence of positive factors and the growth of
international information threats in the economic, military, and political spheres of
the life of the state, which weakens the stability and cooperation of countries on the
world stage.

These information threats are carried out through certain foreign policy characters.
Their distinctive feature is the desire to dominate the information space through an
informational impact on political associations, individuals and social groups. Along
with the foreign policy component, threats are realized by using modern technologies
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in the field of informatization, that are aimed at destroying the political system,
destabilization traditional values, blurring the personality, violating the territorial
integrity and sovereignty of states. These are the distinctive characteristics of the
internal political component of information security [9, 67].

Obviously, the researchers put into focus the problems associated with the
development of principles and new technologies of information manipulation in the
political sphere, as well as identifying sources to combat emerging threats and
implementation of information security at the global, regional, and national
levels.

The theoretical aspect of the research topic, in general, is associated with
showing the importance of foreign and domestic information security components.

Scientific cognition of the definition of the concept of “information security” is
relevant both in theoretical terms and in practice. Some researchers consider this
concept as the security of networks and information systems, which is interpreted as
cybersecurity. Some researchers of this issue interpret information security as
manipulation of information, the impact of information on the consciousness of
society, propaganda on the Internet.

The study of security threats by using information and computer technologies
in the implementation and implementation of socially dangerous crimes, the commission
of terrorist acts, interference in the affairs of sovereign states, the unleashing of
interstate conflicts, incitement of interethnic hatred is also relevant and very important
in the study of information security. Information security is considered the most
important component of national security in the conceptual and key regulatory
documents of many states. Thereby, the study of goals, objectives, a comparative
analysis of approaches, and key problems of ensuring the security of the political
process, assessment of the effectiveness, and efficiency of these approaches seem to be
an issue of topical interest. Ukrainian society has passed into a qualitatively new state
in the process of social and political transformations of our time. Among other things,
it is characterized by the merger of local government bodies with business structures,
which brings to a revision of the goals and objectives of state bodies, bodies for
ensuring national and regional security [10, 317].

The appearance of completely new threats to both national security as a whole
and its main components namely to social and economic, public, and information
security, causes the transition to a new condition of the state. The emergence of these
threats today is dictated primarily by the inconsistency of the legislative framework,
its slow and insufficient development, with the rapid development of market relations,
Ukraine’s integration into global world socio-political relations. All this requires
rethinking and developing new mechanisms for organizing counteraction to national
and transnational crime, as well as for neutralizing internal and external threats.

Ensuring the reduction of the crime rate is one of the important conditions for
the social and political development of Ukraine. Currently, the existing levers and
methods of combating crime do not fully correspond to the dynamics of the development
of organized crime.

Moreover, they do not help to reduce drug trafficking, human trafficking,
extremism, terrorism.
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The revolution in the field of information technologies facilitates the creation
and implementation of innovations in the social and political system, which is sufficient
to effectively solve modern state and regional problems, to ensure the rational use of
natural resources, political, social, spiritual, and cultural development of society, as
well as its safety. It is notable that criminals also use these advances in information
technology. They have unlimited opportunities regarding access to informational,
technical, and economic resources, their increase, and adaptation to their activities.
These circumstances call for a rethinking of current views and developing new
conceptual approaches to information security issues, solving problems with such
phenomena as cyber-terrorism and cybercrime to ensure both information security
and national security in general [3].

The study of information security issues is carried out primarily with technical
positions. This has been happening since 1816.

This is what affects the relevance of information security in the context of the
integration of information systems and the study of various levers of its management.
At that time, the main objective was the protection of fundamental information
databases of the state and society. After 1816, electrical and radio communications
appeared. This leads to the use of interference-resistant signal coding. The direction
towards a combination of technical and organizational measures to improve the
security of radar and hydro acoustic equipment has been recorded since 1935. The
implantation of electronic computing technology into the activities of the society and
the state, which focused information security on limiting access to equipment began
in 1946. The year 1965 is characterized by the creation of information and communication
networks. At that time, information security was faced with the task of transferring
network resource management to the administrator. Since 1973, information security
has been associated with the development of new security criteria. “Hackers” are a
new community that was formed during that period. Their goal was to damage the
information channels of individual users, organizations, and entire countries. Information
has become the most important resource of the state, and ensuring its security has
become the most important component of national security. A new branch of international
law that called information law was formed at that time. In 1985, world information
and communication networks are created in which space technologies are applied.

Such classics of the political thought of that time as David Easton, Gabriel A.
Almond and G. Bingham Powell actively participated in the study of the political
process. The information and communication model of the political system presented
by Karl Wolfgang Deutsch is suitable for the study of information security

The theoretical and methodological basis of this study is based on the treatises
of foreign and domestic researchers on information protection and information security,
including Bryzhko V., Tsymbaliuk V., Oriekhov A., Halchenko O., Kaliuzhnyi R.,
Shamrai V., Mezentseva N., Oliinyk O., Savruk M., Teptiuk Ye., Topchii V.,
Shelomentsev V., Potrubach N., Sivakova O., Cherniak L.

The object of the research is an information security of the political process in
the system of public administration and local self-government.

The subject of the research is a comprehensive analysis of ensuring information
security of the political process, including the regional aspect.
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The purpose of the study is to identify effective areas and mechanisms for
ensuring the information security of state administration and local government.

Results
Global trends in the development of the information society dictate the conditions

for the complete information transparency of public authorities. In this regard, standards
that regulate the access of interested parties to the information resources of the state
are being formed. The state power is also dependent on these information resources
when developing management decisions. Especially this dependence is manifested in
local government, as it is directly related to all spheres of human life and the
accumulation of operational information. According to researchers the growth of
informatization processes in the provision of services by public authorities and local
governments with the help of electronic document management contributes to the
strengthening of the need for self-government bodies to use information, timeliness,
and reliability of its receipt. According to experts, many databases are exposed to
threats of unauthorized access, which entails a negative impact on confidential
information, as a result of which the regime for achieving information security is
violated [1, 97]. The risk factors in ensuring the security of confidential information
in local governments are not clearly identified in any sources. Therefore, we pay
special attention to the identification of the risk factors in our study.

– Threats to the constitutional rights and freedoms of man and citizen in the
field of information activities and spiritual life.

– Threats to the informatization of management of the development of the
territory of the municipality.

– Threats to the development and formation of the local information industry,
which include the industry of information technology, communications and
telecommunications, the efficiency of using local information resources.

– Threats to the security of information systems on the territory of the municipality
[7, 78].

The sphere of legal regulation of information support of local self-government
should cover the entire life cycle of information support: “design – creation – running
– replacement”. The last stage is to maintain information support up to date. System
replacement strategies based on integral operating costs or on a revaluation basis are
possible.

There are factors that directly affect the implementation of information security.
They were formed according to the results of a sociological survey of local self-
government bodies of the  regions of Ukraine:

1) Unqualified personnel responsible for providing information support. This is
one of the main factors in the formation and enhancement of this type of activity.

2) Lack of resources is also a significant factor. This is due to the fact that it is
he who is a prerequisite for the purchase and modernization of ICT and its software.

3) Lack of broadband Internet and lack of providing all local inhabitants with
high-quality communications and the Internet

4) Deterioration of hardware and its support, etc [6, 75].
These areas will help guide the administration not only on the formation of

systematic activities to ensure information security, but also on the development of
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specific measures in these areas. This will increase the level of information security of
local self-government bodies. rationalization of paper workflow is considered as a
significant course of formation security improvement. The amount of information that
is processed and transmitted in electronic form is growing significantly In the modern
period, in the context of informatization of communication channels and the transition
to electronic document flow [2, 103].

Large amounts of information contained on paper are stored stably and require
archival storage in paper form. Moreover, local authorities use organizational and
administrative documents, which should be drawn up in paper form. Government
regulations or decisions require protection from unauthorized access. It is necessary to
reduce the number of specialists in the administration departments involved in
making managerial decisions. it is also necessary to guarantee the impersonality of the
request, keeping the applicant’s personal data only in the department where he
applied for getting a permission [4, 177].

It is argued that effective methods of protecting information in subdivisions of
local administrations can be implemented with intensive work on the implementation
of electronic document management systems. It is necessary to configure the access
restriction mode at the electronic document flow. Unlike paper workflow, it is
recommended to grant editing access rights to responsible users for electronic archive
folders. Other users can only read these documents. In this case, the information will
be protected not only from distribution, but also from unauthorized copying. The
protection of paper media can be supported by the obligatory prescription in the
specialist’s duty regulations of conditions on personal responsibility for the distribution
or transfer to third parties of information related to confidential information or state
secrets.

To date, such measures are provided for in specialist’s duty regulations of the
personnel department, which mainly concern information about state secrets, confidential
information and information with limited access. These restrictions are associated
with separate types of information, however, do not apply to other types, that reduces
the level of security of local governments.

Thus, the above-mentioned directions for ensuring information security in the
administration of local self-government bodies are associated with the formation of
know-how and modern information technologies that have new methods of protecting
automated systems and software in order to introduce electronic document management.
Forms of personal responsibility and control over the use, distribution and unauthorized
copying of information are required. This surveillance guarantees technical means,
but, in our opinion, a combination of technical means with administrative control
measures will be more effective. Restricting functions carried out with documents
that contain confidential information will allow reducing the risk of information
leaks. Optimization of internal processes and Optimization of personnel management
of local administrations are the first priority measures to improve information security.
In addition, the information openness of local governments and authorities, as an
innovative factor in the development of management informatization, must also be
taken into account. It is necessary for an effective organization of information security.
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ÏÎË²ÒÈÊÎ-ÏÐÀÂÎÂ² ÏÐÎÁËÅÌÈ ²ÍÔÎÐÌÀÖ²ÉÍÎ¯ ÁÅÇÏÅÊÈ
Ó ÏÓÁË²×ÍÎÌÓ ÓÏÐÀÂË²ÍÍ² Â ÓÌÎÂÀÕ ÃËÎÁÀË²ÇÀÖ²¯

Ó ñòàòò³ ðîçãëÿäàþòüñÿ ïðîáëåìè óïðàâë³ííÿ ³íôîðìàö³éíîþ áåçïåêîþ
îðãàí³â ïóáë³÷íîãî óïðàâë³ííÿ â Óêðà¿í³ ó êîíòåêñò³ çàãðîç ãëîáàë³çàö³¿. Âèçíà÷åíî,
ùî îïòèì³çàö³ÿ âíóòð³øí³õ ïðîöåñ³â òà óïðàâë³ííÿ ïåðñîíàëîì ì³ñöåâèõ
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àäì³í³ñòðàö³é º ïåðøî÷åðãîâèìè çàõîäàìè äëÿ ï³äâèùåííÿ ³íôîðìàö³éíî¿ áåçïåêè.
Àêöåíòîâàíî íà íåîáõ³äíîñò³ âðàõîâóâàòè é ³íôîðìàö³éíó â³äêðèò³ñòü îðãàí³â
ì³ñöåâîãî ñàìîâðÿäóâàííÿ òà âëàäè ÿê ³ííîâàö³éíèé ÷èííèê ðîçâèòêó ³íôîðìà-
òèçàö³¿ óïðàâë³ííÿ. Öå ñë³ä âèêîíóâàòè äëÿ åôåêòèâíî¿ îðãàí³çàö³¿ ä³ÿëüíîñò³
âñ³õ ñóá’ºêò³â ïîë³òè÷íî¿ ñèñòåìè ñóñï³ëüñòâà.

Íà îñíîâ³ àíàë³çó ìàñèâó íàóêîâèõ äæåðåë äîâåäåíî, ùî òåíäåíö³¿ ãëîáàë³-
çàö³éíîãî ðîçâèòêó ðàçîì ³ç íîâèìè öåíòðàìè âëàäè òà ïîë³òè÷íèõ àêòîð³â àêòóà-
ë³çóâàëè ³íòåðåñ íàóêîâî¿ ñï³ëüíîòè äî àíàë³çó ïîë³òèêî-ïðàâîâèõ ïðîáëåì çàáåçïå-
÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè ïóáë³÷íîãî óïðàâë³ííÿ.

Çðîñòàííÿ âçàºìîçàëåæíîñò³ êðà¿í ³ íàðîä³â, ïðîíèêí³ñòü êîðäîí³â, ðîçâèòîê
IT-òåõíîëîã³é, ä³äæèòàë³çàö³ÿ ñóñï³ëüñòâà, âïðîâàäæåííÿ áëîê÷åéí-òåõíîëîã³é òà
âèêîðèñòàííÿ Big Data ó ñôåð³ ïóáë³÷íîãî óïðàâë³ííÿ ³ àäì³í³ñòðóâàííÿ – âñ³ ö³
ôàêòîðè àêòóàë³çóþòü ïðîöåñ ôîðìóâàííÿ ä³ºâî¿ ïîë³òèêè  ³ç çàõèñòó ñôåðè
óïðàâë³ííÿ äåðæàâîþ â³ä ê³áåðçàãðîç.

Óñòàíîâëåíî, ùî ³íôîðìàö³éíà áåçïåêà ñôåðè ïóáë³÷íîãî óïðàâë³ííÿ õàðàê-
òåðèçóºòüñÿ íàÿâí³ñòþ àìá³âàëåíòíèõ ÷èííèê³â ÿê ïîçèòèâíîãî õàðàêòåðó, òàê ³
ïðîöåñ³â íàêîïè÷åííÿ ³íôîðìàö³éíèõ çàãðîç â åêîíîì³÷í³é, â³éñüêîâ³é òà ïîë³-
òè÷í³é ñôåðàõ æèòòºä³ÿëüíîñò³ äåðæàâè, ùî ïîñëàáëþº çîâí³øíþ ³ âíóòð³øíþ
ñòàá³ëüí³ñòü. Äîâåäåíî, ùî âåêòîð ñó÷àñíèõ ãëîáàë³çàö³éíèõ çàãðîç ñïðÿìîâàíèé
íà ðóéíóâàííÿ ïîë³òè÷íî¿ ñèñòåìè äåðæàâè, äåñòàá³ë³çàö³þ ¿¿ òðàäèö³éíèõ ö³ííîñòåé,
ðîçìèâàííÿ ö³ë³ñíîñò³ îñîáèñòîñò³, ïîðóøåííÿ òåðèòîð³àëüíî¿ ö³ë³ñíîñò³ òà
ñóâåðåí³òåòó äåðæàâ, íà äåñòàá³ë³çàö³þ â ö³ëîìó ñôåðè äåðæàâíîãî óïðàâë³ííÿ.

Çàóâàæåíî, ùî âñ³ ö³ îáñòàâèíè âèìàãàþòü ïåðåîñìèñëåííÿ ñó÷àñíèõ ïîë³òèêî-
ïðàâîâèõ ï³äõîä³â ó çàáåçïå÷åíí³ ³íôîðìàö³éíî¿ áåçïåêè îðãàí³â ïóáë³÷íîãî óïðàâ-
ë³ííÿ â êîíòåêñò³ áîðîòüáè ç ê³áåðòåðîðèçìîì òà ê³áåðçëî÷èíí³ñòþ, à òàêîæ âè-
ðîáëåííÿ íîâèõ êîíöåïö³é çàáåçïå÷åííÿ ÿê ³íôîðìàö³éíî¿ áåçïåêè, òàê ³ íàö³î-
íàëüíî¿ áåçïåêè äåðæàâè çàãàëîì.

Êëþ÷îâ³ ñëîâà: ³íôîðìàö³éíà áåçïåêà, ì³ñöåâå ñàìîâðÿäóâàííÿ, çàãðîçè
ãëîáàë³çàö³¿, ê³áåðáåçïåêà, ôàêòîðè ðèçèêó.
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