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Ñòàòòþ ïðèñâÿ÷åíî àíàë³çó ïðîáëåì óïðîâàäæåííÿ ðèçèê-ìåíåäæìåíòó ó
ñôåð³ ê³áåðáåçïåêè. Ìåòîäîëîã³÷íî çîñåðåäæóºòüñÿ óâàãà íà óñâ³äîìëåíí³ ôåíîìåíó
ðèçèêó. Àêöåíòîâàíî óâàãó íà ïèòàííÿõ, ÿê³ ôîðìóþòü ÷³òêó óÿâó ùîäî ã³áðèäíîñò³
ê³áåðçàãðîç òà îñíîâíèõ íàïðÿì³â ïðàâîâîãî òà îðãàí³çàö³éíîãî çàáåçïå÷åííÿ
ê³áåðáåçïåêè. Ïðîàíàë³çîâàíî íèçêó äîêóìåíò³â ªâðîïåéñüêîãî Ñîþçó ó ÷àñòèí³
ïðîòèä³¿ ã³áðèäíèì ê³áåðçàãðîçàì. Çðîáëåíî âèñíîâêè, ùî â³ò÷èçíÿíà íîðìàòèâíà
áàçà ìàº ñóòòºâ³ íåäîë³êè òà ïîòðåáóº óïðîâàäæåííÿ â³äïîâ³äíèõ íîðì ùîäî
çàïðîâàäæåííÿ ðèçèê-îð³ºíòîâàíîãî ï³äõîäó ó ä³ÿëüíîñò³ ùîäî çàáåçïå÷åííÿ ê³áåð-
áåçïåêè â Óêðà¿í³.

Êëþ÷îâ³ ñëîâà: ê³áåðáåçïåêà, ðèçèê, çàãðîçà, ðèçèê-îð³ºíòîâàíèé ï³äõ³ä,
ñò³éê³ñòü, óðàçëèâ³ñòü, ã³áðèäí³ çàãðîçè.

Ó ñó÷àñíîìó ñóñï³ëüñòâ³ ïðîáëåìàòèêà ê³áåðáåçïåêè ïðèâåðòàº âñå á³ëüøå
óâàãè. Ðîçâèòîê ³íôîðìàö³éíîãî ñóñï³ëüñòâà òà ñôîðìîâàí³ ïðàâîâ³ ³íñòðóìåíòè
çàáåçïå÷óþòü ðåàë³çàö³þ ³íôîðìàö³éíèõ ïðàâ ³ îáîâ’ÿçê³â ãðîìàäÿí, âèçíà÷àþòü
ñòóï³íü ðîçâèòêó ³íôîðìàö³éíî¿ ñôåðè Óêðà¿íè, ñòàí ³íôîðìàö³éíîãî ïðàâîïîðÿäêó,
ð³âåíü çàáåçïå÷åííÿ ïðàâîâî¿ îõîðîíè ³ çàõèñòó ñîö³àëüíèõ ö³ííîñòåé. Çà óìîâè
ã³áðèäèçàö³¿ ê³áåðçàãðîç, íàö³îíàëüíà áåçïåêà çàãàëîì, çîêðåìà ¿¿ ³íôîðìàö³éíà
ñêëàäîâà – ê³áåðáåçïåêà, ïîòðåáóþòü ôîðìóâàííÿ áåçïåêîâîãî ê³áåðïðîñòîðó òà
ñèñòåìíîãî óïðîâàäæåííÿ ïðàâîâèõ ³íñòðóìåíò³â ïðåâåíòèâíîãî õàðàêòåðó. Îäíèì
³ç êëþ÷îâèõ ñâ³òîâèõ òðåíä³â ê³áåðáåçïåêè áàçóºòüñÿ íà ðèçèê-îð³ºíòîâàíîìó
ï³äõîä³.

Ñüîãîäí³ â óìîâàõ ã³áðèäíî¿ â³éíè, ÿêà ç âåñíè 2014 ðîêó àêòèâíî íàâ’ÿçóºòüñÿ
Óêðà¿í³, çàáåçïå÷åííÿ ê³áåðáåçïåêè ìàº íàäçâè÷àéíî âàæëèâå çíà÷åííÿ, òàê ÿê
ê³áåðàòàêè, ÿê³ º ôàêòè÷íî åñêàëàö³ºþ áîéîâèõ ä³é ó ê³áåðïðîñòîð³, ïîøèðþþòü
òåõíîëîã³÷íî íîâ³òí³ ôîðìè àãðåñ³¿ òà ï³äâèùóþòü çàãðîçè ³íòåðåñàì ãðîìàäÿí òà
ñóñï³ëüñòâà, à â îêðåìèõ âèïàäêàõ çàâäàþòü ðåàëüíèõ çáèòê³â äåðæàâ³.

Ó ÍÀÒÎ òà ªÑ º ÷³òêå ðîçóì³ííÿ òîãî, ùî ã³áðèäíèì çàãðîçàì ïîòð³áíî çà-
ïîá³ãàòè, ç-ïîì³æ ³íøîãî, ³ “ïàñèâíèìè” åëåìåíòàìè, òàêèìè ÿê ïîñèëåííÿ ñò³éêîñò³
äî ïîòðÿñ³íü ÷è íåñïîä³âàíîê. Ó öüîìó êîíòåêñò³ íåìîæëèâî ïåðåá³ëüøèòè âàæëè-
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â³ñòü àêòèâíèõ ä³é ç ïîñèëåííÿì öèâ³ëüíî¿ ãîòîâíîñò³, â³ëüíî¿ ïðåñè, îñâ³÷åíîãî
íàñåëåííÿ ³ ä³ºâî¿ ïðàâîâî¿ ñòðóêòóðè òîùî [1].

Ó ðîçâèòîê çàçíà÷åíîãî, ªâðîïåéñüêà êîì³ñ³ÿ ðàçîì ç ªâðîïåéñüêîþ ñëóæáîþ
çîâí³øí³õ çâ’ÿçê³â (àíãë. European External Action Service, EEAS) ó 2016 ðîö³
ðîçðîáèëè Îá’ºäíàíó ñòðóêòóðó ïðîòèä³¿ ã³áðèäíèì çàãðîçàì [2], ùî ñêëàäàºòüñÿ
³ç 22 çàõîä³â äëÿ êðà¿í-ó÷àñíèöü òà ³íñòèòóö³é, ÿê³ âèçíà÷àþòü ï³äõîäè äî âèÿâëåííÿ
ã³áðèäíèõ çàãðîç, ïîêðàùóâàòè ³íôîðìîâàí³ñòü ïðî íèõ ³ çä³éñíþâàòè êðîêè ç
ðîçâèòêó ñò³éêîñò³. Çàçíà÷åí³ çàõîäè ï³äâèùóþòü ñïðîìîæí³ñòü ïðîòèñòîÿòè ã³á-
ðèäíèì çàãðîçàì, ïî÷èíàþ÷è â³ä îáì³íó ³íôîðìàö³ºþ ³ äî çàõèñòó êðèòè÷íî¿
³íôðàñòðóêòóðè, ê³áåðáåçïåêè, ñò³éêîñò³ ñóñï³ëüñòâà äî ðàäèêàë³çìó òà åêñòðåì³çìó,
çîêðåìà [3]:

ñòâîðåííÿ ã³áðèäíî¿ ëàíêè ªÑ äëÿ çáîðó ³íôîðìàö³¿ òà ³íôîðìóâàííÿ îñ³á,
ùî ïðèéìàþòü ð³øåííÿ ó çàêëàäàõ ªÑ òà äåðæàâàõ-÷ëåíàõ;

ñòâîðåííÿ ªâðîïåéñüêîãî öåíòðó ïåðåäîâîãî äîñâ³äó ç ïðîòèä³¿ ã³áðèäíèì
çàãðîçàì;

çàáåçïå÷åííÿ ïðîàêòèâíî¿ ñòðàòåã³÷íî¿ êîìóí³êàö³¿ òà îïòèì³çàö³¿ ìîí³òîðèíãó
ÇÌ² ùîäî ïðîòèä³¿ äåç³íôîðìàö³¿;

ï³äâèùåííÿ ñò³éêîñò³;
ïîñèëåííÿ ê³áåðáåçïåêè ó ªâðîï³ çà äîïîìîãîþ øèðîêîìàñøòàáíèõ êîí-

êðåòíèõ çàõîä³â, ñïðÿìîâàíèõ íà çíà÷íå ïîñèëåííÿ ñòðóêòóð ê³áåðáåçïåêè ªÑ òà
ìîæëèâîñòåé ðåàãóâàííÿ;

 áîðîòüáà ç îíëàéí-äåç³íôîðìàö³ºþ äëÿ çàáåçïå÷åííÿ á³ëüø áåçïå÷íîãî ²í-
òåðíåòó, çàïîá³ãàííÿ âòðó÷àííÿì ó âèáîðè òîùî.

Âèä³ëåííÿ îêðåìèõ çàõîä³â çà íàïðÿìîì ïðîòèä³¿ ñàìå ã³áðèäíèì çàãðîçàì
ÿñêðàâî äåìîíñòðóº ïð³îðèòåò, ùî ñôîðìóâàâñÿ â ªÑ.

Ïîäàëüøèé ðîçâèòîê ñèñòåìè çàáåçïå÷åííÿ ê³áåðáåçïåêè â ªÑ äîñòàòíüî
´ðóíòîâíî õàðàêòåðèçóºòüñÿ ó ï³äñóìêîâèõ äîêóìåíòàõ, ùî âèéøëè ó âèãëÿä³:

ñï³ëüíèõ êîìþí³êå ªâðîïåéñüêîãî ïàðëàìåíòó òà ªâðîïåéñüêî¿ ðàäè ùîäî ðåà-
ë³çàö³¿ çàõîä³â ïðîòèä³¿ ã³áðèäíèì çàãðîçàì â ªâðîïåéñüêîìó Ñîþç³ (06.04.2016 ð.
[4]; 19.07.2017 ð. [5]; 13.06.2018 ð. [6]) òà çâ³òó ïðî ³ìïëåìåíòàö³þ ïëàíó çàõîä³â
2016 ðîêó ùîäî ïðîòèä³¿ ã³áðèäíèì çàãðîçàì, à òàêîæ Ñï³ëüíîãî ïîâ³äîìëåííÿ
2018 ðîêó ïðî ï³äâèùåííÿ ñò³éêîñò³ òà ïîñèëåííÿ ìîæëèâîñòåé äëÿ ïîäîëàííÿ
ã³áðèäíèõ çàãðîç â³ä 28.05.2019 [7].

Îñíîâíîþ ìåòîþ çàçíà÷åíèõ çâ³òíèõ ùîð³÷íèõ äîêóìåíò³â º ïðåäñòàâëåííÿ
äëÿ ºâðîïåéñüêî¿ ñï³ëüíîòè çâ³òó ùîäî ïðîãðåñó òà íàñòóïíèõ êðîêàõ ùîäî âèêîíàí-
íÿ ä³é ó ÷îòèðüîõ ñôåðàõ çàïðîïîíîâàíèõ ó Ñï³ëüíèõ çàõîäàõ: ï³äâèùåííÿ ïî³íôîð-
ìîâàíîñò³ ùîäî ñèòóàö³¿: ñò³éê³ñòü ñóñï³ëüñòâà; ïîñèëåííÿ çäàòíîñò³ ùîäî çàïîá³-
ãàííÿ êðèçè òà ðåàãóâàííÿ íà íèõ, à òàêîæ êîîðäèíàö³ÿ â³äíîâëåííÿ òà ðîçøèðåííÿ
ñï³âðîá³òíèöòâà ç ÍÀÒÎ äëÿ çàáåçïå÷åííÿ âçàºìíîãî äîïîâíåííÿ ó çàõîäàõ.

Ðîçâèâàþ÷è ïèòàííÿ ï³äâèùåííÿ îá³çíàíîñò³ ùîäî ã³áðèäíèõ ê³áåðçàãðîç,
àêöåíòè ñòàâëÿòüñÿ íà âèçíà÷åíí³ âðàçëèâîñò³ ñóñï³ëüñòâà ùîäî íèõ òà ñêîîðäè-
íîâàíî¿ ä³ÿëüíîñò³ ùîäî îö³íþâàííÿ çàçíà÷åíèõ çàãðîç. Äëÿ âèÿâëåííÿ êëþ÷îâèõ
âðàçëèâîñòåé, âðàõîâóþ÷è êîíêðåòí³ ã³áðèäí³ ïîêàçíèêè, çä³éñíþºòüñÿ àíàë³ç
ðèçèê³â, ùî âïëèâàþòü íà ³íñòèòóòè òà ìåðåæ³.
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Ç ïðèâîäó ðèçèê-îð³ºíòîâàíîãî ï³äõîäó, äîðå÷íèì º çâåðíóòè óâàãó íà óõâà-
ëåííÿ 20 ãðóäíÿ 2002 ðîêó Ãåíåðàëüíîþ àñàìáëåþ ÎÎÍ ðåçîëþö³¿ 57/239 “Åëå-
ìåíòè äëÿ ñòâîðåííÿ ãëîáàëüíî¿ êóëüòóðè ê³áåðáåçïåêè” [8], çã³äíî ç ÿêîþ òåðì³í
“ê³áåðáåçïåêà” ïî÷àâ àêòèâíî âèêîðèñòîâóâàòèñü ó ïðàâîâ³é òåðì³íîëîã³¿. Ïîêàçî-
âèì º òå, ùî ùå ó 2002 ðîö³ äîêóìåíòè ÎÎÍ âêàçóâàëè íà íåîáõ³äí³ñòü îö³íþâàííÿ
ðèçèê³â ç ìåòîþ âèÿâëåííÿ çàãðîç òà ôàêòîð³â óðàçëèâîñò³.

Ç³ ñâîãî áîêó ãëîáàëüíà êóëüòóðà ê³áåðáåçïåêè ïåðåäáà÷àº âðàõóâàííÿ äåâ’ÿòè
âçàºìîïîâ’ÿçàíèõ åëåìåíò³â, çîêðåìà:

– îá³çíàí³ñòü (òîáòî ó÷àñíèêè ïîâèíí³ áóòè îá³çíàí³ ùîäî íåîáõ³äíîñò³ áåç-
ïåêè ³íôîðìàö³éíèõ ñèñòåì òà ìåðåæ, à òàêîæ ïðî òå, ùî ñàìå âîíè ìîæóòü çä³é-
ñíèòè äëÿ ï³äâèùåííÿ áåçïåêè);

– â³äïîâ³äàëüí³ñòü (ó÷àñíèêè â³äïîâ³äàþòü çà áåçïåêó ìåðåæ â³äïîâ³äíî äî
âëàñíî¿ ðîë³);

– ðåàãóâàííÿ (ó÷àñíèêè ìàþòü âæèâàòè ñâîº÷àñíèõ òà ñï³ëüíèõ çàõîä³â ùîäî
ïîïåðåäæåííÿ ³íöèäåíò³â, ÿê³ ñòîñóþòüñÿ áåçïåêè, ¿õ âèÿâëåííÿ òà ðåàãóâàííÿ, ó
òîìó ÷èñë³ îáì³íþâàòèñü ³íôîðìàö³ºþ ³ ââîäèòè ïðîöåäóðè, ÿê³ ïåðåäáà÷àþòü
îïåðàòèâíå òà åôåêòèâíå ñï³âðîá³òíèöòâî ç ïîïåðåäæåííÿ, âèÿâëåííÿ òà ðåàãóâàííÿ
òàêèõ ³íöèäåíò³â);

– åòèêà (âðàõóâàííÿ çàêîííèõ ³íòåðåñ³â ³íøèõ);
– äåìîêðàò³ÿ (áåçïåêà ïîâèííà çàáåçïå÷óâàòèñü òàê, ùîá öå â³äïîâ³äàëî

äåìîêðàòè÷íèì ö³ííîñòÿì, âêëþ÷àþ÷è ñâîáîäó îáì³íó äóìêàìè òà ³äåÿìè, â³ëüíèé
ïîò³ê ³íôîðìàö³¿, êîíô³äåíö³éí³ñòü ³íôîðìàö³¿, íàëåæíèé çàõèñò ïðèâàòíî¿ ³íôîð-
ìàö³¿; â³äêðèò³ñòü òà ãëàñí³ñòü);

– îö³íêà ðèçèê³â (ó÷àñíèêè ïîâèíí³ çä³éñíþâàòè ïåð³îäè÷íó îö³íêó ðèçèê³â
ç ìåòîþ âèÿâëåííÿ çàãðîç òà ôàêòîð³â óðàçëèâîñò³, ìàòè íàëåæí³ òåõíîëîã³¿ òà ³í-
ñòðóìåíòè êîíòðîëþ äëÿ öüîãî ç óðàõóâàííÿì çíà÷óùîñò³ ³íôîðìàö³¿, ÿêà çàõè-
ùàºòüñÿ);

– ïðîåêòóâàííÿ òà âïðîâàäæåííÿ çàñîá³â çàáåçïå÷åííÿ áåçïåêè;
– ïåðåîö³íêà (íàëåæí³ òà ñâîº÷àñí³ çàõîäè ç âíåñåííÿ çì³í ó ïîë³òèêó, ïðàê-

òèêó çàáåçïå÷åííÿ áåçïåêè ç âðàõóâàííÿì íîâèõ òà çì³íè ³ñíóþ÷èõ çàãðîç) [9,
ñ. 72–73].

Ðåçîëþö³ÿ ÎÎÍ – íå ºäèíèé ì³æíàðîäíèé ïðàâîâèé äîêóìåíò, ùî àêöåíòóº
óâàãó íà íåîáõ³äíîñò³ îö³íþâàííÿ ðèçèê³â ó ñèñòåì³ çàáåçïå÷åííÿ ê³áåðáåçïåêè.
Çîêðåìà, Äèðåêòèâà ªÑ ùîäî çàõîä³â ïî çàáåçïå÷åííþ âèñîêîãî çàãàëüíîãî ð³âíÿ
áåçïåêè ìåðåæåâèõ òà ³íôîðìàö³éíèõ ñèñòåì ó âñüîìó Ñîþç³ (Äèðåêòèâà NIS) [10]
çàêëàäàº ºäèí³ ïðàâèëà òà âèìîãè â ñôåð³ ê³áåðáåçïåêè äëÿ âñ³õ êðà¿í ªÑ, àëå
çàëèøàº çà êîæíîþ êðà¿íîþ-÷ëåíîì ïðàâî âæèòè âëàñíèõ çàõîä³â ùîäî ³ìïëå-
ìåíòàö³¿ íîðì ö³º¿ Äèðåêòèâè â íàö³îíàëüíå çàêîíîäàâñòâî. Á³ëüøå òîãî, Äèðåêòèâà
âèìàãàëà â³ä êðà¿í-÷ëåí³â óïðîâàäæåííÿ öèõ ïðàâèë ùå äî 9 òðàâíÿ 2018 ðîêó.

Çàçíà÷åíå ïåðåäáà÷àº, ùî äëÿ ï³äâèùåííÿ ñïðîìîæíîñò³ çàáåçïå÷åííÿ ê³áåð-
áåçïåêè íà íàö³îíàëüíîìó ð³âí³ äåðæàâè-÷ëåíè ªÑ ïîâèíí³ ðîçðîáèòè íàö³îíàëüíó
ñòðàòåã³þ ìåðåæåâî¿ òà ³íôîðìàö³éíî¿ áåçïåêè, ÿêà ìàº âêëþ÷àòè â ñåáå:

ñòðàòåã³÷í³ ö³ë³, ïð³îðèòåòè òà äåðæàâíå ï³ä´ðóíòÿ,
çàõîäè ç ï³äãîòîâêè äî ê³áåð³íöèäåíò³â, ðåàãóâàííÿ íà íèõ òà â³äíîâëåííÿ

ï³ñëÿ íèõ,
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çàñàäè äåðæàâíî-ïðèâàòíîãî ïàðòíåðñòâà,
ïðîãðàìó îñâ³òí³õ, òðåíóâàëüíèõ çàõîä³â òà çàõîä³â ç ï³äâèùåííÿ îá³çíàíîñò³,
ïëàí íàóêîâî-äîñë³äíèöüêèõ ðîá³ò,
ïëàí îö³íêè òà óïðàâë³ííÿ ðèçèêàìè,
ñïèñîê ñòåéêãîëäåð³â, â³äïîâ³äàëüíèõ çà ðåàë³çàö³þ ñòðàòåã³¿,
âèçíà÷èòè îäèí ÷è á³ëüøå äåðæàâíèõ îðãàí³â, ùî áóäóòü â³äïîâ³äàòè çà âè-

êîíàííÿ Äèðåêòèâè,
ñòâîðèòè îäíó ÷è á³ëüøå êîìàíä ðåàãóâàííÿ íà êîìï’þòåðí³ íàäçâè÷àéí³ ïî-

ä³¿.
Çàãàëîì, äëÿ äîñÿãíåííÿ ìåòè Äèðåêòèâè, çàáåçïå÷åííÿ á³ëüø âèñîêîãî

ð³âíÿ ìåðåæåâî¿ òà ³íôîðìàö³éíî¿ áåçïåêè â ìåæàõ ªâðîïåéñüêîãî Ñîþçó, âèçíà÷åíî
ó ÿêîñò³ íåîáõ³äíèõ çàõîä³â òðè îñíîâíèõ íàïðÿìè:

ï³äâèùåííÿ ñïðîìîæíîñò³ ñèñòåìè ê³áåðáåçïåêè íà íàö³îíàëüíîìó ð³âí³;
ï³äâèùåííÿ ð³âíÿ ïàí-ºâðîïåéñüêîãî ñï³âðîá³òíèöòâà;
çàïðîâàäæåííÿ óïðàâë³ííÿ ðèçèêàìè òà çîáîâ’ÿçàííÿ ñïîâ³ùàòè ïðî ê³áåð-

³íöèäåíòè îïåðàòîð³â áàçîâèõ ïîñëóã òà ïðîâàéäåð³â öèôðîâèõ ïîñëóã.
Òàêèì ÷èíîì, óïðàâë³ííÿ ðèçèêàìè ì³æíàðîäíèìè ïðàâîâèìè àêòàìè

âèçíà÷àºòüñÿ íå ëèøå ó ÿêîñò³ ðåêîìåíäàö³é, à é ÿê îáîâ’ÿçêîâèé åëåìåíò, ùî
ï³äâèùóº îá³çíàí³ñòü ùîäî âðàçëèâîñò³ ñèñòåìè ó ñôåð³ çàáåçïå÷åííÿ ê³áåðáåçïåêè.

Äëÿ ðîçóì³ííÿ ïðîáëåì, ùî ìàþòü ì³ñöå ó ñôåð³ çàáåçïå÷åííÿ ê³áåðáåçïåêè,
à òàêîæ çíàõîäæåííÿ øëÿõ³â ¿õ âèð³øåííÿ âàæëèâèì, º äîñë³äæåííÿ ïèòàíü
³ñòîð³¿ ³ ëîã³êè ïîõîäæåííÿ ïîíÿòòÿ “ðèçèê”, éîãî ñóòíîñò³, çì³ñòó òà ì³ñöÿ ó ñè-
ñòåì³ ñó÷àñíîãî ñóñï³ëüíîãî ðîçâèòêó.

Çàãàëîì, ïîòð³áíî çàçíà÷èòè, ùî ðîçâèòîê ñóñï³ëüñòâà ó äîñèòü òðèâàëèé
³ñòîðè÷íèé ïåð³îä ïåâíèì ÷èíîì â³äçíà÷àâñÿ ðèçèêîâèì õàðàêòåðîì. Ïîðÿä ç
òèì, ïîð³âíÿíî íîâ³òí³ì ïðîäóêòîì ðîçâèòêó íàóêîâî¿ äóìêè ñòàëî óñâ³äîìëåííÿ
ðèçèêîãåííîñò³ ëþäñüêî¿ ä³ÿëüíîñò³ òà àòðèáóòèâí³ñòü ðèçèêó ó ïðîöåñàõ ñó÷àñíîãî
ñóñï³ëüíîãî ðîçâèòêó.

ßê ñâ³ä÷èòü ïðàêòè÷íèé äîñâ³ä, äëÿ á³ëüøîñò³ îñ³á, ùî ïðèéìàþòü óïðàâë³íñü-
ê³ ð³øåííÿ, ïñèõîëîã³÷íî âàæêî àäåêâàòíî ñïðèéìàòè àòðèáóòèâí³ñòü ðèçèêó.
Îñîáëèâî íåðîçóì³ííÿ âàæëèâîñò³ çàçíà÷åíîãî ìàëî ì³ñöå çà ðàäÿíñüêèõ ÷àñ³â,
êîëè ãîëîâíèì ïîñòóëàòîì áóëî ïðèòàìàíí³ñòü ðèçèê³â ëèøå êàï³òàë³ñòè÷íîìó
ñóñï³ëüñòâó ÷åðåç ä³þ ðèíêîâèõ çàêîí³â, ñòèõ³éí³ñòü òà â³äñóòíîñò³ ïëàíóâàííÿ.
Ìåíòàëüíå íåñïðèéíÿòòÿ ôåíîìåíó ðèçèêó ìàëî ì³ñöå íå ëèøå ó ðàäÿíñüêèõ
äåðæàâíèõ ä³ÿ÷³â. Àìåðèêàíñüêèé ïðàâîçíàâåöü Ò. Ëîóâ³ çàçíà÷àº, ùî ó öåé æå,
ôàêòè÷íî, ÷àñ â àìåðèêàíñüê³é äåðæàâí³é ïîë³òèö³, ïîïðè ñòàð³ òðàäèö³¿ ë³áåðàë³çìó,
ÿê³ âèñîêó ö³íí³ñòü íàäàâàëè ïðàâó íà ðèçèê, äîì³íóâàëà äîêòðèíà çàõèñòó â³ä
ðèçèêó ³ äåêëàðàö³é ïîáóäîâè ó Ñïîëó÷åíèõ Øòàòàõ “ñóñï³ëüñòâà, â³ëüíîãî â³ä
ðèçèêó” [11, ñ. 254]. Ëèøå ç ïðèõîäîì äî âëàäè óðÿäó Ð. Ðåéãàíà ðîçïî÷àëàñÿ ïå-
ðåîö³íêà ïðîáëåìè ðèçèêó â ïîë³òè÷í³é ³äåîëîã³¿ ó á³ê äåì³ôîëîã³çàö³¿ ³äå¿ “ñóñï³ëü-
ñòâà, â³ëüíîãî â³ä ðèçèêó” íà êîðèñòü ïîøóêó êîíñòðóêòèâíèõ ï³äõîä³â äî äåðæàâ-
íîãî óïðàâë³ííÿ ðèçèêàìè ñóñï³ëüíîãî æèòòÿ [11].

Îá´ðóíòîâàíèé ïîãëÿä íà ïðîáëåìó ðèçèêó áàçóºòüñÿ íà óñâ³äîìëåíí³
ôåíîìåíó ðèçèêó, ùî º ñòàëèì àòðèáóòîì ëþäñüêî¿ æèòòºä³ÿëüíîñò³, ç øèðîêèì
ñïåêòðîì ïðîÿâó òà ìàñøòàáàìè, ùî ïîâ’ÿçàí³ ³ç ñîö³àëüíî-³ñòîðè÷íèì ðîçâèòêîì
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ñóñï³ëüñòâà, ³ º ïåâíèì ÷èíîì â³ääçåðêàëåííÿì éîãî ³íòåíñèâíîñò³. Äëÿ ñó÷àñíîãî
ñïðèéíÿòòÿ âàæëèâèì º ðîçóì³ííÿ òîãî, ùî â ³íôîðìàö³éíîìó ñóñï³ëüñòâ³ çà ðà-
õóíîê ïîøèðåííÿ ³íôîãåííèõ ðèçèê³â, ïîñèëþþòüñÿ õàðàêòåðí³ äëÿ ³íäóñòð³àëüíî¿
ñòàä³¿ ñóñï³ëüíîãî ðîçâèòêó ñîö³àëüí³ ðèçèêè.

Ã³ääåíñ Å. çàçíà÷àº, ùî æèòè â åïîõó “ï³çíüî¿ ñó÷àñíîñò³”, ï³ä ÿêîþ â³í, ïî
ñóò³, ðîçóì³º ³íôîðìàö³éíå ñóñï³ëüñòâî, çíà÷èòü æèòè â ñâ³ò³ âèïàäêîâîñòåé ³
ðèçèêó, íåçì³ííèõ ñóïóòíèê³â ñîö³àëüíî¿ ñèñòåìè, ùî ïðàãíå äî âñòàíîâëåííÿ
âëàäàðþâàííÿ íàä ïðèðîäîþ òà ðåôëåêñèâíîãî òâîð³ííÿ ³ñòîð³¿. Íà éîãî äóìêó,
ïîíÿòòÿ ðèçèêó ñòàº öåíòðàëüíèì ó ñóñï³ëüñòâ³, ÿêå ïðîùàºòüñÿ ç ìèíóëèì òà
òðàäèö³éíèì ³ â³äêðèâàºòüñÿ äëÿ íåçâ³äàíîãî ìàéáóòíüîãî, à â ñàìîìó ñóñï³ëüñòâ³
ç’ÿâëÿºòüñÿ òàêå ÿâèùå, ÿê ïðàãíåííÿ êîíòðîëþâàòè ÷àñ ³ êîëîí³çóâàòè ìàéáóòíº
[12, ñ. 107].

Òàê, Øòîìïêà Ï., ðîçâèâàþ÷è ïîãëÿäè ùîäî çðîñòàííÿ ðèçèêîãåííîñò³ ñó-
ñï³ëüíîãî ðîçâèòêó çàçíà÷àº, ùî ôåíîìåí ðèçèêó íàáóâàº íîâèõ ÿêîñòåé, ïîâ’ÿçàíèõ
³ç âèíèêíåííÿì íîâèõ íåêåðîâàíèõ ñèòóàö³é, ÿê³ ïðèõîâóþòü çàãðîçó íå ëèøå
îêðåìèì ³íäèâ³äàì, à é ñîö³àëüíèì ñèñòåìàì, ³ â òîìó ÷èñë³ äåðæàâàì, íàðàæàþ÷è
íà íåáåçïåêó ì³ëüéîíè ëþäåé, à òî é ëþäñòâî â ö³ëîìó. Òàê³ íîâ³ ÿêîñò³ ðèçèêó
âèð³çíÿþòü éîãî ÿê ç îá’ºêòèâíî¿, òàê ³ ç ñóá’ºêòèâíîãî ïîãëÿäó, áî íå ëèøå ïîñè-
ëþþòüñÿ é óð³çíîìàí³òíþþòüñÿ ôàêòîðè ðèçèêó ñàì³ ïî ñîá³, àëå é ñòàº á³ëüø
ãîñòðèì, í³æ êîëè-íåáóäü ðàí³øå, ¿õ ñïðèéíÿòòÿ [13].

Òîáòî ìîæåìî ñòâåðäæóâàòè, ùî ôåíîìåí ðèçèêó íàáóâàº á³ëüø óí³âåðñàëüíî¿
ôîðìè, ùî íåñå ïåâí³ çàãðîçè ñóñï³ëüñòâó íåçàëåæíî â³ä åòí³÷íî¿ ÷è êëàñîâî¿ íà-
ëåæíîñò³. Êð³ì òîãî, ðèçèêè ãëîáàë³çóþòüñÿ, òîðêàþ÷èñü âñå á³ëüøî¿ ê³ëüêîñò³
ëþäåé, òà ðîçïîâñþäæóþòüñÿ íà âñå á³ëüø øèðîê³ òåðèòîð³¿. Ó ñó÷àñíèõ óìîâàõ
îêðåì³ íåñïðèÿòëèâ³ ïîä³¿ â ð³çíèõ êðà¿íàõ ³ ðåã³îíàõ ñâ³òó òðàíñôîðìóþòüñÿ â
ö³ë³ñíó ãëîáàëüíó ïðîáëåìó – ïðîáëåìó âèæèâàííÿ ëþäñòâà â óñêëàäíåíèõ ïðè-
ðîäíèõ ³ ñóñï³ëüíî-ïîë³òè÷íèõ óìîâàõ, âèñóâàþòü íà ïîðÿäîê äåííèé ïèòàííÿ
ïðî ³ñíóâàííÿ ãëîáàëüíîãî ðèçèêó [14]. Òîòàëüí³ñòü ³ âñåîñÿæí³ñòü ðèçèêó íà
ñó÷àñíîìó åòàï³ ðîçâèòêó ñóñï³ëüñòâà ñôîðìóâàëè ï³äñòàâè ùîäî óòâåðäæåííÿ
ñò³éêîãî ñïðèéíÿòòÿ ïðîáëåìè ðèçèêó ÿê îäíîãî ç óòâîðþþ÷èõ ôàêòîð³â ñó÷àñíîãî
³ îñîáëèâî ìàéáóòíüîãî ñóñï³ëüñòâà, ùî òàêîæ íàáóâàº âñå á³ëüøîãî çàãàëüíî-ñî-
ö³àëüíîãî çíà÷åííÿ.

Ð³çí³ àâòîðè âáà÷àþòü ó öüîìó íàâ³òü çì³íó ïîë³òèêî-ñóñï³ëüíèõ àêöåíò³â ³
ïî÷àòîê ïðîöåñó ôîðìóâàííÿ íîâ³òíüî¿ ôàçè ðîçâèòêó ñóñï³ëüñòâà – “ñóñï³ëüñòâà
ðèçèêó”. Á³ëüøå òîãî, ÿê ñòâåðäæóº í³ìåöüêèé ó÷åíèé Óëüð³õ Áåê (Beck U.),
ëþäñòâî âæå âñòóïèëî â öþ íîâó ôàçó ñâîãî ðîçâèòêó [15]. Ö³º¿ äóìêè äîòðèìóºòüñÿ
òàêîæ Ðîáåðò Øâåáëåð (Schwebler R.) [16].

Ïðè÷èíîþ òàêèõ çì³í º õàðàêòåðí³ îñîáëèâîñò³ á³ëüøîñò³ ñó÷àñíèõ çàãðîç òà
ïîðîäæóâàíèõ íèìè ðèçèê³â, ÿê³ âèõîäÿòü çà ìåæ³ ëîêàëüíîãî çíà÷åííÿ òà íàáó-
âàþòü ãëîáàëüíîãî. Òàêèé ï³äõ³ä äîñòàòíüîþ ì³ðîþ â³äîáðàæåíî â íàñòóïíîìó
âèçíà÷åíí³ ñóñï³ëüñòâà ðèçèêó – öå ïîñò³íäóñòð³àëüíà ôîðìàö³ÿ, ÿêà â³äð³çíÿºòüñÿ
â³ä ³íäóñòð³àëüíîãî ñóñï³ëüñòâà íèçêîþ îñîáëèâîñòåé, ãîëîâíîþ ç ÿêèõ º òå, ùî
ÿêùî äëÿ ³íäóñòð³àëüíîãî ñóñï³ëüñòâà õàðàêòåðíèì áóâ ðîçïîä³ë áëàã, òî äëÿ ñó-
ñï³ëüñòâà ðèçèêó – ðîçïîä³ë çàãðîç ³ çóìîâëåíèé öèì ðèçèê [17, ñ. 281–282].

© Korystin Îleksandr, Veselova Liliia, 2021



DOI (Issue): https: //doi.org/10.36486/np.2021.3(53) Issue 3(53) 2021

ISSN 2072–8670 (Print) ÍÀÓÊÀ ² ÏÐÀÂÎÎÕÎÐÎÍÀ
NAUKA I PRAVOOKHORONA

Issue 3(53) 2021  http://naukaipravoohorona.com/
DOI (Article): https: //doi.org/10.36486/np.2021.3(53)

163

Á³ëüøå òîãî, íèçêà ôàõ³âö³â ó ãàëóç³ òåîð³¿ ðèçèêó âèñóâàþòü ïðèïóùåííÿ
ïðî òå, ùî â íàéáëèæ÷³é ïåðñïåêòèâ³ ñâ³òîâå ñï³âòîâàðèñòâî ÷åêàº ùå á³ëüø
ñóòòºâà òðàíñôîðìàö³ÿ. Íà ¿õ äóìêó, ëîã³÷íèì é ³ñòîðè÷íî ïðèðîäíèì ïðîäîâæåí-
íÿì “ñóñï³ëüñòâà ðèçèêó” áóäå ñóñï³ëüñòâî á³ëüø âèñîêîãî ð³âíÿ – ïîáóäîâàíå íà
óïðàâë³íí³ ðèçèêîì. Òîáòî ñóñï³ëüñòâî áóäóâàòèìå ñâîþ ñòðàòåã³þ ðîçâèòêó íå
ò³ëüêè ç óðàõóâàííÿì ðèçèêó, àëå íàâ³òü íà áàç³ óïðàâë³ííÿ ðèçèêîì [18].

Áåõìàí Ã. çàçíà÷àº, ùî â ìåíòàëüíîñò³ ³íäóñòð³àëüíîãî ñóñï³ëüñòâà ð³çíîãî
ðîäó äåñòðóêòèâí³ íàñë³äêè íåð³äêî çâóæóþòüñÿ äî çàëèøêîâîãî ðèçèêó, ÿêèé ó
çâ’ÿçêó ç âåëè÷åçíèìè ïðèáóòêàìè òðàêòóºòüñÿ ÿê ñîö³àëüíî àäåêâàòí³ âòðàòè,
ñâîãî ðîäó äîïóñòèìà ö³íà çà äîáðîáóò [19, ñ. 27]. Òîìó ðèçèê íå ñò³ëüêè º âëà-
ñòèâ³ñòþ òåõí³êè, ñê³ëüêè çóìîâëåíèé ïîòåíö³éíîþ ä³ÿëüí³ñòþ ñóñï³ëüñòâà, â
ÿêîìó ìàéáóòíº íå ìîæå áóòè ðîçìèòèì ³ ïîâèííî âæå ñüîãîäí³ áóòè óñâ³äîìëåíèì
³ ïðîðàõîâàíèì [19, ñ. 42].

Âàæëèâèì, íà íàøó äóìêó, º óçàãàëüíåííÿ Áåêà Ó., ÿêèé çàçíà÷àº, ùî ñòà-
á³ëüí³ñòü ó ñóñï³ëüñòâ³ ðèçèêó âèÿâëÿºòüñÿ ñòàá³ëüí³ñòþ â³äìîâè â³ä ïðîäóìóâàííÿ
íàñë³äê³â òà íåîáõ³äíîñò³ óñâ³äîìëåííÿ ðèçèêîãåííîãî õàðàêòåðó ñó÷àñíîãî ñó-
ñï³ëüíîãî ðîçâèòêó ÿê íà ð³âí³ ïåðåñ³÷íèõ ãðîìàäÿí, òàê ³ íà ð³âí³ ñóñï³ëüñòâà òà
äåðæàâíî¿ âëàäè [17, ñ. 287].

Ç ïîãëÿäó Ëóìàíà Í., ñë³ä ðîçìåæîâóâàòè ðèçèê ³ íåáåçïåêó, áî íåáåçïåêà
º çàâæäè, îñê³ëüêè íåìàº àáñîëþòíî¿ íàä³éíîñò³, à ðèçèê ìàº ì³ñöå òàì, äå º
ð³øåííÿ àáî â³äìîâà â³ä íüîãî. Ïðè öüîìó â÷åíèé íàãîëîøóº, ùî â³ëüíî¿ â³ä ðè-
çèêó ïîâåä³íêè íå ³ñíóº, ÿê ³ íå ³ñíóº àáñîëþòíî¿ íàä³éíîñò³. ßêùî ð³øåííÿ íå
ïðèéìàºòüñÿ ³ ñóá’ºêò óòðèìóºòüñÿ â³ä ä³é, òî âñå îäíî ðèçèêó â³í íå óíèêàº [20].
Òàê, Ëóìàí Í. ââàæàº, ùî óñâ³äîìëåííÿ, îö³íêà ðèçèêó ³ ïðèéíÿòòÿ ðèçèêó –
ïðîáëåìà íå ëèøå ìåíòàëüíà (ïñèõîëîã³÷íà), à é ñîö³àëüíà, áî ñàì ïî ñîá³ çîâí³øí³é
ñâ³ò íå çíàº í³ÿêîãî ðèçèêó, îñê³ëüêè éîìó, íà â³äì³íó â³ä ëþäèíè é ñóñï³ëüñòâà,
íå â³äîì³ í³ÿê³ î÷³êóâàííÿ, ö³ííîñò³ òà êàëüêóëþâàííÿ ³ìîâ³ðíîñòåé [17, ñ. 274].

Åâîëþö³éí³ ïåðåòâîðåííÿ, ùî ìàþòü ì³ñöå ç óòâåðäæåííÿì ³íôîðìàö³éíîãî
ñóñï³ëüñòâà, ïîòðåáóþòü óïðîâàäæåííÿ íàóêîâî îá´ðóíòîâàíî¿ ñèñòåìè çàõîä³â
ïðîãíîçóâàííÿ ñóñï³ëüíîãî ðîçâèòêó ó áóäü-ÿê³é ñôåð³ æèòòºä³ÿëüíîñò³. ßê çàçíà÷àâ
â³äîìèé àìåðèêàíñüêèé ôóòóðîëîã Ô. Ôóêóÿìà, çðóøåííÿ ó á³ê ³íôîðìàö³éíîãî
ñóñï³ëüñòâà â³òàëîñÿ ïðàêòè÷íî âñ³ìà, õòî ïðî íüîãî ïèñàâ àáî ãîâîðèâ. Óñ³ çì³íè,
ÿê³ ïðèíåñå ðîçâèòîê ³íôîðìàö³éíîãî ñóñï³ëüñòâà, ðîçãëÿäàëèñÿ âèêëþ÷íî ÿê
ñïðèÿþ÷³ ïðîöâ³òàííþ ñóñï³ëüñòâà â ö³ëîìó, à òàêîæ áëàãîòâîðí³ äëÿ äåìîêðàò³¿
òà ñâîáîäè îñîáèñòîñò³ [21]. Ñàìå â òàêîìó àñïåêò³ ðîçãëÿäàþòüñÿ é íàñë³äêè
ðîçáóäîâè ³íôîðìàö³éíîãî ñóñï³ëüñòâà â Óêðà¿í³ ó íèçö³ â³äïîâ³äíèõ çàêîíîäàâ÷èõ
òà óðÿäîâèõ äîêóìåíò³â, à òàêîæ ó á³ëüøîñò³ óêðà¿íñüêèõ íàóêîâèõ äîñë³äæåíü.

Òîìó âàæëèâèì åëåìåíòîì ïîäàëüøî¿ ðîçáóäîâè ñèñòåìè çàáåçïå÷åííÿ ê³áåð-
áåçïåêè Óêðà¿íè, îñîáëèâî â óìîâàõ ã³áðèäíî¿ â³éíè, º íåîáõ³äí³ñòü ³ìïëåìåíòàö³¿
ïîëîæåíü Äèðåêòèâè ªâðîïåéñüêîãî Ïàðëàìåíòó ² Ðàäè (ªÑ) 2016/1148 â³ä 6 ëèï-
íÿ 2016 ðîêó ïðî çàõîäè äëÿ âèñîêîãî ñï³ëüíîãî ð³âíÿ áåçïåêè ìåðåæåâèõ òà
³íôîðìàö³éíèõ ñèñòåì íà òåðèòîð³¿ Ñîþçó (äàë³ – Äèðåêòèâà NIS) [10]. Ïîëîæåííÿ
çàçíà÷åíî¿ Äèðåêòèâè NIS ì³ñòÿòü íèçêó âèìîã ùîäî ïîêðàùàííÿ ð³âíÿ ê³áåð-
áåçïåêè. Çîêðåìà, íàö³îíàëüí³ ñòðàòåã³¿ ê³áåðáåçïåêè, ñòîñóºòüñÿ ³ âèçíà÷åí-
íÿ ðèçèê³â.
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Êð³ì òîãî, ó ñò.ñò. 14 òà 16 ïåðøîþ âèìîãîþ ùîäî áåçïåêè é ïîâ³äîìëåííÿ
ïðî ³íöèäåíòè çàçíà÷åíî, ùî äåðæàâè-÷ëåíè ïîâèíí³ çàáåçïå÷èòè óìîâè îïåðàòîðàì
îñíîâíèõ ïîñëóã, à òàêîæ íàäàâà÷àì öèôðîâèõ ïîñëóã, äëÿ âæèòòÿ íèìè â³äïîâ³äíèõ
òà ïðîïîðö³éíèõ òåõí³÷íèõ òà îðãàí³çàö³éíèõ çàõîä³â äëÿ óïðàâë³ííÿ ðèçèêàìè,
ïîâ’ÿçàíèìè ³ç áåçïåêîþ ìåðåæåâèõ òà ³íôîðìàö³éíèõ ñèñòåì, ÿê³ âîíè âèêîðè-
ñòîâóþòü ó ñâî¿õ îïåðàö³ÿõ.

Çàãàëîì ó òåêñò³ Äèðåêòèâè NIS 17 ðàç³â âèêîðèñòîâóºòüñÿ òåðì³í “ðèçèê”,
ÿêèé ó ñò. 4 “Òåðì³íè òà îçíà÷åííÿ” âèçíà÷åíî òàê: “ðèçèê” îçíà÷àº áóäü-ÿêó îá-
ñòàâèíó ÷è ïîä³þ, ÿêó ìîæíà ðîçóìíî âèÿâèòè, ùî ìàº ïîòåíö³éíèé íåãàòèâíèé
âïëèâ íà áåçïåêó ìåðåæåâèõ òà ³íôîðìàö³éíèõ ñèñòåì [10].

Ïîòð³áíî çàçíà÷èòè, ùî ó çâ’ÿçêó ç ³ìïëåìåíòàö³ºþ Óêðà¿íîþ ºâðîïåéñüêîãî
çàêîíîäàâñòâà, ìè çìóøåí³ áóäåìî çàçíà÷åí³ íîðìè Äèðåêòèâè NIS òàêîæ ³ìïëåìåí-
òóâàòè äî â³ò÷èçíÿíîãî çàêîíîäàâñòâà. Âîäíî÷àñ ÷èííèé Çàêîí Óêðà¿íè “Ïðî
îñíîâí³ çàñàäè çàáåçïå÷åííÿ ê³áåðáåçïåêè Óêðà¿íè” áóäü-ÿêî¿ ä³ÿëüíîñò³ ùîäî
îö³íþâàííÿ ðèçèê³â ó ñôåð³ çàáåçïå÷åííÿ ê³áåðáåçïåêè íå ïåðåäáà÷àº.

Íà íàøó äóìêó, çàçíà÷åíå º ñóòòºâèì íåäîë³êîì ÷èííîãî â³ò÷èçíÿíîãî çàêî-
íîäàâñòâà, ùî ìîòèâóºòüñÿ íàìè ç äåê³ëüêîõ òî÷îê çîðó:

 îá’ºêòèâíî ñó÷àñí³ ïðîöåñè ñóñï³ëüíîãî ðîçâèòêó ïîòðåáóþòü çàïðîâàäæåííÿ
³íñòèòóòó íàóêîâîãî ïðîãíîçó ó ïðèéíÿòò³ óïðàâë³íñüêèõ ð³øåíü, çàáåçïå÷åííÿ
ÿêîãî ìåòîäîëîã³÷íî ëåæèòü ó áåçïåêîçíàâ÷³é ïëîùèí³ òà áàçóºòüñÿ íà ðèçèê-
îð³ºíòîâàíîìó ï³äõîä³ äî ïðîãíîçóâàííÿ;

îö³íþâàííÿ ðèçèê³â ó ñôåð³ çàáåçïå÷åííÿ ê³áåðáåçïåêè Óêðà¿íè º íå ëèøå
íåîáõ³äí³ñòþ ñó÷àñíîãî åòàïó ðîçâèòêó ñóñï³ëüñòâà, à é âèìîãîþ ôîðìàëüíîþ òà
þðèäè÷íîþ ì³æíàðîäíîãî çàêîíîäàâñòâà, çîêðåìà, ºâðîïåéñüêîãî, ïîäàëüøà
³ìïëåìåíòàö³ÿ ÿêîãî â Óêðà¿í³ çîáîâ’ÿçóº äî âèêîíàííÿ òà âïðîâàäæåííÿ;

ç ìåòîäîëîã³÷íîãî ïîãëÿäó, îö³íþâàííÿ ðèçèê³â ïåðåäáà÷àº íå ëèøå ³íôîð-
ìóâàííÿ ùîäî âåëè÷èíè ò³º¿ ÷è ³íøî¿ çàãðîçè ó ê³áåðñôåð³, à é ç’ÿñóâàííÿ ïèòàíü
ñò³éêîñò³ ñóñï³ëüñòâà ó ïðîòèä³¿ öèì çàãðîçàì, ùî ç³ ñâîãî áîêó ôîðìóº ï³ä´ðóíòÿ
äëÿ âèçíà÷åííÿ ïð³îðèòåòíèõ íàïðÿì³â ï³äâèùåííÿ ñò³éêîñò³ â³ò÷èçíÿíî¿ ñèñòåìè
ó ñôåð³ çàáåçïå÷åííÿ ê³áåðáåçïåêè Óêðà¿íè;

ç îãëÿäó íà ì³ñöå ³íñòèòóòó ðèçèê-îð³ºíòîâàíîãî ï³äõîäó (îö³íþâàííÿ ðèçèê³â,
óïðàâë³ííÿ ðèçèêàìè) ó ìåõàí³çì³ äåðæàâíîãî ðåãóëþâàííÿ, îá’ºêòèâíèì º óïðî-
âàäæåííÿ éîãî ó ÷èííîìó çàêîíîäàâñòâ³ òà âèçíà÷åííÿ âàæëèâèì ³íñòðóìåíòîì ó
ìåõàí³çì³ àäì³í³ñòðàòèâíî-ïðàâîâîãî ðåãóëþâàííÿ ó ÿêîñò³ çàõîä³â ïîïåðåäæóâàëü-
íîãî õàðàêòåðó.
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RISK ORIENTATION OF CYBER SECURITY

Research article is devoted to the analysis of the problems of risk management
implementation in the field of cybersecurity. Methodologically, the focus is on
understanding of the phenomenon of risk. Emphasis is placed on the issues that form
a clear idea of the hybridity of cyber threats and the main directions of legal and
organizational support of cybersecurity.

Paper analyzes a number of EU documents that form a clear idea of   the
hybridity of cyber threats and the main directions of legal and organizational support
of cybersecurity, in particular, on combating hybrid cyber threats in the European
Union. The opinion on risk problems, awareness of the phenomenon of risk, which is
a permanent attribute of human life, with a wide range of manifestations and scales
related to the socio-historical development of society, and is in some way a reflection
of its intensity, is revealed and substantiated. Emphasis is placed on the fact that for
modern perception it is important to understand that in the information society due
to the spread of infogenic risks, the social risks characteristic of the industrial stage
of social development are intensifying. Based on the analysis, it is concluded that at
the present stage of development of society formed the basis for the establishment of
a stable perception of risk as one of the factors of modern and especially future society,
which is also becoming increasingly important. Risk occurs in the activities of
management entities in a situation of uncertainty, and therefore is a constant attribute
of management activities. At the same time, the evolutionary transformations that
take place with the establishment of the information society require the introduction
of a scientifically sound system of measures for forecasting social development in any
sphere of life. In developing awareness of hybrid cyber threats, emphasis has been
placed on identifying societal vulnerabilities to them and coordinated action to assess
these threats. To identify key vulnerabilities, taking into account specific hybrid
indicators, it is necessary to analyze the risks affecting institutions and networks.

Keywords: cybersecurity, risk, threat, risk-oriented approach, resilience,
vulnerability, hybrid threats.
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