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Ñòàòòÿ ïðèñâÿ÷åíà âèçíà÷åííþ ñóòíîñò³ ³íôîðìàö³éíî¿ áåçïåêè ñôåðè
ïóáë³÷íîãî àäì³í³ñòðóâàííÿ. Çàïðîïîíîâàíî âèçíà÷åííÿ ïóáë³÷íîãî àäì³í³ñòðóâàííÿ
òà ïóáë³÷íîãî ³íòåðåñó. Àðãóìåíòîâàíî, ùî ³íôîðìàö³éíà áåçïåêà ñôåðè ïóáë³÷íîãî
àäì³í³ñòðóâàííÿ ÿâëÿº ñîáîþ ñêëàäîâó íàö³îíàëüíî¿ ³íôîðìàö³éíî¿ áåçïåêè, ÿêó
ìîæíà ïðåäñòàâèòè ÿê ñóêóïí³ñòü ³íôîðìàö³éíî¿ áåçïåêè çàêîíîäàâ÷î¿ ³ ñóäîâî¿
âëàäè, à òàêîæ ³íôîðìàö³éíî¿ áåçïåêè îðãàí³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ. Îá´ðóí-
òîâàíî, ùî ³íôîðìàö³éíà áåçïåêà ñôåðè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ ìîæå òàêîæ
áóòè êëàñèô³êîâàíà çà õàðàêòåðîì ðèçèê³â.

Êëþ÷îâ³ ñëîâà: ³íôîðìàö³éíà áåçïåêà, ïóáë³÷íå àäì³í³ñòðóâàííÿ, ê³áåðáåçïå-
êà, ³íôîðìàö³éí³ ïðàâîâ³äíîñèíè, ³íôîðìàö³éíà êóëüòóðà, ðèçèêè, ïóáë³÷íå óïðàâ-
ë³ííÿ, ³íôîðìàö³éí³ òåõíîëîã³¿.

Ïðîáëåìè çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè íàäçâè÷àéíî çàãîñòðèëèñÿ
íèí³, êîëè ïðîöåñè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ â íàø³é äåðæàâ³ â³ä÷óâàþòü çíà÷íèé
âïëèâ öèôðîâ³çàö³¿. Öèôðîâèé ðîçâèòîê óïðàâë³íñüêèõ òåõíîëîã³é, ÿêèì áè
ïðîãðåñèâíèì â³í íå áóâ, íå äîçâîëÿº óñóíóòè îñíîâíó íåáåçïåêó ôóíêö³îíóâàííÿ
áóäü-ÿêèõ ³íôîðìàö³éíî-òåëåêîìóí³êàö³éíèõ ñèñòåì, ÿêîþ º ïîâåä³íêà êîðèñòóâà÷à.
Îòæå, âèð³øåííÿ ïðîáëåìè çì³öíåííÿ ³íôîðìàö³éíî¿ áåçïåêè ñôåðè ïóáë³÷íîãî
àäì³í³ñòðóâàííÿ çàëåæèòü íèí³ íå ñê³ëüêè â³ä ðîçâèòêó ³íôîðìàö³éíèõ òåõíîëîã³é,
ñê³ëüêè â³ä íàÿâíîñò³ ñèñòåìíî¿ êîìïëåêñíî¿ ðîáîòè, ñïðÿìîâàíî¿ íà ï³äâèùåííÿ
ð³âíÿ ³íôîðìàö³éíî¿ êóëüòóðè òà ³íôîðìàö³éíî¿ ñâ³äîìîñò³ ó÷àñíèê³â ïóáë³÷íèõ
ïðàâîâ³äíîñèí. Âêàçàíå îáóìîâëþº àêòóàëüí³ñòü äîñë³äæåííÿ ïðîáëåì
³íôîðìàö³éíî¿ áåçïåêè ñôåðè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ.

Ñë³ä ñêàçàòè, ùî ïðîáëåìè çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè ó ïóáë³÷íèõ
ïðàâîâ³äíîñèíàõ áóëè ïðåäìåòîì íàóêîâèõ äîñë³äæåíü ². Àð³ñòîâî¿, Ê. Áºëÿêîâà,
Â. Ãàâëîâñüêîãî, Î. Äçüîáàíÿ, Î. Çîëîòàð, Á. Êîðìè÷à, À. Ìàðóùàêà, Â. Öèìáà-
ëþêà òà áàãàòüîõ ³íøèõ íàóêîâö³â. Ðàçîì ç òèì äîâîäèòüñÿ êîíñòàòóâàòè íåäî-
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ñòàòí³ñòü íàïðàöþâàíü, â ÿêèõ âèçíà÷àëèñÿ á ïîíÿòòÿ òà ïðèíöèïè ³íôîðìàö³éíî¿
áåçïåêè ñôåðè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ òà íàïðÿìè ¿¿ çàáåçïå÷åííÿ, ùî
îáóìîâëþº ñïðÿìîâàí³ñòü ïîäàëüøèõ íàóêîâèõ ïîøóê³â.

Ìåòîþ íàïèñàííÿ ñòàòò³ º âèçíà÷åííÿ ñóòíîñò³ ³íôîðìàö³éíî¿ áåçïåêè ñôåðè
ïóáë³÷íîãî àäì³í³ñòðóâàííÿ.

Êàòåãîð³ÿ “ïóáë³÷íå àäì³í³ñòðóâàííÿ” íå òàê äàâíî çàêð³ïèëîñÿ ó ïðàâîâ³é
íàóö³. Ñüîãîäí³ ï³ä íèì ðîçóì³þòü “ä³ÿëüí³ñòü ïóáë³÷íî¿ àäì³í³ñòðàö³¿ ùîäî çà-
äîâîëåííÿ çàãàëüíèõ ïóáë³÷íèõ ³íòåðåñ³â ñîö³óìó” [1, ñ. 23], “ñêîîðäèíîâàí³ ãðóïîâ³
ä³¿ ç ïèòàíü äåðæàâíèõ ñïðàâ” [2, ñ. 235], “ñèñòåìàòè÷íî çä³éñíþâàíó ä³ÿëüí³ñòü
îðãàí³â äåðæàâíî¿ âëàäè, ñïðÿìîâàíó íà óïîðÿäêóâàííÿ ñóñï³ëüíèõ â³äíîñèí ç
ìåòîþ ïîïåðåäæåííÿ íåáåçïå÷íèõ ÿâèù, çàáåçïå÷åííÿ ñòàá³ëüíîãî ñòàíó ³ ðîçâèòîê
ñóñï³ëüíèõ ïðîöåñ³â â ³íòåðåñàõ îïòèìàëüíîãî ôóíêö³îíóâàííÿ òà ðîçâèòêó
ñóñï³ëüñòâà òà äåðæàâè” [3, ñ. 71]. ßêèé áè ï³äõ³ä äî ñóòíîñò³ ïóáë³÷íîãî àäì³í³ñò-
ðóâàííÿ – øèðîêèé ÷è âóçüêèé – íå âèêîðèñòîâóâàâ äîñë³äíèê, íåçì³ííèì çàëè-
øàºòüñÿ çä³éñíåííÿ âêàçàíîãî ïðîöåñó îñîáëèâèìè ñóá’ºêòàìè ³ éîãî ñïðÿìîâàí³ñòü
íà çàäîâîëåííÿ ³íòåðåñ³â äåðæàâè òà ñóñï³ëüñòâà. Íà íàøó äóìêó, âàæëèâèì
òàêîæ º îçíàêà ðåãëàìåíòîâàíîñò³ ä³é ñóá’ºêò³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ ïðè-
ïèñàìè â³äïîâ³äíèõ çàêîíîäàâ÷èõ òà ï³äçàêîííèõ ïðàâîâèõ àêò³â, çà íåâèêîíàííÿ
ÿêèõ âîíè íåñóòü þðèäè÷íó â³äïîâ³äàëüí³ñòü, à òàêîæ ï³äêîíòðîëüí³ñòü ñóá’ºêò³â
ïóáë³÷íîãî àäì³í³ñòðóâàííÿ, ùî âêëþ÷àº ìîæëèâ³ñòü çä³éñíåííÿ äåðæàâíîãî,
ìóí³öèïàëüíîãî òà ãðîìàäñüêîãî êîíòðîëþ çà ¿õ ä³ÿìè.

Âêàçàíå äàº çìîãó ñôîðìóëþâàòè íàñòóïíå ïîíÿòòÿ: “ïóáë³÷íå àäì³í³ñòðóâàí-
íÿ – öå âèçíà÷åíà çàêîíîäàâ÷èìè òà ï³äçàêîííèìè ïðàâîâèìè àêòàìè ä³ÿëüí³ñòü
äåðæàâíèõ îðãàí³â, îðãàí³â ì³ñöåâîãî ñàìîâðÿäóâàííÿ òà ¿õ ïîñàäîâèõ îñ³á,
ñïðÿìîâàíà íà çàäîâîëåííÿ ïóáë³÷íèõ ³íòåðåñ³â, ÿêà ïåðåäáà÷àº íàñòàííÿ þðèäè÷íî¿
â³äïîâ³äàëüíîñò³ çà ïîðóøåííÿ ïðàâîâèõ ïðèïèñ³â òà çä³éñíåííÿ äåðæàâíîãî,
ìóí³öèïàëüíîãî òà ãðîìàäñüêîãî êîíòðîëþ”.

Ïîíÿòòÿ ³íôîðìàö³éíî¿ áåçïåêè òàêîæ ðîçãëÿäàºòüñÿ ó áàãàòüîõ àñïåêòàõ:
ÿê “êîìïëåêñ íîðìàòèâíèõ äîêóìåíò³â ç óñ³õ àñïåêò³â âèêîðèñòàííÿ çàñîá³â
îá÷èñëþâàëüíî¿ òåõí³êè äëÿ îáðîáëåííÿ òà çáåð³ãàííÿ ³íôîðìàö³¿ îáìåæåíîãî
äîñòóïó; êîìïëåêñ äåðæàâíèõ ñòàíäàðò³â ³ç äîêóìåíòóâàííÿ, ñóïðîâîäæåííÿ, âèêî-
ðèñòàííÿ, ñåðòèô³êàö³éíèõ âèïðîáóâàíü ïðîãðàìíèõ çàñîá³â çàõèñòó ³íôîðìàö³¿;
áàíê çàñîá³â ä³àãíîñòèêè, ëîêàë³çàö³¿ ³ ïðîô³ëàêòèêè êîìïþòåðíèõ â³ðóñ³â, íîâ³
òåõíîëîã³¿ çàõèñòó ³íôîðìàö³¿ ç âèêîðèñòàííÿì ñïåêòðàëüíèõ ìåòîä³â, âèñîêîíà-
ä³éí³ êðèïòîãðàô³÷í³ ìåòîäè çàõèñòó ³íôîðìàö³¿ òîùî” [4], ÿê “îäíà ³ç ñòîð³í
ðîçãëÿäó ³íôîðìàö³éíèõ â³äíîñèí ó ìåæàõ ³íôîðìàö³éíîãî çàêîíîäàâñòâà ç ïîçèö³é
çàõèñòó æèòòºâî âàæëèâèõ ³íòåðåñ³â îñîáèñòîñò³, ñóñï³ëüñòâà, äåðæàâè òà àêöåí-
òóâàííÿ óâàãè íà çàãðîçàõ öèì ³íòåðåñàì ³ íà ìåõàí³çìàõ óñóíåííÿ àáî çàïîá³ãàííÿ
òàêèì çàãðîçàì ïðàâîâèìè ìåòîäàìè” [5, ñ. 48], ÿê “âèä ñóñï³ëüíèõ ³íôîðìàö³éíèõ
ïðàâîâ³äíîñèí ùîäî ñòâîðåííÿ, ï³äòðèìêè, îõîðîíè òà çàõèñòó áàæàíèõ äëÿ ëþäèíè,
ñóñï³ëüñòâà ³ äåðæàâè áåçïå÷íèõ óìîâ æèòòºä³ÿëüíîñò³” [6, ñ. 48], “çàõèùåí³ñòü
âñòàíîâëåíèõ çàêîíîì ïðàâèë, çà ÿêèìè â³äáóâàþòüñÿ ³íôîðìàö³éí³ ïðîöåñè â
äåðæàâ³, ùî çàáåçïå÷óþòü ãàðàíòîâàí³ Êîíñòèòóö³ºþ Óêðà¿íè óìîâè ³ñíóâàííÿ ³
ðîçâèòêó ëþäèíè, âñüîãî ñóñï³ëüñòâà òà äåðæàâè” [7, ñ. 241]. Ðîçãëÿä êàòåãîð³¿
“³íôîðìàö³éíà áåçïåêà” ÿê âèä ñóñï³ëüíèõ â³äíîñèí, ¿õ åëåìåíò àáî ê³íöåâèé
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âàð³àíò ¿õ ðåàë³çàö³¿ äîçâîëèâ àâòîðàì ñôîðìóëþâàòè âåëèêó ê³ëüê³ñòü êëàñèô³êà-
ö³é âèä³â äîñë³äæóâàíîãî ôåíîìåíó. Íàéá³ëüø ïîâíîþ òà àðãóìåíòîâàíîþ íàì
óÿâëÿºòüñÿ ïîçèö³ÿ Î. Çîëîòàð, ÿêà çà îá’ºêòíîþ îçíàêîþ âèîêðåìëþº òàê³ âèäè
³íôîðìàö³éíî¿ áåçïåêè: ëþäèíè; þðèäè÷íèõ îñ³á; ñóñï³ëüñòâà; äåðæàâè (íàö³îíàëüíà
³íôîðìàö³éíà áåçïåêà); ì³æíàðîäíîãî ñï³âòîâàðèñòâà. Â³äïîâ³äíî äî çàãðîç
³íôîðìàö³éí³é áåçïåö³ àâòîðêà ïðîïîíóº ðîçìåæîâóâàòè âíóòð³øíþ ³ çîâí³øíþ
³íôîðìàö³éíó áåçïåêó, ïðè ÷îìó çì³ñò êîæíî¿ âèçíà÷àºòüñÿ çàëåæíî â³ä òîãî, ùî
÷è õòî º îá’ºêòîì ³íôîðìàö³éíî¿ áåçïåêè [8, ñ. 112]. Ñïðîáóºìî çíàéòè ì³ñöå
³íôîðìàö³éíî¿ áåçïåêè ñóá’ºêò³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ â³äïîâ³äíî äî
íàâåäåíî¿ êëàñèô³êàö³¿.

ßê ìè âæå êàçàëè âèùå, â³äíîñèíè, ùî ñêëàäàþòüñÿ ó ñôåð³ ïóáë³÷íîãî
àäì³í³ñòðóâàííÿ, ñïðÿìîâàí³ íà çàáåçïå÷åííÿ ïóáë³÷íîãî ³íòåðåñó. Ï³ä ïóáë³÷íèì
³íòåðåñîì ìè ðîçóì³ºìî ñóêóïí³ñòü ö³ëåé, ïðàãíåíü, ïîòðåá, ÿê³ âèíèêàþòü ó
ô³çè÷íèõ òà þðèäè÷íèõ îñ³á ó ïðîöåñ³ ¿õ ä³ÿëüíîñò³ (æèòòºä³ÿëüíîñò³), çàäîâîëåííÿ
ÿêèõ ïîòðåáóº çä³éñíåííÿ ñóá’ºêòàìè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ þðèäè÷íî çíà÷ó-
ùèõ ä³é. Îòæå, ò³ ó÷àñíèêè ñóñï³ëüíèõ â³äíîñèí ó ñôåð³ ïóáë³÷íîãî àäì³í³ñòðó-
âàííÿ, ÿê³ íå ìàþòü ñòàòóñó ïîñàäîâèõ îñ³á îðãàí³â äåðæàâíî¿ âëàäè ³ ì³ñöåâîãî
ñàìîâðÿäóâàííÿ, ìîæóòü áóòè ô³çè÷íèìè îñîáàìè, ïðåäñòàâíèêàìè ãðîìàäÿíñüêîãî
ñóñï³ëüñòâà, ñóá’ºêòàìè ãîñïîäàðñüêî¿ ä³ÿëüíîñò³ òîùî. Äëÿ êîæíîãî ç íèõ
ðåàë³çàö³ÿ ñâîãî ïóáë³÷íîãî ³íòåðåñó çà ó÷àñòþ îðãàí³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ
ïîðîäæóº ñèòóàö³þ ðèçèêó, ñèòóàö³þ ìîæëèâîãî âèíèêíåííÿ ³íôîðìàö³éíî¿ íåáåç-
ïåêè. ßê ïðèêëàä ìîæåìî íàâåñòè ñèòóàö³þ, êîëè ó â³äêðèòèé äîñòóï ïîòðàïèëè
26 ìëí ïîñâ³ä÷åíü âîä³ÿ, äîñòóï äî ÿêèõ çä³éñíþâàâñÿ çàâäÿêè ôóíêö³îíóâàííþ
áîòà “UA Baza” ìåñåíäæåðà Òåëåãðàì (ïðè÷èíè ÷îãî òàê ³ çàëèøèëèñÿ íåâ³äîìèìè).
Îáîâ’ÿçîê ïðåäñòàâíèê³â ñèñòåìè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ çàáåçïå÷óâàòè áåçïåêó
ïåðñîíàëüíèõ äàíèõ, ó òîìó ÷èñë³ òèõ, ÿê³ ñòâîðþþòüñÿ ï³ä ÷àñ íàäàííÿ àäì³í³ñòðà-
òèâíèõ ïîñëóã, ìàº, íà íàøó äóìêó, ðîçãëÿäàòèñÿ íà çàãàëüíîäåðæàâíîìó ð³âí³
³íôîðìàö³éíî¿ áåçïåêè. Îòæå, ³íôîðìàö³éíà áåçïåêà ñôåðè ïóáë³÷íîãî àäì³í³ñòðó-
âàííÿ, íà íàøó äóìêó, ÿâëÿº ñîáîþ ñêëàäîâó íàö³îíàëüíî¿ ³íôîðìàö³éíî¿ áåçïåêè,
ÿêó, íà íàø ïîãëÿä, ìîæíà ïðåäñòàâèòè ÿê ñóêóïí³ñòü ³íôîðìàö³éíî¿ áåçïåêè
çàêîíîäàâ÷î¿ ³ ñóäîâî¿ âëàäè, à òàêîæ ³íôîðìàö³éíî¿ áåçïåêè îðãàí³â ïóáë³÷íîãî
àäì³í³ñòðóâàííÿ (ÿê ñóêóïíîñò³ îðãàí³â âèêîíàâ÷î¿ âëàäè ³ îðãàí³â ì³ñöåâîãî
ñàìîâðÿäóâàííÿ). Ïðè öüîìó, â³äïîâ³äíî äî ñïåöèô³êè ôóíêö³îíóâàííÿ îðãàí³â
ïóáë³÷íîãî àäì³í³ñòðóâàííÿ, çàãðîçè ³íôîðìàö³éí³é áåçïåö³ ó ¿õ ä³ÿëüíîñò³ ìîæóòü
ìàòè ÿê çîâí³øí³é, òàê ³ âíóòð³øí³é õàðàêòåð.

²íôîðìàö³éíà áåçïåêà ñôåðè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ ìîæå òàêîæ áóòè
êëàñèô³êîâàíà çà õàðàêòåðîì ðèçèê³â. ßêùî ðèçèêè ìàþòü òåõíîëîã³÷íèé õàðàêòåð
³ ñòîñóþòüñÿ áåçïåêè îáëàäíàííÿ òà ïðîãðàì, âèêîðèñòîâóþòü ïîíÿòòÿ “ê³áåðáåç-
ïåêà”. Ó Çàêîí³ Óêðà¿íè “Ïðî îñíîâí³ çàñàäè çàáåçïå÷åííÿ ê³áåðáåçïåêè Óêðà¿íè”
ê³áåðáåçïåêà ðîçóì³ºòüñÿ ÿê  çàõèùåí³ñòü æèòòºâî âàæëèâèõ ³íòåðåñ³â ëþäèíè ³
ãðîìàäÿíèíà, ñóñï³ëüñòâà òà äåðæàâè ï³ä ÷àñ âèêîðèñòàííÿ ê³áåðïðîñòîðó, çà ÿêî¿
çàáåçïå÷óþòüñÿ ñòàëèé ðîçâèòîê ³íôîðìàö³éíîãî ñóñï³ëüñòâà òà öèôðîâîãî êîìó-
í³êàòèâíîãî ñåðåäîâèùà, ñâîº÷àñíå âèÿâëåííÿ, çàïîá³ãàííÿ ³ íåéòðàë³çàö³ÿ ðåàëüíèõ
³ ïîòåíö³éíèõ çàãðîç íàö³îíàëüí³é áåçïåö³ Óêðà¿íè ó ê³áåðïðîñòîð³ [9]. Íåâäàë³ñòü
âêàçàíîãî ëåãàëüíîãî âèçíà÷åííÿ çíà÷íèì ÷èíîì óòðóäíþº éîãî ðîçóì³ííÿ,
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îñê³ëüêè á³ëüø³ñòü éîãî ñêëàäîâèõ ïîòðåáóº îêðåìîãî òëóìà÷åííÿ. Òàê ñàìî
áóëî á äîö³ëüíî äëÿ ö³ë³ñíîãî ñïðèéíÿòòÿ ðîçìåæóâàòè êàòåãîð³þ “ê³áåðáåçïåêà”
ç êàòåãîð³ºþ “³íôîðìàö³éíà áåçïåêà”. Íà íàøó äóìêó, ê³áåðáåçïåêà º ñêëàäîâîþ
³íôîðìàö³éíî¿ áåçïåêè, ïîðÿä ç  îñîáèñòîþ òà êîðïîðàòèâíîþ ³íôîðìàö³éíîþ
áåçïåêîþ. Îäíàê îá´ðóíòóâàííÿ âêàçàíî¿ ïîçèö³¿ òà ðîçðîáêà ïðîïîçèö³é ùîäî
ïðàâîâîãî çàêð³ïëåííÿ òàêîãî ðîçìåæóâàííÿ ïîòðåáóþòü çä³éñíåííÿ îêðåìèõ
íàóêîâèõ äîñë³äæåíü.

Îêðåìî ñë³ä ñêàçàòè ïðî ÷èííèêè, ÿê³ çíèæóþòü ð³âåíü ³íôîðìàö³éíî¿
áåçïåêè ñôåðè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ. Äî íèõ, íà íàøó äóìêó, íàëåæàòü ÿê
çîâí³øí³ (³íôîðìàö³éíî-ïñèõîëîã³÷í³ îïåðàö³¿, ñïðÿìîâàí³ íà äåñòàá³ë³çàö³þ
ä³ÿëüíîñò³ îðãàí³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ, ñòàí ¿õ òåõíîëîã³÷íî¿ îñíàùåíîñò³),
òàê ³ âíóòð³øí³ (³ñíóâàííÿ ëîã³÷íî¿ òà çðîçóì³ëî¿ äëÿ áóäü-ÿêîãî ñóá’ºêòà
³íôîðìàö³éíèõ ïðàâîâ³äíîñèí ñèñòåìè âèìîã ùîäî çàáåçïå÷åííÿ ³íôîðìàö³éíî¿
áåçïåêè, à òàêîæ ð³âåíü ³íôîðìàö³éíî¿ êóëüòóðè ÿê ïðåäñòàâíèê³â îðãàí³â
ïóáë³÷íîãî àäì³í³ñòðóâàííÿ, òàê ãðîìàäÿí, ÿê³ âñòóïàþòü ç íèìè ó ïðàâîâ³äíîñèíè
ç ìåòîþ ðåàë³çàö³¿ ñâî¿õ ³íòåðåñ³â). Íà îñîáèñò³ñíîìó ð³âí³ ³íôîðìàö³éíà êóëüòóðà
ìîæå áóòè îïèñàíà íà ö³íí³ñíî-ìîòèâàö³éíîìó ð³âí³, ÿêèé º âèçíà÷àëüíèì äëÿ
âñ³õ ³íøèõ ñêëàäîâèõ; êîãí³òèâíîìó ð³âí³; ÿêèé âêëþ÷àº ó òîìó ÷èñë³ íàÿâí³ñòü
³íôîðìàö³éíèõ çíàíü, âì³íü òà íàâè÷îê; à òàêîæ íà åìîö³éíî-âîëüîâîìó ð³âí³,
ÿêèé îáóìîâëþº åìîö³éíå â³äíîøåííÿ äî çàñòîñóâàííÿ òà ðîçâèòêó âêàçàíèõ
çíàíü, âì³íü òà íàâè÷îê, à òàêîæ ïðèéíÿòòÿ ð³øåíü ùîäî ¿õ çàñòîñóâàííÿ â ïåâ-
íèõ ñèòóàö³ÿõ [10, ñ. 136]. Íà æàëü, ñó÷àñíèé ð³âåíü ³íôîðìàö³éíî¿ êóëüòóðè
ïðåäñòàâíèê³â ñôåðè ïóáë³÷íîãî àäì³í³ñòðóâàííÿ íå ìîæíà âèçíàòè çàäîâ³ëüíèì.
Îñîáëèâî ðàçþ÷èìè º â³äì³ííîñò³ öèôðîâî¿ ãðàìîòíîñò³ çàëåæíî â³ä â³êó òà
ì³ñöÿ ïðîæèâàííÿ ïåðñîíàëó îðãàí³â ïóáë³÷íîãî àäì³í³ñòðóâàííÿ: îñîáè
ïåðåäïåíñ³éíîãî â³êó, ùî ìåøêàþòü ó ñåëàõ, ñåëèùàõ òà íåâåëèêèõ ì³ñòàõ, ÿê
ïðàâèëî, â³ä÷óâàþòü çíà÷í³ òðóäíîù³ ï³ä ÷àñ âèêîðèñòàííÿ öèôðîâèõ òåõíîëîã³é,
ùî îáóìîâëþº îäíî÷àñíå âèíèêíåííÿ âåëèêî¿ ê³ëüêîñò³ ðèçèê³â, ïîâ’ÿçàíèõ ç
³íôîðìàö³éíîþ áåçïåêîþ ¿õ ä³ÿëüíîñò³. Îäíèì ³ç ñïîñîá³â ïîäîëàííÿ òàêî¿ öèôðîâî¿
íåð³âíîñò³ ìàëà á ñòàòè ïðîãðàìà öèôðîâî¿ îñâ³òè, ÿêà âêëþ÷àëà á íå ëèøå 5 õâè-
ëèíí³ ô³ëüìè ïðî çàãàëüí³ ïðèíöèïè ðîáîòè íåâåëèêî¿ ê³ëüêîñò³ îêðåìî óçÿòèõ
³íñòðóìåíò³â Google (ÿê öå ðåàë³çîâàíî çàðàç íà ïëàòôîðì³ “Öèôðîâà ãðàìîòí³ñòü
äåðæàâíèõ ñëóæáîâö³â 1.0. íà áàç³ ³íñòðóìåíò³â Google”), à é ïåðåäáà÷àëî á
íàïðàöþâàííÿ äåðæàâíèìè ñëóæáîâöÿìè òà ñëóæáîâöÿìè îðãàí³â ì³ñöåâîãî
ñàìîâðÿäóâàííÿ ïðàêòè÷íèõ íàâè÷îê ó ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè. Äëÿ
çàáåçïå÷åííÿ âèêðèâëåííÿ ðåçóëüòàò³â òàêîãî íàâ÷àííÿ ÷åðåç âïëèâ êîðïîðàòèâíî¿
ñîë³äàðíîñò³ ³ ñàì ïðîöåñ íàâ÷àííÿ, ³ îö³íþâàííÿ éîãî ðåçóëüòàò³â ìàëî á çä³é-
ñíþâàòèñÿ íåçàëåæíèìè ñóá’ºêòàìè íà ïðèíöèïàõ àóòñîðñèíãó àáî “çàïîçè÷åíî¿
ïðàö³” [11].

Ïðîáëåìè ï³äâèùåííÿ ð³âíÿ ³íôîðìàö³éíî¿ áåçïåêè ñôåðè ïóáë³÷íîãî
àäì³í³ñòðóâàííÿ º íàäçâè÷àéíî âàæëèâèìè ó ñó÷àñíèé ïåð³îä ðåôîðìóâàííÿ ñèñòåìè
ïóáë³÷íîãî óïðàâë³ííÿ. Âèð³øåííÿ öèõ ïðîáëåì ïîòðåáóº âèêîðèñòàííÿ íèçêè
çàõîä³â ïîë³òè÷íîãî, åêîíîì³÷íîãî, òåõíîëîã³÷íîãî, ñîö³àëüíî-ïñèõîëîã³÷íîãî
õàðàêòåðó. Ïðîòå ñàìå ïðàâî ìàº ñòàòè ò³ºþ ³íòåãðóþ÷îþ êàòåãîð³ºþ, ÿêà îðãàí³÷íî
ïîºäíàº ð³çíîâåêòîðí³ ñêëàäîâ³ ³íôîðìàö³éíî¿ áåçïåêè, íàäàñòü îñòàíí³é
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ñòðóêòóðîâàíèé õàðàêòåð, äàñòü çìîãó êîæíîìó ñóá’ºêòó ïðàâîâ³äíîñèí ó ñôåð³
ïóáë³÷íîãî àäì³í³ñòðóâàííÿ ðîçóì³òè êîëî ñâî¿õ ïðàâ òà îáîâ’ÿçê³â, à òàêîæ ì³ðó
ñâîº¿ þðèäè÷íî¿ â³äïîâ³äàëüíîñò³ çà ïîðóøåííÿ ïðàâîâèõ ïðèïèñ³â.
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INFORMATION SECURITY OF THE PUBLIC ADMINISTRATION

Paper is devoted to the definition of the essence of information security in the
sphere of public administration. The definition of public administration is proposed
as the activity of state bodies, local self-government bodies and their officials, determined
by legislative and subordinate legal acts, aimed at satisfying public interests. Attention
is emphasized that the implementation of public administration presupposes the
onset of legal responsibility for violation of legal regulations and the application of
measures of state, municipal and public control. Relationships in the field of public
administration aimed at securing public interest. Public interest in the paper is
understood as a set of goals, aspirations, needs that arise from individuals and legal
entities in the process of their activities (life), which satisfaction of requires the
implementation of legally significant actions by the subjects of public administration.

Research article argues that information security in the field of public
administration is a component of national information security, which can be represented
as a combination of information security of the legislative and judicial authorities, as
well as information security of public administration bodies. At the same time, in
accordance with the specifics of the functioning of public administration bodies,
threats to information security in their activities can be both external and internal
ones. The information security sphere of   public administration can also be classified
according to the nature of the risks. If the risks are of a technological nature and relate
to the security of equipment and programs that use the concept of “cybersecurity”.
The author has determined that cybersecurity is an integral part of information
security, along with personal and corporate information security.

Special attention is drawn to factors that reduce the level of information security
in the public administration sphere. These include both external (information and
psychological operations aimed at destabilization of the activities of public administration
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bodies, the state of their technological equipment) and internal (the existence of a
logical and understandable for any subject of information legal relations of a system
of requirements for ensuring information security, as well as the level of information
culture of both representatives of public administration bodies and citizens enter into
legal relations with them in order to realize their interests) ones.

Keywords: information security, public administration, cyber security, information
legal relations, information culture, risks, public administration, information
technologies.
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