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Ñòàòòÿ ïðèñâÿ÷åíà äîñë³äæåííþ îñîáëèâîñòåé ðîçñë³äóâàííÿ çëî÷èí³â, ùî
â÷èíÿþòüñÿ ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â. Ïðîàíàë³çîâàíî ïðàâîâó êîë³ç³þ
ùîäî íàäàííÿ ïðàâà ñë³ä÷èì íà çä³éñíåííÿ ðîçøóêîâèõ ä³é. Äîñë³äæåíî îçíàêè çëî÷èíó
ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â. Äî îçíàê òàêîãî çëî÷èíó â³äíåñåíî: êîðèñ-
ëèâ³ñòü ä³é; ïðîòèïðàâí³ñòü ä³é òà ïîâåä³íêó (ä³þ), çàáîðîíåí³ çàêîíîì; áåçîïëàòí³ñòü
ïðèâëàñíåííÿ; âèëó÷åííÿ ³ (àáî) çâåðíåííÿ íà êîðèñòü âèííîãî àáî ³íøèõ îñ³á âèêðàäåíèõ
ãðîøîâèõ êîøò³â; çàïîä³ÿííÿ øêîäè âëàñíèêó; ïðàâîâó îõîðîíó ³íôîðìàö³¿, äî ÿêî¿
îòðèìàíèé äîñòóï ñòîðîíí³õ îñ³á; ôàêò íåïðàâîì³ðíîãî äîñòóïó äî ³íôîðìàö³¿ ç
ìîæëèâ³ñòþ îòðèìàííÿ ³íôîðìàö³¿ òà ¿¿ âèêîðèñòàííÿ; ìîäèô³êàö³þ àáî êîï³þâàííÿ
³íôîðìàö³¿. Âèçíà÷åíî îá’ºêòèâí³ òà ñóá’ºêòèâíèõ ôàêòîðè, ùî âïëèâàþòü íà ñë³ä÷³
ñèòóàö³¿ ö³º¿ êàòåãîð³¿ çëî÷èíó.

Êëþ÷îâ³ ñëîâà: åëåêòðîíí³ ãðîø³, äîñóäîâå ðîçñë³äóâàííÿ, îçíàêè çëî÷èíó, ïëàòåæ³,
ðîçêðèòòÿ çëî÷èíó, ñë³ä÷³ (ðîçøóêîâ³) ä³¿, ñë³ä÷³ ñèòóàö³¿.

Ñòàòüÿ ïîñâÿùåíà èññëåäîâàíèþ îñîáåííîñòåé ðàññëåäîâàíèÿ ïðåñòóïëåíèé, ñî-
âåðøàåìûõ â ñôåðå áàíêîâñêèõ ýëåêòðîííûõ ïëàòåæåé. Ïðîàíàëèçèðîâàíî ïðàâîâóþ
êîëëèçèþ ïðåäîñòàâëåíèÿ ïðàâà ñëåäîâàòåëþ íà ïðîâåäåíèå ðîçûñêíûõ äåéñòâèé.
Èññëåäîâàíû ïðèçíàêè ïðåñòóïëåíèé, ñîâåðøàåìûõ â ñôåðå áàíêîâñêèõ ýëåêòðîííûõ
ïëàòåæåé. Ê òàêèì ïðèçíàêàì îòíåñåíû: êîðûñòíîñòü äåéñòâèé; ïðîòèâîïðàâíîñòü
äåéñòâèé è ïîâåäåíèÿ (äåéñòâèå), êîòîðûå çàïðåùåíû çàêîíîì; áåñïëàòíîå ïðèñâîåíèå;
èçúÿòèå è (èëè) îáðàùåíèå â ïîëüçó âèíîâíîãî èëè äðóãèõ ëèö ïîõèùåííûõ äåíåæíûõ
ñðåäñòâ; ïðè÷èíåíèå óùåðáà ñîáñòâåííèêó; ïðàâîâàÿ îõðàíà èíôîðìàöèè, ê êîòîðîé
áûë ïîëó÷åí äîñòóï ïîñòîðîííèìè ëèöàìè; ôàêò íåïðàâîìåðíîãî äîñòóïà ê èíôîðìà-
öèè, ñ âîçìîæíîñòüþ ïîëó÷åíèÿ èíôîðìàöèè è åå èñïîëüçîâàíèÿ; ìîäèôèêàöèÿ ëèáî
êîïèðîâàíèå èíôîðìàöèè. Îïðåäåëåíû îáúåêòèâíûå è ñóáúåêòèâíûå ôàêòîðû, âëèÿþùèå
íà ñëåäñòâåííûå ñèòóàöèè ýòîé êàòåãîðèè ïðåñòóïëåíèé.

Êëþ÷åâûå ñëîâà: ýëåêòðîííûå äåíüãè, äîñóäåáíîå ðàññëåäîâàíèå, ïðèçíàêè ïðå-
ñòóïëåíèÿ, ïëàòåæè, ðàñêðûòèå ïðåñòóïëåíèÿ, ñëåäñòâåííûå (ðîçûñêíûå) äåéñòâèÿ,
ñëåäñòâåííûå ñèòóàöèè.

Øâèäêèé ðîçâèòîê íàóêîâî-òåõí³÷íîãî ïðîãðåñó âïëèâàº íå ò³ëüêè íà ñôåðó
íàóêè ³ òåõí³êè, à é íà åêîíîì³êó. Ç’ÿâëÿþòüñÿ íîâ³ íàïðÿìè åêîíîì³êè, ñåðåä ÿêèõ
³ öèôðîâà åêîíîì³êà, ç íîâèìè åëåìåíòàìè – åëåêòðîííèìè ïëàòåæàìè, åëåêòðîííèìè
ãðîøèìà, òåõíîëîã³ºþ “áëîê÷åéí” (àíãë. blockchain). Óñ³ ö³ íîâîââåäåííÿ çá³ãëèñÿ â
÷àñ³ ³ç ïðèéíÿòòÿì òà ñòàíîâëåííÿì íîâîãî êðèì³íàëüíîãî ïðîöåñóàëüíîãî çàêîíî-
äàâñòâà, ùî ïðèçâåëî äî â³äïîâ³äíèõ ïðîáëåì, ïîâ’ÿçàíèõ ³ç òàêòèêîþ ä³ÿëüíîñò³
îïåðàòèâíèõ ï³äðîçä³ë³â òà ñë³ä÷èõ ï³ä ÷àñ ô³êñàö³¿ îçíàê çëî÷èí³â ó ñôåð³ áàíê³âñüêèõ
åëåêòðîííèõ ïëàòåæ³â. Àäæå âèÿâëåííÿ îçíàê çëî÷èí³â – öå ò³ëüêè ïî÷àòîê ïðîöåñó
ðîçêðèòòÿ çëî÷èíó, ïåðâèííà ³íôîðìàö³ÿ ï³äëÿãàº ïåðåâ³ðö³ ç ìåòîþ ô³êñàö³¿ ä³é
îñ³á, ùî â÷èíÿþòü çëî÷èí.

Ìåòà ñòàòò³ ïîëÿãàº â äîñë³äæåíí³ îñîáëèâîñòåé ðîçñë³äóâàííÿ çëî÷èí³â, ùî
â÷èíÿþòüñÿ ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â, âèÿâëåíí³ îçíàê çëî÷èíó ó
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ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â òà âñòàíîâëåíí³ ôàêòîð³â, ùî âïëèâàþòü
íà ñë³ä÷³ ñèòóàö³¿ ö³º¿ êàòåãîð³¿ çëî÷èíó.

Ïåðø çà âñå ñë³ä çàçíà÷èòè, ùî ðîçñë³äóâàííÿ ñêëàäíèõ ëàòåíòíèõ çëî÷èí³â
áåç çàñòîñóâàííÿ ñó÷àñíèõ ìåòîä³â ³ çàñîá³â îïåðàòèâíî-ðîçøóêîâî¿ ä³ÿëüíîñò³ íåìîæ-
ëèâå. Àëå íèí³ òàêà ôîðìà îïåðàòèâíî-ðîçøóêîâî¿ ä³ÿëüíîñò³, ÿê îïåðàòèâíà ðîçðîáêà,
âäîñêîíàëþºòüñÿ â ìåæàõ ä³¿ ïðèíöèïîâî íîâî¿ ïðîöåñóàëüíî¿ ìîäåë³, òîìó íàóêîâö³
³ ïðàêòèêè íàìàãàþòüñÿ çáàëàíñóâàòè ìîæëèâîñò³ çàñòîñóâàííÿ ñë³ä÷èõ (ðîçøóêîâèõ)
ä³é òà íåãëàñíèõ ñë³ä÷èõ (ðîçøóêîâèõ) ä³é ç îïåðàòèâíî-ðîçøóêîâèìè çàõîäàìè, à
òàêîæ âèçíà÷èòè ìåæ³, ï³äñòàâè òà îáñòàâèíè ¿õ çàñòîñóâàííÿ, çàïðîïîíóâàòè ïðèíöè-
ïîâî íîâå ðîçóì³ííÿ îïåðàòèâíî-ðîçøóêîâî¿ ä³ÿëüíîñò³ [1, ñ. 120–121]. Ç óðàõóâàí-
íÿì çàçíà÷åíîãî, íàìè âèçíà÷àºòüñÿ íàñòóïíå.

Íîâèì Êðèì³íàëüíèì ïðîöåñóàëüíèì êîäåêñîì Óêðà¿íè â ÷èííå êðèì³íàëüíå
ïðîöåñóàëüíå çàêîíîäàâñòâî ââåäåíî ïîíÿòòÿ íåãëàñí³ ñë³ä÷³ (ðîçøóêîâ³) ä³¿ (äàë³ –
ÍÑ(Ð)Ä), ñèñòåìà òà ìåòîäèêà ïðîâåäåííÿ ÿêèõ ùå çàäîâãî äî çàòâåðäæåííÿ çàêîíó
ñòàëè ïðåäìåòîì àêòèâíèõ íàóêîâèõ äèñêóñ³é. Íåãëàñí³ ñë³ä÷³ (ðîçøóêîâ³) ä³¿, çàêð³ï-
ëåí³ ãëàâîþ 21 Êðèì³íàëüíîãî ïðîöåñóàëüíîãî êîäåêñó Óêðà¿íè [5], çà ñóòí³ñòþ òà
çì³ñòîì âïðîâàäæóâàëüíèõ ä³é êîðåëþþòüñÿ ³ç îïåðàòèâíî-ðîçøóêîâèìè çàõîäàìè,
çàêð³ïëåíèìè ÷àñòèíîþ 1 ñòàòò³ 8 Çàêîíó Óêðà¿íè “Ïðî îïåðàòèâíî-ðîçøóêîâó ä³ÿëü-
í³ñòü” [6]. Â³äïîâ³äíî äî ïóíêòó 1 ñòàòò³ 246 Êðèì³íàëüíîãî ïðîöåñóàëüíîãî êîäåêñó
Óêðà¿íè, ÍÑ(Ð)Ä – öå ð³çíîâèä ñë³ä÷èõ (ðîçøóêîâèõ) ä³é, â³äîìîñò³ ïðî ôàêò ³ ìå-
òîäè ïðîâåäåííÿ ÿêèõ íå ï³äëÿãàþòü ðîçãîëîøåííþ, çà âèíÿòêîì âèïàäê³â, ïåðåäáà÷å-
íèõ Êðèì³íàëüíèì ïðîöåñóàëüíèì êîäåêñîì Óêðà¿íè [5]. Íåãëàñí³ ñë³ä÷³ (ðîçøóêîâ³)
ä³¿ ïðîâîäÿòüñÿ ó âèïàäêàõ, ÿêùî â³äîìîñò³ ïðî çëî÷èí òà îñîáó, ÿêà éîãî â÷èíèëà,
íåìîæëèâî îòðèìàòè â ³íøèé ñïîñ³á òà âèêëþ÷íî ó êðèì³íàëüíîìó ïðîâàäæåíí³
ùîäî òÿæêèõ àáî îñîáëèâî òÿæêèõ çëî÷èí³â [5].

Ï³ä ÷àñ ðîçñë³äóâàííÿ áóäü-ÿêèõ çëî÷èí³â, ñë³ä÷èé çìóøåíèé ä³ÿòè â ð³çíèõ
óìîâàõ ³ çà ð³çíèõ îáñòàâèí, ùî âèíèêàþòü óíàñë³äîê âïëèâó îñîáëèâîñòåé öüîãî
çëî÷èíó, çîêðåìà, ì³ñöÿ éîãî â÷èíåííÿ, ñïîñîá³â éîãî â÷èíåííÿ òà ïðèõîâóâàííÿ
âçàºìîçâ’ÿçêó â÷èíåííÿ çëî÷èíó ç ³íøèìè ïðîöåñàìè îá’ºêòèâíî¿ ðåàëüíîñò³, à òàêîæ
ïîâåä³íêîþ ³ âçàºìîä³ºþ ó÷àñíèê³â êðèì³íàëüíîãî ïðîöåñó òîùî. Óñâ³äîìëåíèé ³
íåóñâ³äîìëåíèé, à òàêîæ âèïàäêîâèé âïëèâ çàçíà÷åíèõ ÷èííèê³â íà ðîçñë³äóâàííÿ
çëî÷èíó ôîðìóº êîíêðåòíó îáñòàíîâêó, ÿêà â íàóö³ êðèì³íàë³ñòèêè íàçèâàºòüñÿ
ñë³ä÷îþ ñèòóàö³ºþ, òîìó ¿¿ âðàõóâàííÿ ñë³ä÷èì ó êîæíîìó êîíêðåòíîìó âèïàäêó
äîçâîëÿº îáðàòè íàéåôåêòèâí³ø³ íàïðÿìè ðîçñë³äóâàííÿ [7, ñ. 79–80].

Ïðè öüîìó, íå çàëåæíî â³ä åòàïó ðîçêðèòòÿ, íåîáõ³äíî âèçíà÷èòè íàÿâí³ñòü òà
çàô³êñóâàòè ïåâí³ ïðîòèïðàâí³ ôàêòè. Öå îçíà÷àº, ùî òðåáà âñòàíîâèòè òà çàô³êñóâàòè
ïåâí³ äàí³, õàðàêòåðí³ äëÿ öüîãî âèäó çëî÷èíó, ùî é âèçíà÷èòü îçíàêè êîíêðåòíîãî
âèäó çëî÷èíó.

Òîìó, íà íàøó äóìêó, âèçíà÷àþ÷è îçíàêè çëî÷èíó ó ñôåð³ áàíê³âñüêèõ åëåêòðîí-
íèõ ïëàòåæ³â, ó ïåðøî÷åðãîâîìó ïîðÿäêó ìàþòü áóòè âðàõîâàí³ äàí³, ùî ï³äòâåðä-
æóþòü: êîðèñëèâ³ñòü ä³é; ïðîòèïðàâí³ñòü ä³é òà ïîâåä³íêó (ä³þ), çàáîðîíåí³ çàêîíîì;
áåçîïëàòí³ñòü ïðèâëàñíåííÿ; âèëó÷åííÿ ³ (àáî) çâåðíåííÿ íà êîðèñòü âèííîãî àáî
³íøèõ îñ³á âèêðàäåíèõ ãðîøîâèõ êîøò³â; çàïîä³ÿííÿ øêîäè âëàñíèêó; ïðàâîâó îõî-
ðîíó ³íôîðìàö³¿, äî ÿêî¿ îòðèìàíèé äîñòóï ñòîðîíí³õ îñ³á; ôàêò íåïðàâîì³ðíîãî
äîñòóïó äî ³íôîðìàö³¿ ç ìîæëèâ³ñòþ îòðèìàííÿ ³íôîðìàö³¿ òà ¿¿ âèêîðèñòàííÿ; ìî-
äèô³êàö³þ àáî êîï³þâàííÿ ³íôîðìàö³¿. Ðîçãëÿíåìî ö³ îçíàêè á³ëüø äåòàëüíî íà
ïðèêëàäàõ.

Êîðèñëèâ³ñòü ä³é ïåðåäáà÷àº äîâåäåí³ñòü çàö³êàâëåíîñò³ êðàä³ÿ â ïðîòèïðàâíîìó
ïðèâëàñíåíí³ ïðåäìåòà çëî÷èíó, íàïðèêëàä, ïðè ïåðåêàç³ åëåêòðîííèõ ãðîøåé (ãðî-
øîâèõ êîøò³â) ç ðàõóíêó íà ðàõóíîê ç âèêîðèñòàííÿì òèòóëüíèõ çíàê³â ìàº áóòè
äîâåäåíà çàö³êàâëåí³ñòü îñîáè ó ïðèâëàñíåíí³ êîøò³â.

Ïðîòèïðàâí³ñòü ä³é òà ïîâåä³íêà (ä³ÿ), çàáîðîíåí³ çàêîíîì, ï³äòâåðäæóþòüñÿ
â³äñóòí³ñòþ â îñîáè ïðàâà íà ïðåäìåò çëî÷èíó (åëåêòðîíí³ ãðîø³), ÿêèì âîíà
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çàâîëîä³ëà; ïðîòèïðàâíå ïðèâëàñíåííÿ îñîáîþ ïðåäìåòà çëî÷èíó (åëåêòðîíí³ ãðîø³)
âñóïåðå÷ âîë³ âëàñíèêà. Òàê³ äàí³ ìîæóòü ì³ñòèòèñÿ: â çàÿâ³ ïðî çëî÷èí; â íàäàíèõ
çàÿâíèêîì äîãîâîðàõ ç âëàñíèêàìè åëåêòðîííî¿ ïëàò³æíî¿ ñèñòåìè; â ïðàâèëàõ êîðè-
ñòóâàííÿ åëåêòðîííîþ ïëàò³æíîþ ñèñòåìîþ; â ³íøèõ äîêóìåíòàõ îðãàí³çàö³¿ ³ ïëà-
ò³æíî¿ ñèñòåìè; â ïîëîæåííÿõ çàêîíîäàâñòâà, ùî ðåãëàìåíòóº ïðàâîâó îõîðîíó â³äî-
ìîñòåé, ùî ñòàíîâëÿòü ïåâíèé âèä òàºìíèö³.

Áåçîïëàòí³ñòü ïðèâëàñíåííÿ. Òàêà áåçîïëàòí³ñòü ñâ³äîìî ïåðåäáà÷àºòüñÿ, îñê³ëü-
êè åëåêòðîíí³ ãðîøîâ³ êîøòè ç ðàõóíêó ïîòåðï³ëîãî ïåðåâîäÿòüñÿ íà ðàõóíêè, îôîðì-
ëåí³, ÿê ïðàâèëî, íà âèêðàäåí³ ïàñïîðòè; ïåðåðàõóâàííÿ êîøò³â çä³éñíþºòüñÿ ïî
“ëàíöþæêó” àíàëîã³÷íèõ ðàõóíê³â; îêðåì³ ðàõóíêè â åëåêòðîíí³é ïëàò³æí³é ñèñòåì³,
âèêîðèñòàí³ ïðè âèêðàäåíí³ ãðîøîâèõ êîøò³â, äîñèòü øâèäêî çàêðèâàþòüñÿ çëî÷èí-
öÿìè. Âñòàíîâëåííÿ ôàêòè÷íîãî âëàñíèêà ðàõóíêó, âèêîðèñòàíîãî äëÿ âèêðàäåííÿ
ãðîøîâèõ êîøò³â, íåìîæëèâå, òîìó ³ çâåðíóòèñÿ äî íüîãî ç ïðîõàííÿì ïðî ïîâåðíåííÿ
êîøò³â íåìîæëèâî.

Âèëó÷åííÿ ³ (àáî) çâåðíåííÿ íà êîðèñòü âèííîãî àáî ³íøèõ îñ³á âèêðàäåíèõ
ãðîøîâèõ êîøò³â. Íà öüîìó åòàï³ îñîáà, ÿêà ï³äîçðþºòüñÿ ó â÷èíåíí³ çëî÷èíó, íå-
â³äîìà. Âîäíî÷àñ ôàêò ïåðåðàõóâàííÿ ç ðàõóíêó ïîòåðï³ëîãî åëåêòðîííèõ ãðîøîâèõ
êîøò³â çàâæäè ïåðåäáà÷àº íàÿâí³ñòü ¿õ îäåðæóâà÷à, ÿêèì º ôàêòè÷íèé âëàñíèê åëåê-
òðîííîãî ðàõóíêó, íà êîòðèé ïåðøèì ïåðåâåäåí³ âèêðàäåí³ åëåêòðîíí³ ãðîøîâ³ êîøòè.
Íà êîðèñòü öüîãî âëàñíèêà ðàõóíêó ³ çä³éñíåíèé ïåðåêàç åëåêòðîííèõ ãðîøîâèõ
êîøò³â çà äîïîìîãîþ òèòóëüíèõ çíàê³â. Øëÿõîì â³äñòåæåííÿ ëàíöþæêà åëåêòðîííèõ
ðàõóíê³â, ùî áåðóòü ó÷àñòü ó ïåðåðàõóâàíí³ âèêðàäåíèõ ãðîøîâèõ êîøò³â, öåé
ôàêòè÷íèé âëàñíèê ðàõóíêó ìîæå áóòè âñòàíîâëåíèé.

Çàïîä³ÿííÿ øêîäè âëàñíèêó. Çàçíà÷åí³ äàí³ ìîæóòü ì³ñòèòèñÿ â çàÿâ³ ïðî
çëî÷èí; â íàäàíèõ çàÿâíèêîì äîêóìåíòàõ îðãàí³çàö³¿; â äîêóìåíòàõ, îòðèìàíèõ â³ä
ïðàö³âíèê³â áàíê³âñüêî¿ ïëàò³æíî¿ ñèñòåìè.

Ïðàâîâà îõîðîíà ³íôîðìàö³¿, äî ÿêî¿ áóâ îòðèìàíèé äîñòóï ñòîðîíí³ìè.
Àíàë³ç êðèì³íàëüíèõ ïðîâàäæåíü çàñâ³ä÷èâ, ùî íà ïðàêòèö³ ùîäî ïðàâîâî¿

îõîðîíè ³íôîðìàö³¿ âèíèêàþòü äåÿê³ ïðîáëåìè. Íàïðèêëàä, ³íôîðìàö³ÿ ïðî ðåêâ³çèòè
äîñòóïó äî ðàõóíêó â ïëàò³æí³é ñèñòåì³ (ëîã³í ³ ïàðîëü) ³íîä³ âèçíà÷àºòüñÿ ÿê
îõîðîíþâàíà çàêîíîì êîìï’þòåðíà ³íôîðìàö³ÿ, ùî ìîæå áóòè ïðàâèëüíèì ò³ëüêè â
òîìó âèïàäêó, ÿêùî òàêà ³íôîðìàö³ÿ ñòàíîâèòü êîìåðö³éíó òàºìíèöþ, òîáòî ñòîñîâíî
íå¿ âñòàíîâëåíî ðåæèì êîìåðö³éíî¿ òàºìíèö³ (â ³íøîìó âèïàäêó òàêà êîìï’þòåðíà
³íôîðìàö³ÿ íå îõîðîíÿºòüñÿ çàêîíîì). Âèêëèêàº óñêëàäíåííÿ é âèð³øåííÿ ïèòàííÿ
ïðî îõîðîíó çàêîíîì ³íôîðìàö³¿, ÿêîþ îïåðóº âëàñíå ïëàò³æíà ñèñòåìà, à ñàìå òè-
òóëüíèõ çíàê³â. Òàê, ó äîñë³äæåíèõ íàìè êðèì³íàëüíèõ ïðîâàäæåííÿõ ïåðåêàç òèòóëü-
íèõ çíàê³â ç ðàõóíêó êë³ºíòà áåç éîãî â³äîìà êâàë³ô³êóâàâñÿ ÿê ãîòóâàííÿ äî â÷èíåííÿ
çëî÷èíó, à ñàì çëî÷èí áóâ â÷èíåíèé ó ìîìåíò âèâåäåííÿ ç ïëàò³æíî¿ ñèñòåìè ãðîøî-
âèõ êîøò³â. Òàêèé ï³äõ³ä ìè ââàæàºìî ïðàâèëüíèì, àëå â³í íå ïîâíîþ ì³ðîþ âðàõîâóº
ñïåöèô³êó ðîáîòè åëåêòðîííî¿ ïëàò³æíî¿ ñèñòåìè ³ ñòàòóñ òèòóëüíèõ çíàê³â, ÿê³
âèêîðèñòîâóþòüñÿ â í³é. Çà ñâîºþ ñóòòþ òèòóëüí³ çíàêè åëåêòðîííî¿ ïëàò³æíî¿
ñèñòåìè º ñóðîãàòîì ö³ííèõ ïàïåð³â, îñê³ëüêè ñïåö³àëüíî ââåäåí³ ÿê åêâ³âàëåíò âàðòî-
ñò³ ³ óîñîáëþþòü ¿¿. Ó öüîìó âèïàäêó ïðåäìåò çëî÷èíó (åëåêòðîíí³ ãðîø³) ÿâíèé, à
âàðò³ñòü óñ³õ ïåðåâåäåíèõ íà ÷óæèé ðàõóíîê òèòóëüíèõ çíàê³â ñòàíîâèòü òó ñóìó,
ÿêó çà íèõ ìîæå îòðèìàòè âëàñíèê ðàõóíêó ï³ä ÷àñ âèâåäåííÿ ãðîøîâèõ êîøò³â ç
åëåêòðîííî¿ ïëàò³æíî¿ ñèñòåìè.

Ôàêò íåïðàâîì³ðíîãî äîñòóïó äî ³íôîðìàö³¿, òîáòî ìîæëèâ³ñòü îòðèìàííÿ
³íôîðìàö³¿ òà ¿¿ âèêîðèñòàííÿ. Ïðè ïåðåêàç³ òèòóëüíèõ çíàê³â ç ðàõóíêó êë³ºíòà
åëåêòðîííî¿ ïëàò³æíî¿ ñèñòåìè áåç éîãî â³äîìà íåâñòàíîâëåíà íà öüîìó åòàï³ îñîáà
ìàº ìîæëèâ³ñòü îòðèìàòè ³íôîðìàö³þ òà âèêîðèñòàòè ¿¿. Ö³ äàí³, ÿê ³ äàí³ ïðî
íåïðàâîì³ðí³ñòü äîñòóïó, òîáòî çä³éñíåííÿ äîñòóïó ç ïîðóøåííÿì âñòàíîâëåíîãî â
îðãàí³çàö³¿ àáî åëåêòðîíí³é ïëàò³æí³é ñèñòåì³ ïîðÿäêó ³ ïðàâèë, ìîæóòü ì³ñòèòèñÿ â
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çàÿâ³ ïðî çëî÷èí; ó íàäàíèõ çàÿâíèêîì äîêóìåíòàõ îðãàí³çàö³¿; â äîêóìåíòàõ, îòðè-
ìàíèõ â³ä ïðàö³âíèê³â ïëàò³æíî¿ ñèñòåìè.

Ìîäèô³êàö³ÿ àáî êîï³þâàííÿ ³íôîðìàö³¿. Ïðè ïðèâëàñíåíí³ ãðîøîâèõ êîøò³â ç
ðàõóíêó êë³ºíòà åëåêòðîííî¿ ïëàò³æíî¿ ñèñòåìè íå â³äáóâàºòüñÿ çíèùåííÿ àáî
áëîêóâàííÿ ³íôîðìàö³¿, îñê³ëüêè êë³ºíò ïëàò³æíî¿ ñèñòåìè ï³ñëÿ ïîä³¿ çëî÷èíó çáåð³ãàº
ïîâíèé íàá³ð ìîæëèâîñòåé ç êåðóâàííÿ ñâî¿ì ðàõóíêîì. Âðàõîâóþ÷è öå, â³äñóòí³é
ôàêò ïîðóøåííÿ ðîáîòè ÅÎÌ, ñèñòåìè ÅÎÌ àáî ¿õ ìåðåæ³.

Âàæëèâå çíà÷åííÿ ìàº äæåðåëî òà ñïîñ³á îòðèìàííÿ ïåðâèííî¿ ³íôîðìàö³¿, ÿêà
º ï³äñòàâîþ ïî÷àòêó ðîçñë³äóâàííÿ ö³º¿ êàòåãîð³¿ çëî÷èí³â.

Íà ôîðìóâàííÿ ñë³ä÷èõ ñèòóàö³é ïðè ðîçñë³äóâàíí³ öüîãî âèäó çëî÷èíó âïëè-
âàþòü ÿê îá’ºêòèâí³, òàê ³ ñóá’ºêòèâí³ ôàêòîðè, ÿê³ çàëåæàòü â³ä íèçêè ÷èííèê³â, à
ñàìå:

– íåîáõ³äíîñò³ çàëó÷åííÿ îñ³á, ùî âîëîä³þòü ñïåö³àëüíèìè çíàííÿìè â ñôåð³
êîìï’þòåðíèõ òåõíîëîã³é, òà çíàííÿìè ïîðÿäêó ³ ïðàâèë îáë³êó ô³íàíñîâî-ãîñïîäàðñü-
êèõ îïåðàö³é, ùî çä³éñíþºòüñÿ àâòîìàòèçîâàíèì ñïîñîáîì, â òîìó ÷èñë³ ïîðÿäêó ³
ïðàâèë âèêîðèñòàííÿ åëåêòðîííèõ ïëàò³æíèõ çàñîá³â ³ ñèñòåì, ï³ä ÷àñ ïðîâåäåííÿ
ñë³ä÷èõ (ðîçøóêîâèõ) ä³é òà îïåðàòèâíî-ðîçøóêîâèõ çàõîä³â;

– ïîòðåáè âèâ÷åííÿ â ïðîöåñ³ ðîçêðèòòÿ öüîãî âèäó çëî÷èíó çíà÷íîãî îáñÿãó
äàíèõ, ÿê³ çíàõîäÿòüñÿ ïåðåâàæíî â åëåêòðîííîìó âèãëÿä³; îñîáëèâå çíà÷åííÿ ïðè
öüîìó ìàþòü äàí³ ³ ðåã³ñòðè ïðî ïåðåäà÷ó ³ ïðèéîì åëåêòðîííèõ çàñîá³â, ³íø³ äæåðåëà
³íôîðìàö³¿ ïðî ïåðåâåäåííÿ àáî îáì³í³ òàêèõ çàñîá³â [4, ñ. 92];

– äåô³öèòó ÷àñó é äèíàì³÷íîñò³ îáñòàíîâêè â ìåðåæåâîìó îòî÷åíí³, ïîâ’ÿçàíî¿
ç îáìåæåí³ñòþ äèñêîâî¿ ïàì’ÿò³ ñåðâåð³â, ùî íå äîçâîëÿº òðèâàëî çáåð³ãàòè òåõí³÷íó
³íôîðìàö³þ ïðî ìåðåæåâ³ âçàºìîä³¿ êîìï’þòåð³â, ³íøó ³íôîðìàö³þ äîêàçîâîãî ³ îð³ºí-
òóþ÷îãî õàðàêòåðó; âèñîêà ì³íëèâ³ñòü îêðåìèõ âèä³â äîêàç³â ó åëåêòðîíí³é ôîðì³
(íàïðèêëàä, áàãàòî ìàñèâ³â ñëóæáîâî¿ ³íôîðìàö³¿ îðãàí³çîâàí³ òàêèì ÷èíîì, ùî íîâà
³íôîðìàö³ÿ ïåðåçàïèñóº ñòàðó â áåçïåðåðâíîìó öèêë³);

– óñóíåííÿ ïðîòèä³¿ ðîçñë³äóâàííþ, ó ïðîöåñ³ ÿêîãî çëî÷èíö³  çä³éñíþþòü ä³¿
ùîäî ïðèõîâóâàííÿ ñë³ä³â çëî÷èíó, ÿê³ çíàõîäÿòüñÿ â åëåêòðîííîìó âèãëÿä³.

Â³äçíà÷àºòüñÿ âàæëèâà ðîëü ó ôîðìóâàíí³ ñë³ä÷èõ ñèòóàö³é îá’ºêòèâíèõ ôàêòî-
ð³â, îñê³ëüêè âîíè íå ìîæóòü áóòè óñóíóò³ ä³ÿìè ñë³ä÷èõ àáî îïåðàòèâíèõ ï³äðîçä³ë³â.
Ä³ÿëüí³ñòü ïðàâîîõîðîííèõ îðãàí³â â óìîâàõ íîâîãî êðèì³íàëüíîãî ïðîöåñóàëüíîãî
çàêîíîäàâñòâà âèêðèëà íèçêó ïðîáëåìíèõ ìîìåíò³â, ùî ñóòòºâî âïëèâàþòü íà ðåçóëü-
òàòèâí³ñòü ðîáîòè ñë³ä÷èõ òà îïåðàòèâíèõ ï³äðîçä³ë³â. Îäèí ³ç íèõ ñòîñóºòüñÿ ï³äñòàâ
äëÿ ïðîâåäåííÿ îïåðàòèâíî-ðîçøóêîâèõ çàõîä³â. Â³äïîâ³äíî äî ñòàòò³ 6 Çàêîíó Óêðà¿-
íè “Ïðî îïåðàòèâíî-ðîçøóêîâó ä³ÿëüí³ñòü”, ï³äñòàâàìè äëÿ ïðîâåäåííÿ îïåðàòèâíî-
ðîçøóêîâèõ çàõîä³â îïåðàòèâíèìè ï³äðîçä³ëàìè Íàö³îíàëüíî¿ ïîë³ö³¿ Óêðà¿íè º
íàÿâí³ñòü äîñòàòíüî¿ ³íôîðìàö³¿, îòðèìàíî¿ â óñòàíîâëåíîìó çàêîíîì ïîðÿäêó, ùî
ïîòðåáóº ïåðåâ³ðêè çà äîïîìîãîþ îïåðàòèâíî-ðîçøóêîâèõ çàõîä³â ³ çàñîá³â ïðî êðèì³-
íàëüí³ ïðàâîïîðóøåííÿ, ùî ãîòóþòüñÿ; îñ³á, ÿê³ ãîòóþòü â÷èíåííÿ êðèì³íàëüíîãî
ïðàâîïîðóøåííÿ [6]. Ó ðàç³, ÿêùî îçíàêè êðèì³íàëüíîãî ïðàâîïîðóøåííÿ âèÿâëåíî
ï³ä ÷àñ ïðîâåäåííÿ îïåðàòèâíî-ðîçøóêîâèõ çàõîä³â, ÿê³ òðèâàþòü ³ ïðèïèíåííÿ
ÿêèõ ìîæå íåãàòèâíî âïëèíóòè íà ðåçóëüòàòè êðèì³íàëüíîãî ïðîâàäæåííÿ, ï³äðîçä³ë,
ùî çä³éñíþº îïåðàòèâíî-ðîçøóêîâó ä³ÿëüí³ñòü, ïîâ³äîìëÿº â³äïîâ³äíèé îðãàí äîñóäî-
âîãî ðîçñë³äóâàííÿ ïðî âèÿâëåííÿ îçíàê êðèì³íàëüíîãî ïðàâîïîðóøåííÿ, çàê³í÷óº
ïðîâåäåííÿ îïåðàòèâíî-ðîçøóêîâîãî çàõîäó, ï³ñëÿ ÷îãî íàïðàâëÿº ç³áðàí³ ìàòåð³àëè,
â ÿêèõ çàô³êñîâàíî ôàêòè÷í³ äàí³ ïðî ïðîòèïðàâí³ ä³ÿííÿ îêðåìèõ îñ³á òà ãðóï,
â³äïîâ³äàëüí³ñòü çà ÿê³ ïåðåäáà÷åíà Êðèì³íàëüíèì êîäåêñîì Óêðà¿íè, äî â³äïîâ³äíîãî
îðãàíó äîñóäîâîãî ðîçñë³äóâàííÿ [6]. Ó ïðîöåñ³ âèÿâëåííÿ êðèì³íàëüíîãî ïðàâîïîðó-
øåííÿ âèíèêàº íåîáõ³äí³ñòü ïðîâåäåííÿ íèçêè îïåðàòèâíî-ðîçøóêîâèõ çàõîä³â çà
â³äñóòíîñò³ âñ³õ åëåìåíò³â êðèì³íàëüíîãî ïðàâîïîðóøåííÿ (òîáòî íåìîæëèâî ñòâåðä-
æóâàòè, ùî â ä³ÿõ îñîáè âáà÷àþòüñÿ îçíàêè çëî÷èíó), ùî ïîâ’ÿçàíî ç³ ñïåöèô³êîþ
â÷èíåííÿ çëî÷èí³â ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â, àäæå äî ìîìåíòó
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â÷èíåííÿ çëî÷èíó îñîáà â÷èíþº ëåãàëüí³ ä³¿: îòðèìóº íàâè÷êè ðîáîòè íà êîìï’þòåð³,
êóïóº ïåâíå êîìï’þòåðíå îáëàäíàííÿ, ñòâîðþº ïðîãðàìè äëÿ ðîáîòè ç íèì, ³ òîìó
íåìîæëèâî ñòâåðäæóâàòè, ùî îñîáà ãîòóºòüñÿ äî â÷èíåííÿ çëî÷èíó.

Îêð³ì öüîãî, Çàêîí Óêðà¿íè “Ïðî îïåðàòèâíî-ðîçøóêîâó ä³ÿëüí³ñòü” ó ñòàòò³ 8
ïåðåäáà÷àº ïåâí³ ïðàâà îïåðàòèâíèõ ï³äðîçä³ë³â, ÿê³ ðåàë³çóþòüñÿ øëÿõîì ïðîâåäåííÿ
îïåðàòèâíî-ðîçøóêîâèõ çàõîä³â òà íåãëàñíèõ ñë³ä÷èõ (ðîçøóêîâèõ) ä³é [6]. Àíàë³-
çóþ÷è ñó÷àñíó ðåäàêö³þ çàçíà÷åíîãî Çàêîíó, ìîæíà ä³éòè ëîã³÷íîãî âèñíîâêó, ùî
ïðàâà, çàçíà÷åí³ â ïóíêòàõ, ó ÿêèõ ïðèñóòíº ïîñèëàííÿ íà êîíêðåòíó ñòàòòþ Êðèì³-
íàëüíîãî ïðîöåñóàëüíîãî êîäåêñó Óêðà¿íè [5], ìîæóòü áóòè ðåàë³çîâàí³ âèêëþ÷íî
øëÿõîì ïðîâåäåííÿ ÍÑ(Ð)Ä. Òîáòî â ïðîöåñ³ îïåðàòèâíîãî ïîøóêó, ïåðåâ³ðêè ïåð-
âèííî¿ ³íôîðìàö³¿, à òàêîæ îïåðàòèâíî¿ ðîçðîáêè îñ³á, ÿê³ ãîòóþòü êðèì³íàëüíå ïðà-
âîïîðóøåííÿ, ìîæóòü ðåàë³çóâàòèñÿ âèêëþ÷íî ïðàâà îïåðàòèâíèõ ï³äðîçä³ë³â, ùî
çàçíà÷åí³ â ïóíêòàõ ñòàòò³ 8 Çàêîíó Óêðà¿íè “Ïðî îïåðàòèâíî-ðîçøóêîâó ä³ÿëüí³ñòü”
[6].

Ï³äñóìîâóþ÷è âèêëàäåíå, çàçíà÷àºìî, ùî ðîçñë³äóâàííÿ çëî÷èí³â, ùî â÷èíÿþòü-
ñÿ ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â, ìàº ñâî¿ îñîáëèâîñò³. Âèçíà÷åí³ îçíàêè
çëî÷èí³â, ùî â÷èíÿþòüñÿ ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â, º ïðàêòè÷íî
çíà÷èìèìè â ä³ÿëüíîñò³ ç ðîçñë³äóâàííÿ çëî÷èí³â, â÷èíþâàíèõ ó ñôåð³ áàíê³âñüêèõ
åëåêòðîííèõ ðîçðàõóíê³â òà ïëàòåæ³â. Ïðîàíàë³çîâàí³ îá’ºêòèâí³ òà ñóá’ºêòèâí³
ôàêòîðè äîïîìîæóòü ïðàö³âíèêàì ïðàâîîõîðîííèõ îðãàí³â åôåêòèâíî âèð³øóâàòè
îðãàí³çàö³éí³ ïèòàííÿ ùîäî ðîçñë³äóâàííÿ çëî÷èí³â ö³º¿ êàòåãîð³¿.
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FEATURES OF INVESTIGATORS OF CRIMES COMMITTED IN THE SPHERE
OF BANK ELECTRONIC PAYMENTS

Paper considers the investigation of peculiarities of the study of crimes committed
in the field of bank electronic payments. The legal conflict regarding granting the right of
an investigator to carry out investigative actions is analyzed. The signs of a crime in the
field of bank electronic payments are investigated. The signs of such an offense include:
self-interest; illegal actions and behavior (action) prohibited by law; royalty-free
appropriation; seizure and (or) appeal for the benefit of the perpetrator or other persons
of the stolen money; damnification of the owner; legal protection of information accessed
by third parties; the fact of unlawful access to information with the possibility of obtaining
information and its use; modifying or copying information. The objective and subjective
factors influencing investigative situations of this category of crime are determined. The
formation of investigative situations in the investigation of this type of crime is influenced
by both objective and subjective factors, which depend on a number of factors, namely:

– the need to involve persons with special knowledge in the field of computer
technologies and knowledge of the procedure and rules for accounting for financial and
business operations carried out in an automated way, including the procedure and rules
for the use of electronic payment facilities and systems, during the conduct of investigators
( detective) actions and operational-search activities;

– the need for studying in the process of revealing this type of crime a large amount
of data, which is mainly in electronic form; in this regard, special importance is given to
data and registers about the transmission and reception of electronic means, other sources
of information on the transfer or exchange of such means;

– a shortage of time and dynamism of the situation in the network environment,
due to the limited storage of server memory, which does not allow to keep technical
information on network interactions of computers, other information of evidence and
orientation; the high variability of individual types of evidence in an electronic form (for
example, many arrays of official information are organized in such a way that new
information overwrites the old in a continuous cycle);

– an elimination of counteraction to an investigation in which criminals carry out
actions to conceal traces of a crime which are in electronic form.

An important role in the formation of investigative situations of objective factors is
noted, since they can not be eliminated by the actions of investigators or operational
units.

The findings are practically significant in the investigation of crimes committed in
the field of banking electronic payments and payments and can help law enforcement
officers to deal effectively with organizational issues related to the investigation of crimes
in this category.

Keywords: electronic money, pre-trial investigation, signs of a crime, payments,
crime detection, investigative (search) actions, investigative situations.
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