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Ó ñòàòò³ çîñåðåäæåíî óâàãó íà åïîõàëüíèõ çì³íàõ ñó÷àñíîãî ñóñï³ëüñòâà òà
îá’ºêòèâí³é íåîáõ³äíîñò³ çì³í ó ïðàâîîõîðîíí³é ä³ÿëüíîñò³. Íàãîëîøåíî íà íåîáõ³äíîñò³
çàñòîñóâàííÿ á³ëüø ³íòåëåêòóàëüíèõ ïðàâîîõîðîííèõ ïðàêòèê, âèçíà÷åííÿ ìåæ³
äîñòóïó äî ³íôîðìàö³¿, íåîáõ³äíîñò³ ïîãëèáëåííÿ äîñë³äíèöüêî¿ ñêëàäîâî¿ ùîäî êðèì³íî-
ëîã³÷íîãî ïðîãíîçóâàííÿ òà äîäàòêîâîãî ïðàâîâîãî âðåãóëþâàííÿ ïðàâîîõîðîííî¿ ä³ÿëü-
íîñò³ â êîíòåêñò³ âèêîðèñòàííÿ ñîö³àëüíèõ ìåðåæ.

Êëþ÷îâ³ ñëîâà: ïðàâîîõîðîííà ä³ÿëüí³ñòü, ³íòåëåêòóàëüí³ ïðàâîîõîðîíí³ ïðàê-
òèêè, big data, ñîö³àëüí³ ìåðåæ³, êðèì³íîëîã³÷íå ïðîãíîçóâàííÿ, ïðîãíîçíà ïðàâîîõîðîííà
ä³ÿëüí³ñòü, àíàë³òè÷íà ðîçâ³äóâàëüíà ä³ÿëüí³ñòü.

Â ñòàòüå ñîñðåäîòî÷åíî âíèìàíèå íà ýïîõàëüíûõ èçìåíåíèÿõ ñîâðåìåííîãî îá-
ùåñòâà è îáúåêòèâíîé íåîáõîäèìîñòè èçìåíåíèÿ ïðàâîîõðàíèòåëüíîé äåÿòåëüíîñòè.
Óêàçàíî íà íåîáõîäèìîñòü èñïîëüçîâàíèÿ áîëåå èíòåëëåêòóàëüíûõ ïðàâîîõðàíèòåëüíûõ
ïðàêòèê, îïðåäåëåíèå ãðàíèö äîñòóïà ê èíôîðìàöèè, íåîáõîäèìîñòü óãëóáëåíèÿ èñ-
ñëåäîâàòåëüñêîé ñîñòàâëÿþùåé êðèìèíîëîãè÷åñêîãî ïðîãíîçèðîâàíèÿ è äîïîëíèòåëüíîãî
ïðàâîâîãî óðåãóëèðîâàíèÿ ïðàâîîõðàíèòåëüíîé äåÿòåëüíîñòè â êîíòåêñòå èñïîëüçîâàíèÿ
ñîöèàëüíûõ ñåòåé.

Êëþ÷åâûå ñëîâà: ïðàâîîõðàíèòåëüíàÿ äåÿòåëüíîñòü, èíòåëëåêòóàëüíûå ïðàâî-
îõðàíèòåëüíûå ïðàêòèêè, big data, ñîöèàëüíûå ñåòè, êðèìèíîëîãè÷åñêîå ïðîãíîçè-
ðîâàíèå, ïðîãíîçíàÿ ïðàâîîõðàíèòåëüíàÿ äåÿòåëüíîñòü, àíàëèòè÷åñêàÿ ðàçâåäûâà-
òåëüíàÿ äåÿòåëüíîñòü.

Ðîçâèòîê ñó÷àñíîãî ñóñï³ëüñòâà â åïîõó öèôðîâèõ òåõíîëîã³é áåçïîñåðåäíüî
çàëåæèòü â³ä âèðîáíèöòâà íå ìàòåð³àëüíèõ áëàã, à çíàíü òà ³íôîðìàö³¿. Ñóñï³ëüñòâî
íàðàçèëîñÿ íà âèáóõîâå çðîñòàííÿ ³íôîðìàö³¿ ïðî íàâêîëèøíº ñåðåäîâèùå, âçàºìîä³þ
ëþäåé, ïðåäìåò³â òà ñèñòåì. ßêùî, íàïðèêëàä, ó 2009 ðîö³ ïîòîêè ³íôîðìàö³¿ îö³íþ-
âàëèñÿ â îáñÿãàõ áëèçüêî 800 ïåòàáàéò (1015), òî âæå äî 2020 ðîêó òàêà îö³íêà î÷³êó-
âàíî ñêëàäàòèìåòüñÿ íà ð³âí³ 40 çåòòàáàéò (1021) [1].

Ó 2014 ðîö³, çà ï³äðàõóíêàìè IBM, ãëîáàëüíîãî é îäíîãî ç íàéãó÷í³øèõ áðåíä³â
ó ãàëóç³ îá÷èñëåíü, 90 % ñâ³òîâèõ äàíèõ áóëî ñòâîðåíî óïðîäîâæ îñòàíí³õ äâîõ ðî-
ê³â, ³ 80 % ç íèõ ñòàíîâèëè íåñòðóêòóðîâàí³ äàí³ [2]. Ñòðóêòóðîâàí³ äàí³ – öå äàí³,
ùî çáåð³ãàþòüñÿ ó ô³êñîâàíèõ ïîëÿõ ó ôàéëàõ. Íåñòðóêòóðîâàí³ äàí³ âêëþ÷àþòü çîáðà-
æåííÿ, àóä³î-, â³äåîôàéëè, åëåêòðîíí³ ëèñòè òà äàí³ â³ä óñ³õ òèï³â ìîí³òîðèíãîâèõ ïðè-
ñòðî¿â. Ó êîíòåêñò³ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³ ìîæëèâèì º âì³ñò ñâ³ä÷åíü àáî îô³ö³é-
íèõ çàïèñ³â äîêàç³â òîùî. Êîðèñòóâà÷³ ñîöìåðåæ ãåíåðóþòü ïîíàä åêçàáàéò äàíèõ
ùîäíÿ. Øâèäê³ñòü ãåíåðàö³¿ äàíèõ çðîñòàº åêñïîíåíö³àëüíî, àëå öå íå ïðîñòî îáñÿã
äîñòóïíèõ äàíèõ, öå ùå ïîâí³ñòþ íå îö³íåí³ ìîæëèâîñò³ çà óìîâè åôåêòèâíîãî
âèêîðèñòàííÿ ïðàâèëüíî îáðàíèõ ³íñòðóìåíò³â. Âèêîðèñòîâóþ÷è àíàë³òè÷íó ðîçâ³äêó,
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ìîæëèâèì º ïåðåòâîðåííÿ ìàñèâó âåëèêèõ äàíèõ íà çíà÷óùó ³íôîðìàö³þ, ùî ì³ñòèòü
ïåâí³ çíàííÿ äëÿ ïðàâîîõîðîííèõ îðãàí³â.

Ñó÷àñíå ñóñï³ëüñòâî ïåðåáóâàº íà ïî÷àòêó ðîçâèòêó íîâî¿ åïîõè – öèôðîâèõ,
²íòåðíåò ³ ðîçóìíèõ (êîãí³òèâíèõ) ñèñòåì. Íàâêîëèøíº ñåðåäîâèùå çì³íþºòüñÿ, ³
ïðàâîîõîðîíí³ îðãàíè ìàþòü ìîæëèâ³ñòü âèêîðèñòîâóâàòè äàí³ á³ëüø
³íòåëåêòóàëüíèìè ñïîñîáàìè. Ïîðÿä ç öèì, ïîñòàº ïðîáëåìà âèçíà÷åííÿ ìåæ äîñòóïó
äî ³íôîðìàö³¿, îñîáëèâî ³íäèâ³äóàëüíî¿. Ñòóðáîâàí³ñòü ñóñï³ëüñòâà ìîæå áóòè
ñïðîâîêîâàíà âèêîðèñòàííÿì ïðàâîîõîðîííèìè îðãàíàìè òåõíîëîã³é îáðîáëåííÿ
“âåëèêèõ äàíèõ” (big data) ç ïðè÷èí, ÿê³ âèõîäÿòü çà ìåæ³ ô³íàíñîâèõ àáî ³íøèõ
îñîáèñòèõ âèòðàò. Ïîë³öåéñüêà ëå´³òèìàö³ÿ ïîñò³éíî ïåðåáóâàº â ðóñ³, çðîñòàº òà
çìåíøóºòüñÿ, âèõîäÿ÷è àáî ç óñï³øíî¿ ä³ÿëüíîñò³ ïðàâîîõîðîííèõ îðãàí³â, àáî ³ç
çàñóäæåííÿ ïîìèëîê òà ïðîðàõóíê³â. Âèêîðèñòàííÿ òàêîãî ìàñèâó äàíèõ ïîðîäæóº
çíà÷í³ åòè÷í³ ïðîáëåìè, ³ öå, ñâîºþ ÷åðãîþ, ìîæå ïîñòàâèòè ï³ä çàãðîçó òðàäèö³éí³
ñâîáîäè. Ïîÿâà big data, óïðàâë³ííÿ äàíèìè, êðèì³íîëîã³÷íîãî ïðîãíîçóâàííÿ – öå
çíà÷íèé ïðîãðåñ ó ïðîòèä³¿ çëî÷èííîñò³, äå àêòèâíî çàñòîñîâóºòüñÿ àíàë³ç ñîö³àëüíèõ
ìåðåæ (SOCMINT – social media intelligence). ¯õ âèêîðèñòàííÿ º áàæàíèì ³ íå ëèøå
÷åðåç ðîçâ³äóâàëüí³ ìîæëèâîñò³, àëå òàêîæ ÷åðåç òå, ùî öå ìîæå ïðèçâåñòè äî ïåâíîãî
çìåíøåííÿ âèêîðèñòàííÿ ïîòåíö³éíî á³ëüø íàâ’ÿçëèâèõ ìåòîä³â êðèì³íàëüíî¿
ðîçâ³äêè.

Ðîçóì³ííÿ òîãî, ùî ïðàâîîõîðîíí³ îðãàíè ìîæóòü âèêîðèñòîâóâàòè âåëè÷åçí³
ìàñèâè äàíèõ òà çîñåðåäæóâàòè ñâîþ óâàãó íà ðîçâ³äóâàëüíî-àíàë³òè÷í³é ðîáîò³ ç
íèìè, âèä³ëÿþ÷è òèì ñàìèì ðîçâ³äóâàëüíî-çíà÷óùó ³íôîðìàö³þ ó ôîðìóâàíí³ çíàíü
ïðî çëî÷èíè (çëî÷èíí³ñòü), º ïðèâàáëèâîþ ìîæëèâ³ñòþ ³, ïåðø çà âñå, äëÿ êåð³âíèöòâà
öèõ ïðàâîîõîðîííèõ îðãàí³â, àëå ëèøå íàñò³ëüêè, íàñê³ëüêè º ìîæëèâèì ïîêëàäàòèñÿ
íà ö³ äàí³. Ðåçóëüòàòè àíàë³òè÷íî¿ ðîçâ³äóâàëüíî¿ ðîáîòè îö³íþþòüñÿ òà áàãàòî â
÷îìó çàëåæàòü â³ä ïîõîäæåííÿ òà íàä³éíîñò³ ³íôîðìàö³éíèõ äæåðåë. Ìîæëèâ³ñòü
çíàõîäèòè ö³íí³ñòü ó äàíèõ, ùî ðàí³øå íå âèêîðèñòîâóâàëèñÿ, àáî îá’ºäíàòè äàí³ ç
ð³çíèõ áàç äàíèõ òà äæåðåë, à òàêîæ ïðåäñòàâèòè ¿õ ó ñïîñîáàõ, ùî äîçâîëÿþòü
ç’ÿñóâàòè íîâó ïîâåä³íêó º äîñòàòíüîþ ïåðåâàãîþ ïðàâîîõîðîííèõ îðãàí³â, ïðîòå
ïîõîäæåííÿ âåëèêèõ äàíèõ º íàäçâè÷àéíî âàæëèâîþ ïðîáëåìîþ.

Ó çàçíà÷åíîìó êîíòåêñò³ çàïðîâàäæåííÿ IBM ó ñèñòåìàõ ìîäåëþâàííÿ ç
âåëè÷åçíèìè ìàñèâàìè äàíèõ êðèòåð³þ “äîñòîâ³ðíîñò³” º ëàêìóñîâèì ïàï³ðöåì äëÿ
ïðàâîîõîðîííèõ îðãàí³â. Äîñë³äæåííÿ IBM çàñâ³ä÷èëè, ùî íèçüêà ÿê³ñòü äàíèõ
âàðòóâàëà äëÿ åêîíîì³êè ÑØÀ â 2013 ðîö³ ïîíàä 3 òðëí äîëàð³â ÑØÀ [3]. Òî÷í³ñòü
ó çàçíà÷åíîìó êîíòåêñò³ ñòîñóºòüñÿ íå ëèøå äàíèõ, ÿê³ º íåïîâíèìè àáî íåòî÷íèìè,
à é íåïåâíèìè äàíèìè; äåÿê³ äàí³ çà ñâîºþ ñóòí³ñòþ º íåïåðåäáà÷óâàíèìè.
Ïðàâîîõîðîíí³ îðãàíè ç íàëåæíîþ îáåðåæí³ñòþ ïîâèíí³ çä³éñíþâàòè åêñòðàïîëÿö³þ
çì³ñòó äàíèõ òà çàïðîâàäæóâàòè ñèñòåìè îö³íþâàííÿ íàä³éíîñò³ òà äîñòîâ³ðíîñò³. À
îáñÿã äàíèõ º âåëè÷åçíèì. Ó 2010 ðîö³ Á³áë³îòåêà Êîíãðåñó ÑØÀ âèð³øèëà
àðõ³âóâàòè êîæåí ïóáë³÷íèé òâ³ò ó Twitter; äî ñ³÷íÿ 2013 ðîêó àðõ³â ì³ñòèâ áëèçüêî
170 ìëðä òâ³ò³â [4]. Çà îäíó ñåêóíäó íàäñèëàºòüñÿ áëèçüêî 2,5 ìëí åëåêòðîííèõ
ëèñò³â (ç ÿêèõ 67 % – ñïàì); áëèçüêî 50 òèñ. ïîøóê³â Google; òðàíñëþºòüñÿ 9600
òâ³ò³â; ïîíàä 40 òèñ. ïîâ³äîìëåíü Facebook [5, ñ. 109]. Òàêèì ÷èíîì, ïðàâîîõîðîííèì
îðãàíàì äëÿ ñïðèéíÿòòÿ íàñò³ëüêè âåëè÷åçíîãî ìàñèâó ³íôîðìàö³¿ íåîáõ³äíî
ôîðìóâàòè âëàñíó ²Ò-³íôðàñòðóêòóðó, âèä³ëÿòè êîøòè é ôîðìóâàòè â³äíîñèíè ç
íàä³éíèìè ïàðòíåðàìè, çîêðåìà, â³äíîñèíè ç ²Ò-êîìïàí³ÿìè.

Àíàë³ç Twitter-òðàô³êó º ö³êàâèì ïðèêëàäîì ïðîáëåì, ç ÿêèìè çóñòð³÷àþòüñÿ
àíàë³òèêè, ó ðîçóì³íí³ òîãî, ÿê³ äàí³ íàëåæàòü äî âåëèêèõ äàíèõ. Ó ñåðïí³ 2014 ðîêó
êîìïàí³ÿ Twitter ó çâ³ò³ Êîì³ñ³¿ ç ö³ííèõ ïàïåð³â òà á³ðæ ÑØÀ ïîâ³äîìèëà, ùî
ïðèáëèçíî 8,5 % àáî 23 ì³ëüéîíè ç 271 ì³ëüéîíà àêòèâíèõ êîðèñòóâà÷³â áóëè
íàñïðàâä³ àâòîìàòèçîâàíèìè îáë³êîâèìè çàïèñàìè (“hots”), çàïðîãðàìîâàíèìè äëÿ
òðàíñëÿö³¿ òâ³ò³â ó âèçíà÷åíèé ÷àñ àáî ðåàãóâàííÿ íà êîíêðåòí³ ïîä³¿; ùå 5 % éîãî
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òðàô³êó áóëî ñïàìîì [5, ñ. 110]. Ìîòò³ ï³äêðåñëþâàâ, ùî õî÷à äåÿê³ îáë³êîâ³ çàïèñè
º íåøê³äëèâèìè, âîíè ìîæóòü ââåñòè â îìàíó òèõ, õòî íàìàãàòèìåòüñÿ îñÿãíóòè
âåñü ìàñèâ äàíèõ. Á³ëüøå òîãî, ñïàì ïðîäóêóº á³ëüøå øóìó â ñèñòåì³ òà º ìàëîçíà÷íèì
äëÿ áóäü-ÿêîãî êîðèñòóâà÷à [5, ñ. 110].

Íàðàç³ íåäîñòàòí³ñòü ³íôîðìàö³¿ íå ìîæå áóòè ïðèíöèïîâîþ ïåðåøêîäîþ äëÿ
íàëåæíî¿ þðèäè÷íî¿ êâàë³ô³êàö³¿. Ð³÷àðäñ Åéºð ñòâåðäæóâàâ, ùî çà ïåâíèõ îáñòàâèí
äîäàòêîâà ³íôîðìàö³ÿ ä³éñíî ìîæå ñïðèÿòè á³ëüø òî÷íîìó àíàë³çó, àëå âîíà íå çàâ-
æäè ³ñíóº; çà ³íøèõ îáñòàâèí äîäàòêîâà ³íôîðìàö³ÿ ìîæå áóòè íàäçâè÷àéíî ñóïåðå÷-
ëèâîþ òà ôîðìóâàòè õèáíó äóìêó, à íå ïîãëèáëþâàòè çíàííÿ. Ïðîâ³âøè ïñèõîëîã³÷íå
äîñë³äæåííÿ, â³í ä³éøîâ âèñíîâêó, ùî çíàííÿ òà ïðèïóùåííÿ àíàë³òèê³â º íàéá³ëüø
âàæëèâèìè òà âçàºìîïîâ’ÿçàíèìè, à íå ñóìà çíàíü, ÿêó âîíè ç³áðàëè [6, ñ. 58].

Ïîä³áíèì ÷èíîì Ê³ðê ôîðìóº çàïèòàííÿ ùîäî ìîæëèâîñò³ îáðîáëåííÿ íàëåæ-
íèì ÷èíîì ³íôîðìàö³¿ äëÿ ïðèéíÿòòÿ îá’ºêòèâíèõ óïðàâë³íñüêèõ ð³øåíü ç íàéêðà-
ùèì âèáîðîì, çâàæàþ÷è íà ìàéæå íåñê³í÷åííó ê³ëüê³ñòü äàíèõ, ÿêà ñòàº äåäàë³
á³ëüø äîñòóïíîþ äëÿ àíàë³òèê³â òà äîñë³äíèê³â [7, ñ. 84]. Â³í ñòâåðäæóº, ùî â ñó÷àñíó
åïîõó íå ìîæå áóòè çàäîâîëåíèé àïåòèò íà îòðèìàííÿ äåäàë³ á³ëüøîãî ìàñèâó
³íôîðìàö³¿ é ùî íàäì³ðíîþ º âèòðàòà åíåðã³¿ îðãàí³çàö³ºþ íà ï³äòâåðäæåííÿ
òîãî, ùî âæå â³äîìî. Ê³ðê ñòâåðäæóº, çîêðåìà, ùî: ...“ïðàãíåííÿ äî ³íôîðìàö³¿ – öå
ïåðåâàãà, ÿêà ñòâîðþº ïàðàë³÷ ó ïðèéíÿòò³ ð³øåííÿ ...ïðèãí³÷óº ÿê òâîð÷å, òàê ³ êðè-
òè÷íå ìèñëåííÿ, îñê³ëüêè ñòâîðþº íàäì³ðíó çàëåæí³ñòü â³ä àíàë³çó ôàêò³â òà äàíèõ,
à íå ïðîäóêóâàííÿ íîâèõ àáî ðåôëåêñèâíèõ ³äåé” [7, ñ. 85].

Òàêèì ÷èíîì, ìîæåìî çðîáèòè âèñíîâîê, ùî ñï³ââ³äíîøåííÿ ì³æ îáñÿãàìè äà-
íèõ òà çíàííÿìè, ÿê³ ìîæóòü áóòè âèâåäåí³ ç íèõ, íå º ë³í³éíèìè.

Íàðàç³ ³ñíóº î÷åâèäíèé ñèìá³îç big data òà ïîêëàäàííÿì âåëèêî¿ íàä³¿ äåð-
æàâè íà çìåíøåííÿ çëî÷èííîñò³, à ñàìå ïðîãíîçíî¿ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³, âèçíà-
÷åíî¿ ÿê “ìåòîäîëîã³ÿ, ÿêà âèêîðèñòîâóºòüñÿ ïðàâîîõîðîííèìè îðãàíàìè äëÿ àíàë³çó
äàíèõ ùîäî ìèíóëèõ çëî÷èí³â äëÿ ïðîãíîçóâàííÿ çíàíü ó ìàéáóòíüîìó ùîäî çëî÷èí-
íîñò³ òà ¿¿ âðàçëèâîñò³” [5, ñ. 112].

Íàðàç³ ³ñíóº íàäçâè÷àéíî áàãàòî äîñë³äæåíü ùîäî ïðîãíîçíî¿ ïðàâîîõîðîííî¿
ä³ÿëüíîñò³, ÿê³ çàñëóãîâóþòü íà óâàãó é ìîæóòü çàñòîñîâóâàòèñÿ â÷åíèìè òà ïðàêòè-
êàìè. Ïîðÿä ç öèì, íå âèçíà÷åíî ÷³òêèõ ïåðåâàã ó çàçíà÷åíîìó êîíòåêñò³ ïðàâîîõî-
ðîííî¿ ä³ÿëüíîñò³. Âèñíîâêè öèõ äîñë³äæåíü áóëè íåîäíîçíà÷íèìè, íåäîñòàòíüî
áóëî äîêàç³â äëÿ âèçíà÷åííÿ òîãî, ùî ïðîãíîçí³ ìîäåë³ ðåàëüíî îïèñóþòü çëî÷èíí³ñòü
ìàéáóòíüîãî. Òà ÷è ïîòð³áíî áóëî ôîðìóëþâàòè òàêèì ÷èíîì çàâäàííÿ?

Ïðîòå ïîçèòèâíèì çäîáóòêîì ñòàëî òå, ùî ðåàëüíèì áóëî ñïðèéíÿòòÿ ïåðåâàãè
òàêî¿ ³í³ö³àòèâè; ðåçóëüòàòîì áóëî á³ëüø åôåêòèâíå âèêîðèñòàííÿ ðåñóðñ³â; à â äåÿêèõ
âèïàäêàõ öå ïîêðàùèëî çâ’ÿçêè ç ãðîìàäñüê³ñòþ [8].

Ïðèêìåòíî, ùî äîñë³äíèêè ä³éøëè âèñíîâêó ïðî ³ñíóâàííÿ ÷îòèðüîõ êàòåãîð³é
ìåòîä³â ïðîãíîçíî¿ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³, à ñàìå:

• ìåòîäè ïðîãíîçóâàííÿ çëî÷èí³â: ...ï³äõîäè, ùî âèêîðèñòîâóþòüñÿ äëÿ ïðîãíîçó-
âàííÿ ì³ñöü ³ ÷àñó ç ï³äâèùåíèì ðèçèêîì â÷èíåííÿ çëî÷èí³â;

• ìåòîäè ïðîãíîçóâàííÿ ïðàâîïîðóøíèê³â: ...âèçíà÷åííÿ îñ³á, êîòð³ çäàòí³ íà
â÷èíåííÿ çëî÷èí³â, ðèçèê³â éìîâ³ðíîñò³ öüîãî â ìàéáóòíüîìó;

• ìåòîäè ïðîãíîçóâàííÿ ³äåíòè÷íîñòåé ïðàâîïîðóøíèê³â: ...âèêîðèñòîâóºòüñÿ
äëÿ ñòâîðåííÿ ïðîô³ë³â, ùî çá³ãàþòüñÿ ç êîíêðåòíèì çëî÷èííèì ìèíóëèì ìîæëèâîãî
ïðàâîïîðóøíèêà;

• ìåòîäè ïðîãíîçóâàííÿ æåðòâ çëî÷èíó: ...âèêîðèñòîâóºòüñÿ äëÿ âèçíà÷åííÿ
ãðóï àáî, ó äåÿêèõ âèïàäêàõ, îñ³á, ÿê³ ìîæóòü ñòàòè æåðòâàìè çëî÷èíó [9].

Ç-ïîì³æ ³íøîãî, âàæëèâèì âèñíîâêîì ùîäî åôåêòèâíîñò³ ïðîãíîçíî¿ ïðàâî-
îõîðîííî¿ ä³ÿëüíîñò³ áóëà íåîáõ³äí³ñòü çàáåçïå÷åííÿ ñèíåðã³¿ ì³æ àíàë³òè÷íèìè òà
äîñë³äíèöüêèìè çóñèëëÿìè. Äîñë³äíèêè âèÿâèëè, ùî óñï³õ ïðîãíîçóâàííÿ, ÿê ïðà-
âèëî, áóâ çóìîâëåíèé ï³äòðèìêîþ íà âèùîìó ð³âí³, äîñòà³îñòþ ðåñóðñ³â, àâòîìàòèçîâàíèõ
ñèñòåì ç íàäàíîþ íåîáõ³äíîþ ³íôîðìàö³ºþ, à òàêîæ ïðèçíà÷åíèì ïåðñîíàëîì, ³ç
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óðàõóâàííÿì ÿê ñâîáîäè ð³øåíü ùîäî àíàë³çó ïðîáëåì çëî÷èííîñò³, òàê ³ â³äïî-
â³äàëüí³ñòþ çà öå [9]. Ïîðÿä ç öèì, ïðîãíîçóâàííÿ º ëèøå ïîëîâèíîþ ðîáîòè; ³íøà
ïîëîâèíà ôàêòè÷íî çàëåæíà â³ä áåçïîñåðåäíüî¿ îïåðàö³éíî¿ ðîáîòè. Íåïðèïóñòèìèì
º çá³ëüøåííÿ ðîçðèâó ì³æ ³íòåëåêòóàëüíèì òà îïåðàö³éíèì ñâ³òàìè, íåîáõ³äíèì º
çàîõî÷åííÿ ¿õ ñèíåðã³¿. Êð³ì öüîãî, íåïðèïóñòèìèì º çàâèùåííÿ î÷³êóâàíü â³ä ðå-
çóëüòàò³â ïðîãíîçóâàííÿ. Öèìè æ äîñë³äæåííÿìè áóëî äîâåäåíî, ùî äëÿ âèçíà÷åííÿ
ðåàëüíî¿ ö³ííîñò³ ïðîãíîçíî¿ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³ íåîáõ³äíèì º çàáåçïå÷åííÿ
äîñòàòíüî¿ íåçàëåæíîñò³ òàêèõ äîñë³äæåííÿ [5, ñ. 113]. Ïîäàëüø³ äîñë³äæåííÿ ïîâèíí³
âêëþ÷àòè ôóíäàìåíòàëüí³ ïèòàííÿ ïðî íåîáõ³äí³ñòü òà â³äïîâ³äí³ñòü òåõíîëîã³é é
ìåòîäîëîã³¿, ùî íèí³ âèêîðèñòîâóþòüñÿ, ³ ïðî òå, ÿêîþ ì³ðîþ êðèì³íàëüíå ñåðåäîâèùå,
à íå ñóá’ºêòè â íüîìó ïîâèíí³ áóòè ïðåäìåòîì òàêîãî äåòàëüíîãî äîñë³äæåííÿ.

Ïðîäîâæóþ÷è ðîçãëÿä ïðîáëåìàòèêè âèçíà÷åíîãî ïðåäìåòà äîñë³äæåííÿ, çàçíà-
÷èìî, ùî øâèäêå ðîçïîâñþäæåííÿ ñîö³àëüíèõ ìåðåæ ÿê çàñîá³â ìàñîâî¿ ³íôîðìàö³¿
ñòâîðþº íèçêó ìîæëèâîñòåé ³ âèêëèê³â äåðæàâíèì ³íñòèòóö³ÿì, à òàêîæ çàãðîç â
êîíòåêñò³ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³.

Íåçâàæàþ÷è íà òå, ùî áàãàòî âåá-ñàéò³â äîçâîëÿþòü êîðèñòóâàòèñÿ ïåâíîþ ì³-
ðîþ êîðèñòóâàëüíèöüêèìè ïàðàìåòðàìè, âîíè íå âõîäÿòü äî á³ëüøîñò³ âèçíà÷åíü
ñîö³àëüíèõ ìåðåæ. Íàòîì³ñòü ñîö³àëüí³ ìåä³à ìîæíà ðîçä³ëèòè íà ÷îòèðè êàòåãîð³¿ –
ñîö³àëüí³ ìåðåæ³, ñàéòè îáì³íó êîíòåíòîì, ³íñòðóìåíòè äëÿ ðîçì³ùåííÿ êîíòåíòó òà
³íñòðóìåíòè ãåîãðàô³÷íèõ ðîçòàøóâàíü, êîæåí ç ÿêèõ ìàº ñâî¿ îñîáëèâ³ õàðàêòå-
ðèñòèêè, ³ òîìó êîæåí ç íèõ ñòàíîâèòü ð³çí³ çàãðîçè òà ìîæëèâîñò³.

²ñíóº íèçêà âèêëèê³â äëÿ ðîçñë³äóâàííÿ ïðàâîïîðóøåíü, ñêîþâàíèõ ÷åðåç ö³
çàñîáè ìàñîâî¿ ³íôîðìàö³¿, ³ öå ïîâ’ÿçàíî, ïåðø çà âñå, ³ç ïðàêòèêîþ òà çàêîíîäàâñòâîì
(àáî çà äåÿêèõ îáñòàâèí â³äñóòí³ñòþ çàêîíîäàâ÷èõ íîðì). Ç òî÷êè çîðó ïðàêòèêè,
²íòåðíåò íå çíàº ô³çè÷íèõ ìåæ, òîìó ³ñíóþòü î÷åâèäí³ âèêëèêè ó âèïàäêàõ, êîëè
ïðàâîïîðóøíèê ïåðåáóâàº ïîçà ìåæàìè êðà¿íè. Çëî÷èíè, ÿê³ çàçâè÷àé òðàïëÿþòüñÿ
â ñîö³àëüíèõ ìåðåæàõ, ÿê ïðàâèëî, ïåðåñë³äóþòüñÿ íàö³îíàëüíèìè êðèì³íàëüíèìè
çàêîíàìè. Ïðîòå â ðàìêàõ êåð³âíèõ ïðèíöèï³â ³ñíóº î÷åâèäíà ñïðîáà çáàëàíñóâàòè
öå ³ç ïðàâîì íà ñâîáîäó âèðàæåííÿ ïîãëÿä³â (ïðàâî, çàõèùåíå çàãàëüíèì ïðàâîì òà
ñòàòòåþ 10 ªÑÏË).

Âîäíî÷àñ ñîö³àëüí³ ìåä³à âèêîðèñòîâóþòüñÿ ïðàâîîõîðîííèìè îðãàíàìè ÿê
íîâèé ñïîñ³á ñï³ëêóâàííÿ ç ãðîìàäñüê³ñòþ. Ìàéæå êîæåí ñóá’ºêò ìàº êîðïîðàòèâí³
îáë³êîâ³ çàïèñè Facebook ³ Twitter, à ò³ ñàì³ çàñîáè ìàñîâî¿ ³íôîðìàö³¿ øèðîêî âèêî-
ðèñòîâóþòüñÿ äëÿ îô³ö³éíèõ ö³ëåé ð³çíèìè ñï³âðîá³òíèêàìè. Âîíè ïðîïîíóþòü ïî-
òåíö³àë äëÿ á³ëüø àêòèâíî¿ âçàºìîä³¿ ç ð³çíèìè äåìîãðàô³÷íèìè ãðóïàìè òà òðàäè-
ö³éíî âàæêèìè äëÿ äîñÿãíåííÿ ãðóïàìè [5, ñ. 114]. Âîíè òàêîæ ìîæóòü äîïîìîãòè
îêðåìèì îñîáàì êðàùå çðîçóì³òè ñîö³àëüí³ ïðîáëåìè é äîçâîëèòè ¿ì á³ëüø åôåêòèâíî
ðåàãóâàòè íà ïðîáëåìè ñï³âòîâàðèñòâà, îäíàê äîñë³äæåííÿ ïîêàçàëè, ùî ñîö³àëüí³
ìåä³à íå ìîæóòü áóòè ïðîñòî ïîâ’ÿçàí³ ç ³ñíóþ÷èìè êîìóí³êàö³éíèìè ìåõàí³çìàìè.
Ó íèõ º “ñâîÿ ëîã³êà, íîðìè òà êóëüòóðà”, ÿê³ ïðàâîîõîðîíí³ îðãàíè ïîâèíí³ ðîçóì³òè
³ ïîâàæàòè, ÿêùî âîíè õî÷óòü ìàêñèìàëüíî çá³ëüøèòè ñâ³é ïîòåíö³àë [10, ñ. 7]. Òàê
ñàìî ñë³ä ðîçóì³òè, ùî º óçãîäæåí³ñòü. Íàïðèêëàä, ïðèíöèï Ïàðåòî, çäàºòüñÿ, çàñòî-
ñîâóºòüñÿ äî âèêîðèñòàííÿ ñîö³àëüíèõ ìåðåæ òàê ñàìî, ÿê ³ äî ïðîáëåìè çëî÷èííî-
ñò³.

Êîðèñòóâà÷³ â³ëüíî ä³ëÿòüñÿ áàãàòüìà äåòàëÿìè ñâîãî æèòòÿ â ²íòåðíåò³. Ñåð
Äåâ³ä Îìàí áóâ îäíèì ³ç òðüîõ äîñë³äíèê³â, ÿêèé ñòâîðèâ òåðì³í SOCMINT ÿê
ëåéáë äëÿ äèâ³äåíä³â àíàë³òè÷íî¿ ðîçâ³äêè ç âèêîðèñòàííÿ ñîö³àëüíèõ ìåðåæ [11,
ñ. 2]. Âîíè ñòâåðäæóþòü, ùî SOCMINT ïðîïîíóº ìîæëèâîñò³ ïîêðàùèòè ãðîìàäñüêó
áåçïåêó øëÿõîì ñòâîðåííÿ êðàºçíàâ÷î¿ ³íôîðìàö³¿, íîâèõ ìîæëèâîñòåé äëÿ äîñë³ä-
æåííÿ òà ðîçóì³ííÿ, ïî³íôîðìîâàíîñò³ ïðî ñèòóàö³þ â ðåàëüíîìó ÷àñ³ (ñïðàâæíþ
áåçïåêó â ïðàâîîõîðîíí³é ïðàêòèö³), êðàùå ðîçóì³ííÿ ãðóï òà êðàùîãî ïðîãíîçóâàííÿ
êðèì³íàëüíèõ ïîä³é. Îäíàê äîñë³äíèêè âèçíàþòü, ùî ñóñï³ëüíà ïðèéíÿòí³ñòü âèêî-
ðèñòàííÿ SOCMINT ïðàâîîõîðîííèìè îðãàíàìè òà ðîçóì³ííÿ ãðîìàäÿíàìè éîãî
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ïðîïîðö³éíîñò³ é íåîáõ³äíîñò³ º íàñò³ëüêè æ âàæëèâèìè, ÿê ³ äëÿ áóäü-ÿêî¿ ôîðìè
çáîðó ³íôîðìàö³¿ [11, ñ. 3].

Áåçóìîâíî, ïðàâîçàñòîñóâàííÿ ùîäî âèêîðèñòàííÿ ñîö³àëüíèõ çàñîá³â ìàñîâî¿
³íôîðìàö³¿ ÿê ³íñòðóìåíòó ðîçñë³äóâàííÿ â óìîâàõ çàêîíîäàâ÷îãî âàêóóìó âèìàãàº
òðàäèö³éíèõ êîíöåïö³é ëåã³òèìíîñò³ òà â³äïîâ³äíîñò³ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³.

Òàêèì ÷èíîì, âig data íåìèíó÷å âïëèâàòèìå íà ïðàâîîõîðîííó ä³ÿëüí³ñòü, çî-
êðåìà íà àíàë³òè÷íó ðîçâ³äóâàëüíó ïðàêòèêó, òàê ñàìî, ÿê ³ íà áóäü-ÿêèé ³íøèé àñ-
ïåêò ñîö³àëüíîãî ñâ³òó. Ïîáóòóº äóìêà, ùî ðîçâèíåí³ êðà¿íè, çà íàÿâíîñò³ ðåñóðñ³â,
çä³éñíþþòü ìàñîâèé â³äá³ð äàíèõ äëÿ çàáåçïå÷åííÿ íàö³îíàëüíî¿ áåçïåêè ç óñüîãî
òîãî, ùî ìåæóº ÷è ñï³ââ³äíîñèòüñÿ ³ç ïðàâàìè ãðîìàäÿí. Ïîðÿä ç òèì, íåìàº äîñòàòí³õ
ï³äòâåðäæåíü òîãî, ùî ïîë³öåéñüê³ ñèñòåìè çðîáèëè òå æ ñàìå, õî÷à ÷³òêî éäåòüñÿ
ïðî ïðàãíåííÿ âèêîðèñòîâóâàòè àêòóàëüí³ ³íñòðóìåíòè òà ìåòîäè îáðîáêè äàíèõ,
çàäëÿ âåðèô³êàö³¿ ³íôîðìàö³¿ â ìàñèâ³ áåçãëóçäèõ äàíèõ. Ïîðÿä ç öèì äåùî çàâè-
ùåíèìè âèäàþòüñÿ çàïèòè ùîäî ðåçóëüòàò³â ïðàâîîõîðîííî¿ ïðîãíîçíî¿ ä³ÿëüíîñò³,
ðîçâèòîê ÿêî¿ ïåðåäîâñ³ì ïîòðåáóº íàáàãàòî á³ëüøî¿ ê³ëüêîñò³ äîñë³äæåíü ùîäî çà-
ñòîñîâóâàíèõ ìåòîä³â. ², íàîñòàíîê, ìîæíà ñòâåðäæóâàòè, ùî ñîö³àëüí³ ìåä³à äàþòü
ïðàâîîõîðîííèì îðãàíàì íàáàãàòî á³ëüøå ìîæëèâîñòåé ùîäî ïðîòèä³¿ çëî÷èííîñò³,
í³æ çàãðîçè, ùî ïîòðåáóº, ó ñâîþ ÷åðãó, óðåãóëþâàííÿ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³ â
öüîìó êîíòåêñò³ ÷åðåç êîíô³äåíö³éí³ñòü îñîáè òà äîñòîâ³ðí³ñòü ñë³äñòâà.
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OPPORTUNITIES AND THREATS TO THE EFFECTIVENESS OF LAW
ENFORCEMENT ACTIVITIES IN THE DIGITAL ERA

Modern society nowadays is at the very beginning of the development of a new era
of digital, Internet and intelligent (cognitive) systems. The environment is changing and
law enforcement agencies have the ability to use data in more intelligent ways. In addition,
there is the problem of determining the limits of an access to information, especially
individual. Society’s concern can be provoked by the use by law enforcement agencies of
the technologies of processing “big data” because of the reasons beyond the financial or
other personal expense. Police legitimacy is constantly on the move, growing and decreasing,
either on the basis of successful law enforcement or the condemnation of mistakes and
miscalculations. Use of such an array of data generates significant ethical issues, and this,
in turn, may endanger traditional freedoms. The emergence of Big data, data management,
and criminological prediction is a significant advancement in crime prevention, where
SOCMINT (social media intelligence) is actively used. Their use is desirable not only
because of intelligence capabilities, but also of of its capacity to lead to a certain reduction
in the use of potentially more intrusive methods of criminal intelligence.

The study showed that the relationship between the volume of data and the knowledge
that can be derived from them is not linear, but there is an obvious symbiosis between Big
data and the high expectation of the state on crime reduction, namely, predictive law
enforcement defined as “methodology used by law enforcement agencies to analyze data
regarding past crimes for prediction of crime knowledge and vulnerability in the future”.

It is stated that there are four scientifically substantiated categories of predictive
law enforcement activities and the need to ensure synergy between analytical and research
efforts.

It is noted that the rapid spread of social networks as media creates a number of
opportunities and challenges for state institutions, as well as threats in the context of law
enforcement activities. But social media gives law enforcement agencies much more anti-
crime opportunities than threats that, in turn, require regulation of law enforcement activities
in this context due to the confidentiality of individuals and the credibility of the investigation.
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The necessity of applying more intelligent law enforcement practices, definition of
the limits of an access to information, as well the need to deepen the research component
of the criminological forecasting and additional legal regulation of law enforcement activities
in the context of use of social networks is emphasized.

Keywords: law enforcement activity, intellectual law enforcement practices, big
data, social networks, criminological forecasting, prospective law enforcement activity,
analytical intelligence activities.
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