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FUNDAMENTALS OF INVESTIGATION CRIMES
REGARDING ILLEGAL POSSESSION OF CRYPTOCURRENCY

The article is devoted to the study of the fundamentals of the investigation of
crimes related to the illegal possession of cryptocurrency.

The purpose of this article is to determine the basics of the investigation of crimes
related to illegal possession of cryptocurrency, and to find ways to solve them. Dialectical,
comparative-legal, systemic-structural, and formal-logical methods were used to achieve
the goal. The concept of cryptocurrency and the peculiarities of its circulation and
functioning are analyzed, problematic issues of the investigation of crimes related to the
illegal acquisition of cryptocurrency are identified, which are subject to resolution both
at the scientific level and in the practical activities of investigative bodies of pre-trial
investigation and prosecutors. The main methods of committing crimes of this category
are defined and practical recommendations are formulated regarding the methodology
and tactics of investigating the illegal possession of cryptocurrency. Emphasis is placed
on the need to know the peculiarities of the functioning of cryptocurrency blockchains,
to use their analysis. Specialists in the field of cryptocurrencies should be involved in
the investigation. The importance of cooperation with cryptocurrency exchanges for the
seizure of stolen cryptocurrencies was noted. It shows the problems of investigating the
theft of anonymous cryptocurrencies, the use of cryptocurrency mixers by criminals, as
well as Tor and VPN services.

The importance of establishing during the investigation the addresses of electronic
wallets with transactions, the IP addresses from which the exchanges or electronic wallets
were entered, the phone numbers associated with the accounts, the bank card numbers to
which the money received from the sale of cryptocurrency was received was also emphasized.

Keywords: cryptocurrency, pretrial investigation, crimes in the field of cryptocur-
rencies, blockchain, illegal possession of cryptocurrency, investigation of illegal possession
of cryptocurrency.
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