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JKYIOTBbCSA HOBITHI TEXHOJIOTI, 110 IIPU3BEJIO /10 3alI0YaTKYBAHHA €JICKTPOHHOIO JJOKYMEH-
TOO0DITY, €JIEKTPOHHOTO KPUMIHAIBHOTO TIPOBA/KEHHS Ta €JIEKTPOHHOTO CYILY.
HesBaxkaroun Ha HOBallii, KpUMiHaJIbHE MPOIECyaJbHe 3aKOHOJAABCTBO Y KpaiHu
JIOCUTD TOBIJIBHO peOPMY€ETHCS, HA Bi/IMiHY BiH iHIIKX MpOIleCyaJbHUX Taly3el, Je,
30KpeMa, IMPOKO PO3BUBAETHCS IHCTUTYT eJIEKTPOHHUX J0Ka3iB. HemockonamicTb
BITYMBHSIHOTO HOPMATUBHOTO PEryJIIOBAHHS MUTaHb 30MPaHHS CJIIYNM, IPOKYPOPOM
eJIEKTPOHHUX JIOKA3iB Mepentko/Kae eeKTUBHOMY PO3CJiyBaHHIO KPUMiHAJTbHUX
[IPABOMOPYIIEHD, 110 ITIIPUBAE JOBIpY HACEJEHHA O [IPABOOXOPOHHUX OPraHiB.

CIIMCOK BUKOPUCTAHUX J7KEPEJI

1. Tepewenxo FO0.B. Cruinui (po3iurykosi) aii gk pisHOBU/ TporlecyanbHUX /iil. MUTHA cripaBa.
2014. Ne 1 (21). C. 112—-117.

2. YxBasa Bumoro antukopyniiiinoro cymny Big 01.07.2021 y cmpasi Ne 707/146/17. URL:
https://reyestr.court.gov.ua/Review /98133827 (nara ssepuens: 03.08.2022).

3. Kosuyvka O.I. oo MOHATTS eJeKTPOHHUX JIOKA3iB y KPUMiHAJIbHOMY TPOBAJKEHHI.
IOpunnunnii Haykosuit enexktponnuii xxypHai. 2020. Ne 8. C. 418—421.

4. Quepuna I. EnexTPOHHI TOKYMEHTH: 3aJIyYeHHS CIellianicTa 10 30MpaHHs Ta BUKOPUCTAHHS
i yac KpuMinaabHoro poBapkeHast URL: http://www jurnaluljuridic.in.ua/archive/2017/3/30.pdf
(nara 3Bepuents: 03.08.2022).

5. Kosarenxo A.B. OcobaMBOCTI TAKTUKU OTJIALY €JI€KTPOHHUX JOKYMEHTIB IIijl 4ac J0CYA10BOTO
PO3cJTilyBaHHsI TIOCATaHb HA KUTTS Ta 3/0pOB’s skypHasicTa. Bichuk Hamionanbhoi akasemii mpaBoBux
Hayk Ykpainu. Xapkis: [IpaBo. 2017. Ne 1 (88). C. 182—-191.

6. Knouxoe B., Cmapocma I. TIpo pesiki mpobiieMu OCY0BOTO PO3CJilyBaHHS KPUMiHATIBHUX
npoctynkis. URL: http://klochkov.partners/ ua/news/o-nekotoryh-problemah-dosudebnogo-
rassledovaniya-ugolovnyhprostupkov,/ (nara ssepuenns: 03.08.2022).

7. Xuxugak €.C. OcobauBOCTI OrJIANY €JeKTPOHHUX [IOKYMEHTIB il yac po3ciigyBaHHs
KpUMiHaJIbHUX TIpaBornopymienb. JepskaBa ta perionn. Cepist: IIpaso. 2017. Ne 4 (58). C. 80—85.

8. Ilocranosa Ilepmioi cyzoBoi masatn Kacarifinoro kpuminaiabHoro cyny Bepxosuoro Cymy
Bix 10.09.2020 y cupasi Ne 751/6069/19. URL: https://reyestr.court.gov.ua/Review /91722819 (nara
3Beprenns: 03.08.2022).

9. IIpo BHeceHHs 3MiH /10 KpuMiHAIIBHOTO MTPOIECYATBHOTO KOJIEKCY YKpainu Ta 3akoHy Y Kpaiau
“ITpo esexTpoHHiI KOMYyHiKamii” mo/0 miBUIIEeHHS e(heKTUBHOCTI JI0CY/IOBOTO PO3CJiyBaHHS “3a
rapaunMu caigamu” ta nporuii kibeparakam”: 3akon Ykpainum Big 15.03.2022 Ne 2137-IX. URL:
https://zakon.rada.gov.ua/laws/show/2137-20#Text (nara speprenns: 03.08.2022).

10. Pamnosa A.B. KpuminayibHi mporiecyanpbHi Ta KPUMiHQJIiCTUYHI OCHOBU BUKOPUCTAHHS
eJIEKTPOHHUX JIOKYMEHTIB y JI0Ka3yBaHHi: juc. ... J-pa dinmocodii. JIbsis. 2021. 248 c.

REFERENCES

1. Tereshchenko Yu.V. (2014). Slidchi (rozshukovi) dii yak riznovyd protsesualnykh dii. Mytna
sprava. “Investigative (search) actions as a type of procedural actions”. Customs business. No 1 (21).
P. 112—-117. [In Ukrainian].

2. Ukhvala Vyshchoho antykoruptsiinoho sudu. “Resolution of the High Anti-Corruption
Court dated 07/01,/2021 in case No 707/146/17”. URL: https://reyestr.court.gov.ua/Review/
98133827 (Date of Application: 03.08.2022). [In Ukrainian].

3. Kozytska O.H. (2020). Shchodo poniattia elektronnykh dokaziv u kryminalnomu provadzhenni.
Yurydychnyi naukovyi elektronnyi zhurnal. “Regarding the concept of electronic evidence in criminal
proceedings”. Legal scientific electronic journal. No 8. P. 418—421. [In Ukrainian].

4. Chyhryna H. Elektronni dokumenty: zaluchennia spetsialista do zbyrannia ta vykorystannia
pid chas kryminalnoho provadzhennia. “Electronic documents: involvement of a specialist in collection
and use during criminal proceedings”. URL:http://www.jurnaluljuridic.in.ua/archive/2017/3/30.pdf
(Date of Application: 03.08.2022). [In Ukrainian].

5. Kovalenko A.V. (2017). Osoblyvosti taktyky ohliadu elektronnykh dokumentiv pid chas
dosudovoho rozsliduvannia posiahan na zhyttia ta zdorovia zhurnalista. “Peculiarities of the tactics of

© Ponomarenko Alla, 2022
DOI (Article): https: //doi.org/10.36486,/np.2022.3(57).18

Issue 3(57) 2022 http://naukaipravoohorona.com/
178




ISSN 2072-8670 (Print) HAYRA 1 IIPABOOXOPOHA
NAUKA I PRAVOOKHORONA

DOI (Issue): https: //doi.org/10.36486,/np.2022.3(57) Issue 3(57) 2022

reviewing electronic documents during the pre-trial investigation of attacks on the journalist’s life
and health”. Bulletin of the National Academy of Legal Sciences of Ukraine. Kharkiv: Pravo. No 1
(88). P. 182—-191. [In Ukrainian].

6. Klochkov V., Starosta 1. Pro deiaki problemy dosudovoho rozsliduvannia kryminalnykh
prostupkiv. “About some problems of pre-trial investigation of criminal misdemeanors”. URL:
http://klochkov.partners/ ua/news/o-nekotoryh-problemah-dosudebnogo-rassledovaniya-ugolovny-
hprostupkov/ (Date of Application: 03.08.2022). [In Ukrainian].

7. Khyzhniak Ye.S. (2017). Osoblyvosti ohliadu elektronnykh dokumentiv pid chas rozsliduvannia
kryminalnykh pravoporushen. “Peculiarities of reviewing electronic documents during the investigation
of criminal offenses”. State and regions. Series: Law. No 4 (58). P. 80—85. [In Ukrainian].

8. Postanova Pershoi sudovoi palaty Kasatsiinoho kryminalnoho sudu Verkhovnoho Sudu.
“Resolution of the First Judicial Chamber of the Criminal Court of Cassation of the Supreme Court
dated September 10, 2020 in case No 751/6069/19”. URL: https://reyestr.court.gov.ua/Review/
91722819 (Date of Application: 03.08.2022). [In Ukrainian].

9. Pro vnesennia zmin do Kryminalnoho protsesualnoho kodeksu Ukrainy ta Zakonu Ukrainy
“Pro elektronni komunikatsii” shchodo pidvyshchennia efektyvnosti dosudovoho rozsliduvannia “za
hariachymy slidamy” ta protydii kiberatakam. “On amendments to the Criminal Procedure Code of
Ukraine and the Law of Ukraine “On Electronic Communications” regarding increasing the effectiveness
of pre-trial investigation “on hot tracks” and countering cyberattacks: Law of Ukraine dated 03.15.2022
No 2137-1X”. URL: https://zakon.rada.gov.ua/laws/show/2137-20#Text (Date of Application:
03.08.2022) [In Ukrainian].

10. Ratnova A.V. (2021). Kryminalni protsesualni ta kryminalistychni osnovy vykorystannia
elektronnykh dokumentiv u dokazuvanni. “Criminal procedural and forensic basics of using electronic
documents in evidence: dissertation”. ... Doc. Philosophy. Lviv. 248 p. [In Ukrainian].

UDC 343.140.01

Ponomarenko Alla,

Candidate of Juridical Sciences, Senior Researcher,
Leading Researcher, State Research Institute MIA Ukraine,
Kyiv, Ukraine,

ORCID ID 0000-0002-6271-4485

COLLECTION OF ELECTRONIC EVIDENCE BY THE PROSECUTION
SIDE IN THE CRIMINAL PROCESS OF UKRAINE:
PROBLEMS OF TODAY

The article is devoted to the study of certain legal problems of the collection of
electronic evidence by the prosecution side in the criminal process of Ukraine. The
author points out that in the process of conducting some investigative (search)
actions, practical workers of law enforcement agencies of Ukraine face a number of
problems related to the collection of electronic evidence. First of all, this concerns the
absence of a definition of “electronic evidence” in the Criminal Procedure Code of
Ukraine. Therefore, these evidences are considered as documents. In addition to the
absence of the specified concept, investigators and prosecutors have certain difficulties
when studying the content of electronic evidence. This applies to electronic documents
stored on physical data carriers, publicly available on the Internet, as well as in cloud
storage services, etc.

During the review of electronic documents, difficulties arise due to the fact that
this document is a certain computer code that can only be read with the help of the
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appropriate hardware and software. The difficulty of reviewing electronic documents
also lies in the fact that quite often it is necessary to involve a specialist or an expert
who has certain knowledge in the field of computer technologies.

It is emphasized that the Code of Criminal Procedure of Ukraine does not
specify the procedure for involving a specialist to participate in procedural actions,
and it does not specify how the specialist’s knowledge and skills are confirmed. The
author supports the opinion that it is necessary to attach to the case materials copies
of diplomas and certificates of IT education, as well as extracts from the work book
of this specialist for the last 3—5 years, certified by the signatures of the responsible
persons and the seal of the employer.

The author believes that despite digital innovations, the criminal procedural
legislation of Ukraine is being reformed quite slowly, unlike other procedural branches
where, in particular, the institute of electronic evidence is widely developing. The
imperfection of the domestic regulatory regulation of the collection of electronic
evidence by investigators and prosecutors hinders the effective investigation of criminal
offenses, which undermines the public’s trust in law enforcement agencies.

Keywords: electronic document, physical carrier of information, Internet; cloud
services for information storage, retrieval of electronic documents.
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