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æóþòüñÿ íîâ³òí³ òåõíîëîã³¿, ùî ïðèçâåëî äî çàïî÷àòêóâàííÿ åëåêòðîííîãî äîêóìåí-
òîîá³ãó, åëåêòðîííîãî êðèì³íàëüíîãî ïðîâàäæåííÿ òà åëåêòðîííîãî ñóäó.

Íåçâàæàþ÷è íà íîâàö³¿, êðèì³íàëüíå ïðîöåñóàëüíå çàêîíîäàâñòâî Óêðà¿íè
äîñèòü ïîâ³ëüíî ðåôîðìóºòüñÿ, íà â³äì³íó â³í ³íøèõ ïðîöåñóàëüíèõ ãàëóçåé, äå,
çîêðåìà, øèðîêî ðîçâèâàºòüñÿ ³íñòèòóò åëåêòðîííèõ äîêàç³â. Íåäîñêîíàë³ñòü
â³ò÷èçíÿíîãî íîðìàòèâíîãî ðåãóëþâàííÿ ïèòàíü çáèðàííÿ ñë³ä÷èì, ïðîêóðîðîì
åëåêòðîííèõ äîêàç³â ïåðåøêîäæàº åôåêòèâíîìó ðîçñë³äóâàííþ êðèì³íàëüíèõ
ïðàâîïîðóøåíü, ùî ï³äðèâàº äîâ³ðó íàñåëåííÿ äî ïðàâîîõîðîííèõ îðãàí³â.
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COLLECTION OF ELECTRONIC EVIDENCE BY THE PROSECUTION
SIDE IN THE CRIMINAL PROCESS OF UKRAINE:

PROBLEMS OF TODAY

The article is devoted to the study of certain legal problems of the collection of
electronic evidence by the prosecution side in the criminal process of Ukraine. The
author points out that in the process of conducting some investigative (search)
actions, practical workers of law enforcement agencies of Ukraine face a number of
problems related to the collection of electronic evidence. First of all, this concerns the
absence of a definition of “electronic evidence” in the Criminal Procedure Code of
Ukraine. Therefore, these evidences are considered as documents. In addition to the
absence of the specified concept, investigators and prosecutors have certain difficulties
when studying the content of electronic evidence. This applies to electronic documents
stored on physical data carriers, publicly available on the Internet, as well as in cloud
storage services, etc.

During the review of electronic documents, difficulties arise due to the fact that
this document is a certain computer code that can only be read with the help of the
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appropriate hardware and software. The difficulty of reviewing electronic documents
also lies in the fact that quite often it is necessary to involve a specialist or an expert
who has certain knowledge in the field of computer technologies.

It is emphasized that the Code of Criminal Procedure of Ukraine does not
specify the procedure for involving a specialist to participate in procedural actions,
and it does not specify how the specialist’s knowledge and skills are confirmed. The
author supports the opinion that it is necessary to attach to the case materials copies
of diplomas and certificates of IT education, as well as extracts from the work book
of this specialist for the last 3–5 years, certified by the signatures of the responsible
persons and the seal of the employer.

The author believes that despite digital innovations, the criminal procedural
legislation of Ukraine is being reformed quite slowly, unlike other procedural branches
where, in particular, the institute of electronic evidence is widely developing. The
imperfection of the domestic regulatory regulation of the collection of electronic
evidence by investigators and prosecutors hinders the effective investigation of criminal
offenses, which undermines the public’s trust in law enforcement agencies.

Keywords: electronic document, physical carrier of information, Internet; cloud
services for information storage, retrieval of electronic documents.

Îòðèìàíî 04.10.2022

© Ponomarenko Alla, 2022


