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This article presents a description of typical ways of committing cybercrime.
Author reveals the peculiarities of the causal complex of cybercrime. Along with this,
the article details the reasons why cyber threats are evolving at an accelerated pace,
and cybercrimes are becoming more advanced, better organized and transnational.

At the same time, in the article, the author outlines the types of cybercrimes that
pose the greatest threat today, i.e., under martial law. Changes in the criminal and
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criminal procedural legislation that occurred during the war, with the improvement
of the grounds and procedural mechanisms for bringing cybercriminals to justice,
were not left without consideration.

The author pays special attention to the characteristics of the crimes provided
for in Articles 361 (“Unauthorized interference with the operation of electronic
computers (computers), automated systems, computer networks or telecommunication
networks”), 361-1 (“Creation for the purpose of illegal use, distribution or sale of
malicious software or hardware, as well as their distribution or sale”), 361-2
(“Unauthorized sale or distribution of information with restricted access stored in
electronic computers (computers), automated systems, computer networks or on
carriers of such information”) , 362 (“Unauthorized actions with information that is
processed in electronic computers (computers), automated systems, computer networks
or that is stored on the media of such information, committed by a person who has
the right to access it”, 363 (“Violation of the rules for the operation of electronic -
computers ( computers), automated systems, computer networks or telecommunication
networks or the procedure or rules for protecting the information processed in them”),
363-1 (“Obstruction of the operation of electronic computers (computers), automated
systems, computer networks or telecommunication networks by mass dissemination of
messages Telecommunications”) of the Criminal Code of Ukraine contained in Section
XVI “Criminal offenses in the field of the use of electronic computers (computers),
systems and computer networks and telecommunication networks”.

According to the classification of criminal offenses introduced by the Criminal
Code of Ukraine, the author defines criminal offenses covering the concept of cybercrime.
In conclusion, the author gives the most common types of cybercrime at the international
level.

Keywords: cybercrime, cyberthreats, martial law, criminal law and criminal
procedure, malware, cyberfraud, phishing, cyberterrorism, cyberespionage, DDoS or
DoS attacks, deface, skimming, remote banking.
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