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CYBERSECURITY THREATS IN UKRAINE

The article focuses on the study of cybersecurity threats in Ukraine. The research
carried out on the basis of obtained empirical data – the results of the survey of NSCB
experts on the identification and assessment of the probability and impact of threats
in the sphere of cybersecurity. Reliability of the obtained expert sample is substantiated
by using a logical error filter.
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This article substantiates the importance of a risk-based approach to cybersecurity.
Authors draw attention to adequate changes in Ukraine of risk-oriented approach
development. Basing on risk assessment the rating of cybersecurity threats in Ukraine
was carried out. Particular emphasis is placed on the most significant threats in the
sphere of cybersecurity, requiring an urgent response and the formation of appropriate
state policy to counteract and reduce the risk of their occurrence, in particular: cyber
attacks in defense – 73.76 %; cyber attacks as an element of hybrid war against
Ukraine – 72.22 %; cyber attacks in the areas: finance / banking / insurance – 70.97
%; cyber attacks in security – 68.45 %; cyber attacks in the economy – 65.36 %.

With these matters cleared away, there is a high level of risk of cybercrime –
60.52 % – due to the introduction of the latest technology. Among different subjects
of encroachment, first of all, the highest level of risk concerns state security bodies –
70.52 %; institutions of defense-industrial complex – 69.03 %; state bodies – 68.76 %;
objects of critical information infrastructure – 65.40 %; law enforcement bodies –
63.64 %.

Keywords: cybersecurity, threat, risk, risk-based approach, identification, expert
environment.
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