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LEGAL REGULATION IN THE FIELD OF INFORMATION
SECURITY OF MINORS

Research article examines the concept of an information security of minors as a
state of protection of vital interests of minors, in which the prevention of harm to him
through the negative information impact. The evolution of views and the dynamics
of changes in the approaches of scientists to the basic definition of information
security of minors are considered.

A number of studies have been singled out, which reflect the problem of the
negative impact of information on minors. Despite the considerable number of
publications related to the issue we have identified, the authors in their study have
not fully revealed a holistic vision of the definition.

Determinants for the legal basis of information security of a minor are the
content of two basic categories, which consist of information rights and freedoms of
a minor, as well as the rights and freedoms of a minor in the informational society.
It has been established that the structure of information security of a minor as a set
of administrative-legal, organizational-administrative, technological, psychological-
pedagogical (element of which is cybersecurity of a minor) is an information-legal
system of the components determined by national and international information and
legal status of a minor. The scope of his rights and freedoms in the information sphere,
as well as guarantees of their implementation.

The content of the main international legal acts in the field of protection of the
rights of children and minors, ratified by the Verkhovna Rada of Ukraine, has been
analyzed.

It has been determined that informational rights and freedoms of minors are a
set of rights derived from freedom of information as a fundamental right of a minor,
which includes: 1) information rights related to the person (identity) of a minor; 2)
ownership of information; 3) the right to access information; 4) freedom to disseminate
information in any lawful manner; 5) the right to a secure information environment.
It has been found out that the information security of a minor is both a state and a
process, as it is an integral part of life, in which the minor is constantly under the
influence of specific information influences. Currently, different categories of minors
are in different conditions regarding the possibility of exercising their rights and
freedoms in the information sphere, which determines their degree of protection in
the information society, types and intensity of dangers that threaten them.
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The author’s concept of “information security of minors” is stated, and also the
substantiated suggestions on the perfection of normative-legal acts in the field of
information security of minors are formulated.

Keywords: information security, law, minors, information rights and freedoms,
prevention, harm, confidentiality, protection, state bodies.
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