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LEGAL PROBLEMS OF COUNTERACTION TO
DESTRUCTIVE INFORMATION INFLUENCES
IN THE MODERN INFORMATION SPACE

The article explores the modern information space, which is an integral part of
everyday life. The life of a modern person is built in such a way that he is constantly
in the information space against his will. Along with this, with its help the modern
information society is developing, where information plays a key role. At this stage of
development of society, information has expanded its capabilities. From now on it is
perceived as a commodity that has its own quotation; the content of something we
learn (data, knowledge); modern dynamic phenomenon (communication, influence).
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Given the role of information, a person uses available sources of information, including
the Internet and the media, which have become an integral part of humanity. The
user, taking certain steps to search for this or that information, involuntarily falls into
the so-called “information bubble”. Being in this bubble, the user mostly pays attention
to the information that he likes or agrees with. Thus, the user is not even interested
in other approaches to the interpretation of information, limiting their worldview,
rights and freedoms, narrowing their environment and sphere of interests. In such
circumstances, the user during processing does not pay attention to the positive or
destructive content of information. Some problematic issues that arise due to the
destructive impact of information are considered. This kind of influence is manipulated
by the user, who may perform actions that are not typical for him or reveal “hidden”
aspects of the person. In addition, the impact may be a threat of violence. It is
determined that each of the users has individual characteristics, as a result of which
the influence of different information, including destructive, is different. Therefore,
experts emphasize the urgency of carrying out, within the law, measures aimed at
overcoming the destructive impact of information. Because such influence contains a
violent component against the individual and society in general. It should be noted
that even when identifying information with a violent component, it is difficult to
find the original source of information or to prosecute the author of the original
source or the one who transformed the information from positive to destructive. The
fact is that this “source of violence” may be located in another part of the globe, where
such submission of information does not contain elements of violation of the law.
Therefore, he cannot be prosecuted.
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