
Issue 4(46) 2019

ISSN 2072–8670 (Print) ÍÀÓÊÀ ² ÏÐÀÂÎÎÕÎÐÎÍÀ
NAUKA I PRAVOOKHORONA

Issue 4(46) 2019    http://naukaipravoohorona.com/
399

ÓÄÊ 342.951(477)
Îíîïð³ºíêî Ñòàí³ñëàâ Ãðèãîðîâè÷,

êàíäèäàò þðèäè÷íèõ íàóê,
ñòàðøèé âèêëàäà÷ êàôåäðè

Â³éñüêîâîãî ³íñòèòóòó Êè¿âñüêîãî
íàö³îíàëüíîãî óí³âåðñèòåòó ³ìåí³ Òàðàñà Øåâ÷åíêà

ORCID ID 0000-0002-5524-1798

ÏÐÎÒÈÄ²ß ÇÀÃÐÎÇÀÌ ÍÀÖ²ÎÍÀËÜÍ²É ÁÅÇÏÅÖ²
Â ²ÍÔÎÐÌÀÖ²ÉÍ²É ÑÔÅÐ²: ÏÐÀÂÎÂÈÉ ÀÑÏÅÊÒ

Ñòàòòÿ ì³ñòèòü àíàë³ç òåíäåíö³é ó ñôåð³ ïðîòèä³¿ çàãðîçàì íàö³îíàëüíî¿
áåçïåêè. Àâòîð îá´ðóíòîâóº, ùî îñîáëèâ³ñòþ ñó÷àñíîãî ñóñï³ëüñòâà º ðîçâèòîê
³íôîðìàö³éíèõ òåõíîëîã³é, ÿê³ äîçâîëÿþòü çíà÷íî øâèäøå çä³éñíþâàòè âèðîáíè÷³
îïåðàö³¿, ùî çàéìàëè âåëèêó ê³ëüê³ñòü ÷àñó òà çóñèëü.

Çðîáëåíî âèñíîâîê, ùî çàçíà÷åíèé çàêîí º á³ëüø äîñêîíàëèì, í³æ ïîïåðåäí³é
çàêîíîäàâ÷èé àêò, âîäíî÷àñ ó íüîìó çàëèøèëàñü âåëèêà ê³ëüê³ñòü ïðîãàëèí, ïîâ’ÿçà-
íèõ ³ç âèçíà÷åííÿì îñîáëèâîñòåé çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè.

Êëþ÷îâ³ ñëîâà: ³íôîðìàö³éíà áåçïåêà,  íàö³îíàëüíà áåçïåêà, ñåêòîð áåçïåêè
³ îáîðîíè, ³íôîðìàö³éíå çàêîíîäàâñòâî, ïðàâîâèé ìåõàí³çì, ³íôîðìàö³éí³ òåõíîëîã³¿.

Ïðîáëåìè çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè º ñüîãîäí³ íàäçâè÷àéíî
âàæëèâèìè, îñê³ëüêè Óêðà¿íà – öå äåðæàâà, ÿêà ïîòåðïàº â³ä àãðåñ³¿ Ðîñ³éñüêî¿
Ôåäåðàö³¿, ó òîìó ÷èñë³ â ³íôîðìàö³éí³é ñôåð³. ²íôîðìàö³éí³ â³éíè, ÿê³ âåäóòüñÿ
ñüîãîäí³, ïðèéøëè íà çì³íó êëàñè÷í³é çáðîéí³é àãðåñ³¿, à áîðîòüáà çà ñâ³äîì³ñòü
òà ìîæëèâ³ñòü óïðàâëÿòè ïîâåä³íêîþ îêðåìèõ ëþäåé, âåëèêèõ ñîö³àëüíèõ ãðóï,
ïðåäñòàâíèê³â äåðæàâíèõ îðãàí³â º á³ëüø âàãîìîþ, í³æ ìîæëèâ³ñòü ñïðè÷èíÿòè
áåçïîñåðåäíþ øêîäó æèòòþ òà çäîðîâ’þ â³éñüêîâîñëóæáîâö³â òà îá’ºêòàì êðèòè÷íî¿
³íôðàñòðóêòóðè. Òîìó ³íôîðìàö³éíà áåçïåêà ñüîãîäí³ ïîñòàº ÿê íàéá³ëüø âàæëèâà
ìåòà îðãàí³çàö³¿ ñóñï³ëüíèõ â³äíîñèí, äî âò³ëåííÿ ÿêî¿ ïðàãíóòü ³ íàóêîâö³, ³
ïîë³òèêè, ³ ïðåäñòàâíèêè ãðîìàäÿíñüêîãî ñóñï³ëüñòâà.

Âîäíî÷àñ, íåçâàæàþ÷è íà òå ùî ïèòàííÿ ³íôîðìàö³éíî¿ áåçïåêè çíàõîäèëè
ñâîº â³äîáðàæåííÿ â ðîáîòàõ ².Â. Àð³ñòîâî¿, Ê.². Áºëÿêîâà, Î.Î. Çîëîòàð, Ä.Î. Êðà-
ñ³êîâà, Á.À. Êîðìè÷à, Î.Â. Îë³éíèêà òà ³íøèõ àâòîð³â, ïèòàííÿ ïðîòèä³¿ çàãðîçàì
íàö³îíàëüí³é áåçïåö³ â ³íôîðìàö³éí³é ñôåð³ äîñë³äæåíî ùå íåäîñòàòíüî.

Ìåòîþ íàïèñàííÿ ñòàòò³ º âèçíà÷åííÿ îñîáëèâîñòåé ïðàâîâèõ àñïåêò³â ïðîòèä³¿
çàãðîçàì íàö³îíàëüí³é áåçïåö³ â ³íôîðìàö³éí³é ñôåð³.

Îñîáëèâ³ñòþ ñó÷àñíîãî ñóñï³ëüñòâà º ðîçâèòîê ³íôîðìàö³éíèõ òåõíîëîã³é,
ÿê³ äîçâîëÿþòü çä³éñíþâàòè ò³ âèðîáíè÷³ îïåðàö³¿, ÿê³ çàéìàëè âåëèêó ê³ëüê³ñòü
÷àñó òà çóñèëü, çíà÷íî øâèäøå, çàîùàäæóþ÷è ëþäñüê³, ÷àñîâ³ òà ³íø³ ìàòåð³àëüí³
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ðåñóðñè. Ðàçîì ç òèì, ³íôîðìàòèçàö³ÿ áàãàòüîõ ïðîöåñ³â ÿê ó ñôåð³ ñóñï³ëüíîãî
âèðîáíèöòâà, îñâ³òè, òàê ³ â ³íøèõ ñôåðàõ, ñïðèÿëà âèíèêíåííþ ÿâèùà íàäì³ðíî¿
çàëåæíîñò³ ëþäèíè â³ä ³íñòðóìåíò³â, çà äîïîìîãîþ ÿêèõ âîíà ìàº ñüîãîäí³ çìîãó
âèêîíóâàòè ñâî¿ ôóíêö³îíàëüí³ îáîâ’ÿçêè, ïðèéìàòè ³íôîðìîâàí³ ð³øåííÿ ó âñ³õ
ñôåðàõ æèòòºä³ÿëüíîñò³, ðåàë³çóâàòè ñâîþ åëåêòîðàëüíó òà ³íøó ïîë³òè÷íó àêòèâ-
í³ñòü. Íà æàëü, ³íôîðìàòèçàö³ÿ ñüîãîäí³ ïîðîäæóº ïåâíó çàëåæí³ñòü ëþäèíè â³ä
ñïîñîá³â çä³éñíåííÿ òèõ îïåðàö³é, ÿê³ ðàí³øå äîâîäèëîñÿ ðîáèòè ñàìîñò³éíî, à
ñüîãîäí³ ¿õ âèêîíàííÿ ìèòòºâî ðåàë³çóºòüñÿ çà äîïîìîãîþ øàáëîííèõ àëãîðèòì³â.
ßê ñïðàâåäëèâî âêàçóº Â.Î. Ê³ð’ÿí, ³íôîðìàö³éíå ñóñï³ëüñòâî ïðèçâåëî äî åêñïî-
íåíö³éíîãî çá³ëüøåííÿ çâ’ÿçê³â ì³æ åëåìåíòàìè íîâèõ ñîö³àëüíèõ ñèñòåì, ùî, ó
ñâîþ ÷åðãó, ïîºäíàíå ³ç ïðîöåñàìè íåë³í³éíîñò³ êóëüòóðè, òðàíñôîðìàö³ºþ çâè÷àé-
íèõ ñîö³àëüíèõ ñèñòåì, ãëîáàë³çàö³ºþ òà åòí³çàö³ºþ ñîö³àëüíèõ ïðîöåñ³â, ïðèçâîäèòü
äî çá³ëüøåííÿ íå ò³ëüêè ê³ëüêîñò³, à é ÿêîñò³ çàãðîç. Äåäàë³ çðîñòàþ÷à çàëåæí³ñòü
â³ä ³íôîðìàö³éíèõ òåõíîëîã³é, ÿê³ âèðîáëÿþòüñÿ ïîçà ìåæàìè Óêðà¿íè, ñòâîðþº
äîäàòêîâ³ çàãðîçè çàëåæíîñò³ â³ä ÷óæèõ ³íôîðìàö³éíèõ òåõíîëîã³é. Îñíîâîþ ñó÷àñ-
íèõ ðåàëüíèõ ê³áåðíåòè÷íèõ çàãðîç, òîáòî çàãðîç, ñòâîðåíèõ øòó÷íèì ³íòåëåêòîì,
çàãðîç ê³áåðíåòè÷íîãî õàðàêòåðó, â ÿêèõ ëþäèíà íå áåðå ó÷àñòü, âèñòóïàº çäàòí³ñòü
öèõ ñèñòåì äî ñàìîñò³éíîãî íàâ÷àííÿ ÷åðåç íàêîïè÷åííÿ ìàñèâ³â ³íôîðìàö³¿ òà
ãîòîâèõ ìàòðèöü ¿õ âèð³øåííÿ çàëåæíî â³ä òèõ ÷è ³íøèõ ïàðàìåòð³â, çäàòíîñò³
ïåðåáóäîâóâàòè ìåòîäè âèð³øåííÿ çàäà÷, à ãîëîâíå – çäàòí³ñòü äî ñàìîñò³éíîãî
ôîðìóâàííÿ òàêèõ çàäà÷ ³ç ïîäàëüøèì âèçíà÷åííÿì ìåòîä³â ³ íàñòóïíèì ¿õ âèð³-
øåííÿì, òîáòî çäàòí³ñòü äî ñàìî òâîðåííÿ [1, ñ. 38].

Äëÿ òîãî, ùîá îòðèìàòè ïåâíó ³íôîðìàö³þ, ëþäèíà âæå íå ïîòðåáóº ñàìîñò³é-
íî çàñòîñîâóâàòè ñâî¿ íàâè÷êè àíàë³çó òà ñèíòåçó, çàñòîñîâóâàòè âì³ííÿ ìîäåëþâàòè
ïåâí³ âàð³àíòè ðîçâèòêó ïîä³é. Çàñîáè ïðîãðàìíîãî çàáåçïå÷åííÿ, ÿê³ âì³º ñüîãîäí³
âèêîðèñòîâóâàòè ïðàêòè÷íî áóäü-ÿêà ëþäèíà, ùî çàéìàºòüñÿ íåô³çè÷íîþ ïðàöåþ,
ðîáëÿòü àíàë³òè÷í³ îïåðàö³¿ çíà÷íî øâèäøå, ³, ãîëîâíå, çíà÷íî ÿê³ñí³øå (çà óìîâè
êîðåêòíîãî çàñòîñóâàííÿ, áåçóìîâíî). ßê íàñë³äîê, âèíèêàº â³ä÷óæåííÿ ëþäèíè
â³ä çàñîá³â âèðîáíèöòâà, ïðàö³âíèê ïåðåòâîðþºòüñÿ íà ïàñèâíèé äîäàòîê äî ïåâíèõ
ïðîãðàì, ââîäÿ÷è â íèõ ïåâí³ â³äîìîñò³ òà äàí³, îòðèìóþ÷è òà ðîçäðóêîâóþ÷è
ðåçóëüòàòè ¿õ àíàë³çó, íå ðîçóì³þ÷è íàâ³òü ïðèíöèïîâ³ çàñàäè îáðîáëåííÿ
³íôîðìàö³¿.

Çà òàêèõ óìîâ ï³äâèùóºòüñÿ â³êòèìí³ñòü íàéá³ëüø âðàçëèâî¿ ÷àñòèíè áóäü-
ÿêî¿ ñèñòåìè ³íôîðìàö³éíî¿ áåçïåêè – ëþäèíè. Äîñòàòíüî äèñòàíö³éíîãî êîðè-
ãóâàííÿ ïðîãðàìíîãî çàáåçïå÷åííÿ (à âîíî, ÿê ìè ïàì’ÿòàºìî, ñòâîðþºòüñÿ ïåðå-
âàæíî çà ìåæàìè Óêðà¿íè) – ³ ôóíêö³îíóâàííÿ àòîìíèõ åëåêòðîñòàíö³é àáî ïî-
â³òðÿíèé ðóõ çàçíàþòü êîðèãóâàííÿ, ö³ë³ ÿêîãî ìîæóòü áóòè äàëåêèìè â³ä ìèðíèõ.

Îêðåìî ñë³ä ñêàçàòè ïðî ð³âåíü ³íôîðìàö³éíî¿ êóëüòóðè â³éñüêîâîñëóæáîâö³â.
ßê ñïðàâåäëèâî âêàçóþòü ².Ì. Êîðîïàòí³ê ³ ².Ì. Øîï³íà, ñïðîìîæí³ñòü Çáðîéíèõ
Ñèë Óêðà¿íè ñâîº÷àñíî â³äïîâ³äàòè íà âèêëèêè ÷àñó, ïðîôåñ³îíàë³çàö³ÿ ñèë
îáîðîíè, åôåêòèâí³ñòü âèêîíàííÿ â³éñüêîâîñëóæáîâöÿìè ñëóæáîâî-áîéîâèõ
çàâäàíü ìàþòü ñâîºþ íåîáõ³äíîþ óìîâîþ ï³äâèùåííÿ ð³âíÿ ³íôîðìàö³éíî¿ êóëü-
òóðè ðÿäîâîãî òà êîìàíäíîãî ñêëàäó íà ö³íí³ñíîìó, ñâ³òîãëÿäíîìó òà ä³ÿëüí³ñíîìó
ð³âíÿõ. Îñîáëèâó âàæëèâ³ñòü ìàº, íà äóìêó àâòîð³â, êåðîâàí³ñòü ïðîöåñîì ¿¿ ôîð-
ìóâàííÿ òà çì³öíåííÿ, ùî âèìàãàº: âèçíà÷åííÿ êëþ÷îâèõ ³íäèêàòîð³â íàÿâíîãî
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ð³âíÿ ³íôîðìàö³éíî¿ êóëüòóðè ÿê íà ³íäèâ³äóàëüíîìó, òàê ³ íà îðãàí³çàö³éíîìó
ð³âí³, ñèñòåìàòè÷íîãî ïðîâåäåííÿ ìîí³òîðèíãó ç ìåòîþ âèçíà÷åííÿ äèíàì³êè
òàêèõ ³íäèêàòîð³â; à òàêîæ ïðàâîâîãî çàêð³ïëåííÿ êîìïëåêñó çàõîä³â ùîäî ðîçâèòêó
³íôîðìàö³éíî¿ êóëüòóðè ó Çáðîéíèõ Ñèëàõ Óêðà¿íè íà ð³âí³ äîâãîñòðîêîâî¿ ïðî-
ãðàìè, äî âèêîíàííÿ ÿêî¿ äîö³ëüíî çàëó÷èòè, îêð³ì âíóòð³øíüîâ³äîì÷èõ, ðåñóðñè
ãðîìàäÿíñüêîãî ñóñï³ëüñòâà, ùî çàáåçïå÷èòü á³ëüø îá’ºêòèâíó îö³íêó îòðèìàíèõ
ðåçóëüòàò³â [2, ñ. 53]. Ïîâí³ñòþ ïîãîäæóþ÷èñü ç âèçíà÷åíîþ àâòîðàìè íåîáõ³äí³ñòþ
çä³éñíþâàòè ðîáîòó ùîäî ôîðìóâàííÿ ð³âíÿ ³íôîðìàö³éíî¿ êóëüòóðè â³éñüêîâî-
ñëóæáîâö³â íà ñâ³òîãëÿäíîìó, ö³íí³ñíîìó òà ä³ÿëüí³ñíîìó ð³âíÿõ, àêöåíòóºìî
óâàãó íà ñèñòåìíîñò³ òà ñèñòåìàòè÷íîñò³ òàêî¿ ðîáîòè. Àâðàëüí³ ìåòîäè íà êøòàëò
ïðîâåäåííÿ âè¿çíèõ ëåêö³é òà ñåì³íàð³â ìàþòü íåäîñòàòí³é ð³âåíü åôåêòèâíîñò³,
ÿêùî íå ñóïðîâîäæóþòüñÿ ó ìàéáóòíüîìó ïåâíèì ñóïåðâ³éç³éíèì ìîí³òîðèíãîì
(çà âñòàíîâëåíèìè ïåäàãîã³÷íîþ íàóêîþ çàêîíîì³ðíîñòÿìè, ÿêùî çíàííÿ íå
ïîâ’ÿçàí³ ç ïðàêòè÷íèì çàñâîºííÿì, âèðîáëåííÿì âì³íü òà íàâè÷îê, òî â ñåðåäíüîìó
÷åðåç 6 äí³â ó ïàì’ÿò³ çàëèøàºòüñÿ íå á³ëüø í³æ 20% îòðèìàíî¿ ³íôîðìàö³¿).

Âðàõîâóþ÷è ê³ëüê³ñòü îñ³á, âèêîíóþ÷èõ ñâî¿ ôóíêö³îíàëüí³ îáîâ’ÿçêè â
ñåêòîð³ áåçïåêè ³ îáîðîíè, à òàêîæ îñîáëèâó âàæëèâ³ñòü â³äíîñèí, ó ÿêèõ âîíè
áåðóòü ó÷àñòü, äëÿ çáåðåæåííÿ òåðèòîð³àëüíî¿ ö³ë³ñíîñò³, íåäîòîðêàíîñò³ òà äåðæàâ-
íîãî ñóâåðåí³òåòó íàøî¿ äåðæàâè áóëî á ëîã³÷íî óÿâèòè, ùî çàâäàííÿ çàáåçïå÷åííÿ
¿õ îñîáèñòî¿ ³íôîðìàö³éíî¿ áåçïåêè çíàéøëî ñâîº â³äîáðàæåííÿ ó Çàêîí³ Óêðà¿íè
“Ïðî íàö³îíàëüíó áåçïåêó Óêðà¿íè”, ÿêèé âèçíà÷àº îñíîâè òà ïðèíöèïè íàö³îíàëü-
íî¿ áåçïåêè ³ îáîðîíè, ö³ë³ òà îñíîâí³ çàñàäè äåðæàâíî¿ ïîë³òèêè, ùî ãàðàíòóâà-
òèìóòü ñóñï³ëüñòâó ³ êîæíîìó ãðîìàäÿíèíó çàõèñò â³ä çàãðîç, ÿêèì âèçíà÷àþòüñÿ
òà ðîçìåæîâóþòüñÿ ïîâíîâàæåííÿ äåðæàâíèõ îðãàí³â ó ñôåðàõ íàö³îíàëüíî¿ áåçïåêè
³ îáîðîíè, ñòâîðþºòüñÿ îñíîâà äëÿ ³íòåãðàö³¿ ïîë³òèêè òà ïðîöåäóð îðãàí³â äåðæàâ-
íî¿ âëàäè, ³íøèõ äåðæàâíèõ îðãàí³â, ôóíêö³¿ ÿêèõ ñòîñóþòüñÿ íàö³îíàëüíî¿ áåçïåêè
³ îáîðîíè, ñèë áåçïåêè ³ ñèë îáîðîíè, âèçíà÷àºòüñÿ ñèñòåìà êîìàíäóâàííÿ, êîíòðî-
ëþ òà êîîðäèíàö³¿ îïåðàö³é ñèë áåçïåêè ³ ñèë îáîðîíè, çàïðîâàäæóºòüñÿ âñåîñÿæíèé
ï³äõ³ä äî ïëàíóâàííÿ ó ñôåðàõ íàö³îíàëüíî¿ áåçïåêè ³ îáîðîíè, çàáåçïå÷óþ÷è ó
òàêèé ñïîñ³á äåìîêðàòè÷íèé öèâ³ëüíèé êîíòðîëü íàä îðãàíàìè òà ôîðìóâàííÿìè
ñåêòîðó áåçïåêè ³ îáîðîíè [3]. Àëå àíàë³ç öüîãî çàêîíó ñâ³ä÷èòü, ùî ïèòàííÿ îñî-
áèñòî¿ ³íôîðìàö³éíî¿ áåçïåêè ïðåäñòàâíèê³â ñåêòîðó áåçïåêè ³ îáîðîíè çíàõîäÿòüñÿ
ïîçà ìåæàìè ïðàâîâîãî ðåãóëþâàííÿ. Òàêà æ ñèòóàö³ÿ ìàº ì³ñöå ç ïîëîæåííÿìè
Çàêîíó Óêðà¿íè “Ïðî îñíîâí³ çàñàäè çàáåçïå÷åííÿ ê³áåðáåçïåêè Óêðà¿íè”, ÿêèé
âèçíà÷àº ïðàâîâ³ òà îðãàí³çàö³éí³ îñíîâè çàáåçïå÷åííÿ çàõèñòó æèòòºâî âàæëèâèõ
³íòåðåñ³â ëþäèíè ³ ãðîìàäÿíèíà, ñóñï³ëüñòâà òà äåðæàâè, íàö³îíàëüíèõ ³íòåðåñ³â
Óêðà¿íè ó ê³áåðïðîñòîð³, îñíîâí³ ö³ë³, íàïðÿìè òà ïðèíöèïè äåðæàâíî¿ ïîë³òèêè
ó ñôåð³ ê³áåðáåçïåêè, ïîâíîâàæåííÿ äåðæàâíèõ îðãàí³â, ï³äïðèºìñòâ, óñòàíîâ,
îðãàí³çàö³é, îñ³á òà ãðîìàäÿí ó ö³é ñôåð³, îñíîâí³ çàñàäè êîîðäèíàö³¿ ¿õíüî¿
ä³ÿëüíîñò³ ³ç çàáåçïå÷åííÿ ê³áåðáåçïåêè [4]. Ïðîòå îñîáèñò³ñòü ëþäèíè âêàçàíèì
çàêîíîì íå â³äíåñåíà í³ äî îá’ºêò³â ê³áåðáåçïåêè, í³ äî îá’ºêò³â ê³áåðçàõèñòó.
Îòæå, ñêëàëàñÿ ñèòóàö³ÿ, çà ÿêî¿ óâàãà äåðæàâè ñïðÿìîâàíà ïåðåâàæíî íà âäî-
ñêîíàëåííÿ òåõí³÷íèõ çàñîá³â çàõèñòó ³íôîðìàö³¿, òîä³ ÿê íàéá³ëüø âðàçëèâà
ñêëàäîâà áóäü-ÿêî¿ ñèñòåìè ³íôîðìàö³éíî¿ áåçïåêè – ëþäñüêà îñîáèñò³ñòü – íàâ³òü
íå ðîçãëÿäàºòüñÿ ÿê ö³íí³ñòü, ÿêó äåðæàâà ìàº çàõèùàòè, õî÷à á äëÿ òîãî, ùîá ó
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ïåâíèé ìîìåíò íå ïðèïèíèòè ñâîº ñóâåðåííå ³ñíóâàííÿ (íå êàæó÷è âæå ïðî
çàãàëüíîëþäñüê³ ãóìàí³ñòè÷í³ ³äåàëè).

Áåçóìîâíî, Çàêîí Óêðà¿íè “Ïðî íàö³îíàëüíó áåçïåêó Óêðà¿íè” º á³ëüø
äîñêîíàëèì, í³æ ïîïåðåäí³é çàêîíîäàâ÷èé àêò, âîäíî÷àñ ó íüîìó çàëèøèëàñü
âåëèêà ê³ëüê³ñòü ïðîãàëèí, ïîâ’ÿçàíèõ ³ç âèçíà÷åííÿì îñîáëèâîñòåé çàáåçïå÷åííÿ
³íôîðìàö³éíî¿ áåçïåêè Ïîäîëàííÿ âêàçàíèõ âàä ³ ïðîãàëèí º óìîâîþ òà íåîáõ³äíèì
ôàêòîðîì äëÿ ñòâîðåííÿ íàä³éíîãî ìåõàí³çìó çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè
â Óêðà¿í³.

Íà ï³äñòàâ³ âêàçàíîãî âèùå ìîæíà çðîáèòè òàê³ âèñíîâêè. Ïî-ïåðøå, ïðîáëåìà
ïðîòèä³¿ ³íôîðìàö³éíèì çàãðîçàì ó ñôåð³ íàö³îíàëüíî¿ áåçïåêè º ñüîãîäí³ íàéâàæ-
ëèâ³øîþ äëÿ çàáåçïå÷åííÿ äåðæàâíîãî ñóâåðåí³òåòó, òåðèòîð³àëüíî¿ ö³ë³ñíîñò³ òà
íåçàëåæíîñò³ íàøî¿ äåðæàâè. Îòæå, íà ¿¿ âèð³øåííÿ ìàþòü áóòè ñïðÿìîâàí³ çó-
ñèëëÿ îðãàí³â äåðæàâíî¿ âëàäè òà ì³ñöåâîãî ñàìîâðÿäóâàííÿ, íàóêîâö³â, óñ³õ àê-
òèâíèõ ñóá’ºêò³â ãðîìàäÿíñüêîãî ñóñï³ëüñòâà. Ïî-äðóãå, çàêîíîäàâñòâî, ÿêå ðåãóëþº
ïèòàííÿ, ïîâ’ÿçàí³ ³ç çàáåçïå÷åííÿì íàö³îíàëüíî¿ áåçïåêè â ³íôîðìàö³éí³é ñôåð³,
âèð³çíÿºòüñÿ ñóïåðå÷ëèâ³ñòþ, íàÿâí³ñòþ âåëèêî¿ ê³ëüêîñò³ ïðîãàëèí, ùî íå äîçâî-
ëÿº âèçíà÷èòè ïðàâîâèé ñòàòóñ, ñôåðó ïðàâ, îáîâ’ÿçê³â òà â³äïîâ³äàëüíîñò³ ñóá’ºêò³â,
ä³ÿëüí³ñòü ÿêèõ ìàº çàáåçïå÷óâàòè íàö³îíàëüíó áåçïåêó â ³íôîðìàö³éí³é
ñôåð³.

²íøèì àñïåêòîì ö³º¿ ïðîáëåìè º ïîñò³éíå ðåôîðìóâàííÿ îðãàí³â, êîìïåòåíò-
íèõ ó ñôåð³ âèêîíàííÿ çàâäàíü çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè. Òàê, ñòâîðåííÿ,
à ïîò³ì ë³êâ³äàö³ÿ Ì³í³ñòåðñòâà ³íôîðìàö³éíî¿ ïîë³òèêè Óêðà¿íè ëèøå ñïðèÿëî,
íà íàøó äóìêó, ìàðíîìó âèòðà÷àííþ íàäçâè÷àéíî âåëèêî¿ ê³ëüêîñò³ äåðæàâíèõ
êîøò³â, àëå íå äîçâîëèëà ñòâîðèòè íàëåæíèé äîñâ³ä óïðàâë³íñüêî¿ ïðàêòèêè, âè-
êîðèñòàííÿ ÿêîãî ìîãëî ñòâîðþâàòè ïåâí³ ïåðåøêîäè äëÿ ³íôîðìàö³éíî¿ àãðåñ³¿
Ðîñ³éñüêî¿ Ôåäåðàö³¿. Ñòâîðåííÿ íîâèõ îðãàí³â ïóáë³÷íî¿ âëàäè, êîìïåòåíö³ÿ
ÿêèõ ñòîñóºòüñÿ çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè, íà æàëü, òàêîæ íå ñóïðîâîä-
æóþòüñÿ çàëó÷åííÿì ôàõ³âö³â ó ö³é ñôåð³, çîêðåìà, íàóêîâö³â, ÿê³ ðîçðîáèëè
êîíöåïö³þ ³íôîðìàö³éíî¿ áåçïåêè íàøî¿ äåðæàâè. Ñïîä³âàºìîñü, ùî õàîòè÷íîñò³
òà áåçñèñòåìíîñò³ ï³äõîäó äî ïðîáëåì ïðàâîâîãî çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåç-
ïåêè ñåêòîðó áåçïåêè ³ îáîðîíè ïðèéäå íà çì³íó âèâàæåíå òà â³äïîâ³äàëüíå ñòàâ-
ëåííÿ äî çàõèñòó íàéá³ëüø ö³ííî¿ ñêëàäîâî¿ âêàçàíî¿ ñôåðè – ëþäèíè ³ ãðîìàäÿíèíà.
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COUNTERING THREATS TO NATIONAL SECURITY
IN THE INFORMATION SPHERE: THE LEGAL ASPECT

The article contains an analysis of trends in countering threats to national
security. The author substantiates that the peculiarity of modern society is the
development of information technologies that allow much faster production operations
that previously took a lot of time and effort. Such trends can save human, temporary
and other material resources. At the same time, informatization contributed to the
emergence of the phenomenon of an excessive dependence of a person on information
technology, with the help of which he is now able to fulfill his functional duties. A
person becomes alienated from the means of production, the employee turns into a
passive application to certain programs, entering certain information and data into
them, receiving and printing the results of their analysis, and not understanding even
the fundamental principles of information processing.

The author substantiates that under such conditions the victimization of the
most vulnerable part of any information security system - the human being - increases.

The article contains an analysis of the provisions of the Law of Ukraine “On
National Security of Ukraine”. The author claims that the said law is more perfect
than the previous legislative act, but at the same time a large number of gaps
remained in it related to determining the features of ensuring information security.
Overcoming these shortcomings and gaps is a condition and a necessary factor for
creating a reliable mechanism for ensuring information security in Ukraine.

The author concludes that the problem of countering information threats in the
field of national security is today the most important for ensuring state sovereignty,
territorial integrity and independence of our state. The efforts of state authorities and
local self-government, scientists, all active subjects of civil society should be aimed at
solving this problem. The legislation regulating issues related to ensuring national
security in the information sphere is notable for its inconsistency, the presence of a
large number of gaps, and it does not allow determining the legal status, scope of
rights, duties and responsibilities of entities whose activities should ensure national
security in the information sphere.

Keywords: information security, national security, security and defense sector,
information legislation, legal mechanism, information technology.
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