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BUMHEHHS 3JI0YMHY 0c00a BYMHIOE JIErajbHi [ii: OTPUMYy€ HAaBUYKU POOOTH Ha KOMII'IOTEPI,
KyIly€ MeBHe KOMITIoTepHe 00JiaJiHaHHs, CTBOPIOE MPOTpaMK Jisi POOOTH 3 HUM, i TOMY
HEMOJKJIMBO CTBEP/KYBATH, 10 0COOA TOTYETHCS [0 BUMHEHHS 3JIOUHHY.

Oxpim 115010, 3aKkoH YKpainu “IIpo omepaTuBHO-PO3IIYKOBY MisLIbHICT” y cTarTi 8
nepeabavac MeBHi MpaBa onepaTUBHUX MiZAPO3/IITiB, sIKi peali3yloThCs IIJISIXOM TPOBEICHHS
OTIEPATUBHO-PO3IIYKOBUX 3aXO/iB Ta HETJACHUX CJiquux (po3iykoBux) aiil [6]. Anami-
3yI0UM CY4YaCHY PeIaKilifo 3a3HaYe€HOTO J3aKOHY, MOKHa JiTH JIOTIYHOTO BUCHOBKY, IO
mpaBa, 3a3HavyeHi B MyHKTaX, y SAKUX MPUCYTHE TTOCUJIAHHS HAa KOHKPeTHY cTarTio Kpuwmi-
HAJBHOTO TIPOIECYATbHOIO KoJAeKCcy YKpairu [5], MOXyTh OyTH peasisoBaHi BUKIIOYHO
msixom nposegeras HC(P)/. To6to B mpoleci onepaTuBHOIO IMOLIYKY, IIEPEBIPKH Iep-
BUHHOI iH(opMaIlii, a TakoK ornepaTuBHOI po3poOKK 0cCi0, sIKi TOTYIOTh KpUMiHAJIbHE TIpa-
BOIIOPYILIEHHSI, MOKYTb peasi3yBaTUCs BUKJIOYHO I[IpaBa OIEPATUBHUX IIAPO3/iJiB, 10
3a3HaveHi B myHKTax crarti 8§ 3akony Ykpainu “IIpo onepaTuBHO-PO3NIYKOBY JisIbHICTD”
[6].

IlizcymoBytoun BuKJa/eHe, 3a3HAYAEMO, 1110 PO3CJIiIyBaHHS 3JI0UNHIB, [0 BUMHSIOTH-
ca y cepi 6aHKIBCHKUX eJIeKTPOHHUX ILIATEXKIB, Ma€ cBOi ocobanBocTi. BusHauyeHi o3Haku
3JI0YMHIB, 10 BYMHSIOTHCS y chepi OaHKIBCHKUX €JIEKTPOHHUX IIATEKIB, € TMPAKTUIHO
3HAUYMMWUMU B JiSJIbHOCTI 3 PO3CJi/lyBaHHSI 3JIOUMHIB, BUMHIOBAaHUX Yy cdepi 0aHKiBCHKUX
eJIEKTPOHHUX PO3paxyHKiB Ta matexiB. [IpoananizoBani 06’ekTuBHI Ta Cy6’€KTUBHI
(hakTOpU AOTOMOKYTH TpAIliBHUKAM TPABOOXOPOHHUX OpraHiB e(eKTUBHO BUPINIyBaTH
opraHisaiiiiHi nuTaHHs NIOJ0 PO3CJi/lyBaHHSl 3JI0YMHIB I1i€i Kareropii.
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FEATURES OF INVESTIGATORS OF CRIMES COMMITTED IN THE SPHERE
OF BANK ELECTRONIC PAYMENTS

Paper considers the investigation of peculiarities of the study of crimes committed
in the field of bank electronic payments. The legal conflict regarding granting the right of
an investigator to carry out investigative actions is analyzed. The signs of a crime in the
field of bank electronic payments are investigated. The signs of such an offense include:
self-interest; illegal actions and behavior (action) prohibited by law; royalty-free
appropriation; seizure and (or) appeal for the benefit of the perpetrator or other persons
of the stolen money; damnification of the owner; legal protection of information accessed
by third parties; the fact of unlawful access to information with the possibility of obtaining
information and its use; modifying or copying information. The objective and subjective
factors influencing investigative situations of this category of crime are determined. The
formation of investigative situations in the investigation of this type of crime is influenced
by both objective and subjective factors, which depend on a number of factors, namely:

— the need to involve persons with special knowledge in the field of computer
technologies and knowledge of the procedure and rules for accounting for financial and
business operations carried out in an automated way, including the procedure and rules
for the use of electronic payment facilities and systems, during the conduct of investigators
( detective) actions and operational-search activities;

— the need for studying in the process of revealing this type of crime a large amount
of data, which is mainly in electronic form; in this regard, special importance is given to
data and registers about the transmission and reception of electronic means, other sources
of information on the transfer or exchange of such means;

— a shortage of time and dynamism of the situation in the network environment,
due to the limited storage of server memory, which does not allow to keep technical
information on network interactions of computers, other information of evidence and
orientation; the high variability of individual types of evidence in an electronic form (for
example, many arrays of official information are organized in such a way that new
information overwrites the old in a continuous cycle);

— an elimination of counteraction to an investigation in which criminals carry out
actions to conceal traces of a crime which are in electronic form.

An important role in the formation of investigative situations of objective factors is
noted, since they can not be eliminated by the actions of investigators or operational
units.

The findings are practically significant in the investigation of crimes committed in
the field of banking electronic payments and payments and can help law enforcement
officers to deal effectively with organizational issues related to the investigation of crimes
in this category.
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