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â÷èíåííÿ çëî÷èíó îñîáà â÷èíþº ëåãàëüí³ ä³¿: îòðèìóº íàâè÷êè ðîáîòè íà êîìï’þòåð³,
êóïóº ïåâíå êîìï’þòåðíå îáëàäíàííÿ, ñòâîðþº ïðîãðàìè äëÿ ðîáîòè ç íèì, ³ òîìó
íåìîæëèâî ñòâåðäæóâàòè, ùî îñîáà ãîòóºòüñÿ äî â÷èíåííÿ çëî÷èíó.

Îêð³ì öüîãî, Çàêîí Óêðà¿íè “Ïðî îïåðàòèâíî-ðîçøóêîâó ä³ÿëüí³ñòü” ó ñòàòò³ 8
ïåðåäáà÷àº ïåâí³ ïðàâà îïåðàòèâíèõ ï³äðîçä³ë³â, ÿê³ ðåàë³çóþòüñÿ øëÿõîì ïðîâåäåííÿ
îïåðàòèâíî-ðîçøóêîâèõ çàõîä³â òà íåãëàñíèõ ñë³ä÷èõ (ðîçøóêîâèõ) ä³é [6]. Àíàë³-
çóþ÷è ñó÷àñíó ðåäàêö³þ çàçíà÷åíîãî Çàêîíó, ìîæíà ä³éòè ëîã³÷íîãî âèñíîâêó, ùî
ïðàâà, çàçíà÷åí³ â ïóíêòàõ, ó ÿêèõ ïðèñóòíº ïîñèëàííÿ íà êîíêðåòíó ñòàòòþ Êðèì³-
íàëüíîãî ïðîöåñóàëüíîãî êîäåêñó Óêðà¿íè [5], ìîæóòü áóòè ðåàë³çîâàí³ âèêëþ÷íî
øëÿõîì ïðîâåäåííÿ ÍÑ(Ð)Ä. Òîáòî â ïðîöåñ³ îïåðàòèâíîãî ïîøóêó, ïåðåâ³ðêè ïåð-
âèííî¿ ³íôîðìàö³¿, à òàêîæ îïåðàòèâíî¿ ðîçðîáêè îñ³á, ÿê³ ãîòóþòü êðèì³íàëüíå ïðà-
âîïîðóøåííÿ, ìîæóòü ðåàë³çóâàòèñÿ âèêëþ÷íî ïðàâà îïåðàòèâíèõ ï³äðîçä³ë³â, ùî
çàçíà÷åí³ â ïóíêòàõ ñòàòò³ 8 Çàêîíó Óêðà¿íè “Ïðî îïåðàòèâíî-ðîçøóêîâó ä³ÿëüí³ñòü”
[6].

Ï³äñóìîâóþ÷è âèêëàäåíå, çàçíà÷àºìî, ùî ðîçñë³äóâàííÿ çëî÷èí³â, ùî â÷èíÿþòü-
ñÿ ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â, ìàº ñâî¿ îñîáëèâîñò³. Âèçíà÷åí³ îçíàêè
çëî÷èí³â, ùî â÷èíÿþòüñÿ ó ñôåð³ áàíê³âñüêèõ åëåêòðîííèõ ïëàòåæ³â, º ïðàêòè÷íî
çíà÷èìèìè â ä³ÿëüíîñò³ ç ðîçñë³äóâàííÿ çëî÷èí³â, â÷èíþâàíèõ ó ñôåð³ áàíê³âñüêèõ
åëåêòðîííèõ ðîçðàõóíê³â òà ïëàòåæ³â. Ïðîàíàë³çîâàí³ îá’ºêòèâí³ òà ñóá’ºêòèâí³
ôàêòîðè äîïîìîæóòü ïðàö³âíèêàì ïðàâîîõîðîííèõ îðãàí³â åôåêòèâíî âèð³øóâàòè
îðãàí³çàö³éí³ ïèòàííÿ ùîäî ðîçñë³äóâàííÿ çëî÷èí³â ö³º¿ êàòåãîð³¿.
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FEATURES OF INVESTIGATORS OF CRIMES COMMITTED IN THE SPHERE
OF BANK ELECTRONIC PAYMENTS

Paper considers the investigation of peculiarities of the study of crimes committed
in the field of bank electronic payments. The legal conflict regarding granting the right of
an investigator to carry out investigative actions is analyzed. The signs of a crime in the
field of bank electronic payments are investigated. The signs of such an offense include:
self-interest; illegal actions and behavior (action) prohibited by law; royalty-free
appropriation; seizure and (or) appeal for the benefit of the perpetrator or other persons
of the stolen money; damnification of the owner; legal protection of information accessed
by third parties; the fact of unlawful access to information with the possibility of obtaining
information and its use; modifying or copying information. The objective and subjective
factors influencing investigative situations of this category of crime are determined. The
formation of investigative situations in the investigation of this type of crime is influenced
by both objective and subjective factors, which depend on a number of factors, namely:

– the need to involve persons with special knowledge in the field of computer
technologies and knowledge of the procedure and rules for accounting for financial and
business operations carried out in an automated way, including the procedure and rules
for the use of electronic payment facilities and systems, during the conduct of investigators
( detective) actions and operational-search activities;

– the need for studying in the process of revealing this type of crime a large amount
of data, which is mainly in electronic form; in this regard, special importance is given to
data and registers about the transmission and reception of electronic means, other sources
of information on the transfer or exchange of such means;

– a shortage of time and dynamism of the situation in the network environment,
due to the limited storage of server memory, which does not allow to keep technical
information on network interactions of computers, other information of evidence and
orientation; the high variability of individual types of evidence in an electronic form (for
example, many arrays of official information are organized in such a way that new
information overwrites the old in a continuous cycle);

– an elimination of counteraction to an investigation in which criminals carry out
actions to conceal traces of a crime which are in electronic form.

An important role in the formation of investigative situations of objective factors is
noted, since they can not be eliminated by the actions of investigators or operational
units.

The findings are practically significant in the investigation of crimes committed in
the field of banking electronic payments and payments and can help law enforcement
officers to deal effectively with organizational issues related to the investigation of crimes
in this category.

Keywords: electronic money, pre-trial investigation, signs of a crime, payments,
crime detection, investigative (search) actions, investigative situations.
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