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ïðîïîðö³éíîñò³ é íåîáõ³äíîñò³ º íàñò³ëüêè æ âàæëèâèìè, ÿê ³ äëÿ áóäü-ÿêî¿ ôîðìè
çáîðó ³íôîðìàö³¿ [11, ñ. 3].

Áåçóìîâíî, ïðàâîçàñòîñóâàííÿ ùîäî âèêîðèñòàííÿ ñîö³àëüíèõ çàñîá³â ìàñîâî¿
³íôîðìàö³¿ ÿê ³íñòðóìåíòó ðîçñë³äóâàííÿ â óìîâàõ çàêîíîäàâ÷îãî âàêóóìó âèìàãàº
òðàäèö³éíèõ êîíöåïö³é ëåã³òèìíîñò³ òà â³äïîâ³äíîñò³ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³.

Òàêèì ÷èíîì, âig data íåìèíó÷å âïëèâàòèìå íà ïðàâîîõîðîííó ä³ÿëüí³ñòü, çî-
êðåìà íà àíàë³òè÷íó ðîçâ³äóâàëüíó ïðàêòèêó, òàê ñàìî, ÿê ³ íà áóäü-ÿêèé ³íøèé àñ-
ïåêò ñîö³àëüíîãî ñâ³òó. Ïîáóòóº äóìêà, ùî ðîçâèíåí³ êðà¿íè, çà íàÿâíîñò³ ðåñóðñ³â,
çä³éñíþþòü ìàñîâèé â³äá³ð äàíèõ äëÿ çàáåçïå÷åííÿ íàö³îíàëüíî¿ áåçïåêè ç óñüîãî
òîãî, ùî ìåæóº ÷è ñï³ââ³äíîñèòüñÿ ³ç ïðàâàìè ãðîìàäÿí. Ïîðÿä ç òèì, íåìàº äîñòàòí³õ
ï³äòâåðäæåíü òîãî, ùî ïîë³öåéñüê³ ñèñòåìè çðîáèëè òå æ ñàìå, õî÷à ÷³òêî éäåòüñÿ
ïðî ïðàãíåííÿ âèêîðèñòîâóâàòè àêòóàëüí³ ³íñòðóìåíòè òà ìåòîäè îáðîáêè äàíèõ,
çàäëÿ âåðèô³êàö³¿ ³íôîðìàö³¿ â ìàñèâ³ áåçãëóçäèõ äàíèõ. Ïîðÿä ç öèì äåùî çàâè-
ùåíèìè âèäàþòüñÿ çàïèòè ùîäî ðåçóëüòàò³â ïðàâîîõîðîííî¿ ïðîãíîçíî¿ ä³ÿëüíîñò³,
ðîçâèòîê ÿêî¿ ïåðåäîâñ³ì ïîòðåáóº íàáàãàòî á³ëüøî¿ ê³ëüêîñò³ äîñë³äæåíü ùîäî çà-
ñòîñîâóâàíèõ ìåòîä³â. ², íàîñòàíîê, ìîæíà ñòâåðäæóâàòè, ùî ñîö³àëüí³ ìåä³à äàþòü
ïðàâîîõîðîííèì îðãàíàì íàáàãàòî á³ëüøå ìîæëèâîñòåé ùîäî ïðîòèä³¿ çëî÷èííîñò³,
í³æ çàãðîçè, ùî ïîòðåáóº, ó ñâîþ ÷åðãó, óðåãóëþâàííÿ ïðàâîîõîðîííî¿ ä³ÿëüíîñò³ â
öüîìó êîíòåêñò³ ÷åðåç êîíô³äåíö³éí³ñòü îñîáè òà äîñòîâ³ðí³ñòü ñë³äñòâà.
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OPPORTUNITIES AND THREATS TO THE EFFECTIVENESS OF LAW
ENFORCEMENT ACTIVITIES IN THE DIGITAL ERA

Modern society nowadays is at the very beginning of the development of a new era
of digital, Internet and intelligent (cognitive) systems. The environment is changing and
law enforcement agencies have the ability to use data in more intelligent ways. In addition,
there is the problem of determining the limits of an access to information, especially
individual. Society’s concern can be provoked by the use by law enforcement agencies of
the technologies of processing “big data” because of the reasons beyond the financial or
other personal expense. Police legitimacy is constantly on the move, growing and decreasing,
either on the basis of successful law enforcement or the condemnation of mistakes and
miscalculations. Use of such an array of data generates significant ethical issues, and this,
in turn, may endanger traditional freedoms. The emergence of Big data, data management,
and criminological prediction is a significant advancement in crime prevention, where
SOCMINT (social media intelligence) is actively used. Their use is desirable not only
because of intelligence capabilities, but also of of its capacity to lead to a certain reduction
in the use of potentially more intrusive methods of criminal intelligence.

The study showed that the relationship between the volume of data and the knowledge
that can be derived from them is not linear, but there is an obvious symbiosis between Big
data and the high expectation of the state on crime reduction, namely, predictive law
enforcement defined as “methodology used by law enforcement agencies to analyze data
regarding past crimes for prediction of crime knowledge and vulnerability in the future”.

It is stated that there are four scientifically substantiated categories of predictive
law enforcement activities and the need to ensure synergy between analytical and research
efforts.

It is noted that the rapid spread of social networks as media creates a number of
opportunities and challenges for state institutions, as well as threats in the context of law
enforcement activities. But social media gives law enforcement agencies much more anti-
crime opportunities than threats that, in turn, require regulation of law enforcement activities
in this context due to the confidentiality of individuals and the credibility of the investigation.
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The necessity of applying more intelligent law enforcement practices, definition of
the limits of an access to information, as well the need to deepen the research component
of the criminological forecasting and additional legal regulation of law enforcement activities
in the context of use of social networks is emphasized.

Keywords: law enforcement activity, intellectual law enforcement practices, big
data, social networks, criminological forecasting, prospective law enforcement activity,
analytical intelligence activities.
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