HAYRA T TTIPABOOXOPOHA. 2018. \e 1(39) ISSN 2072-8670
NAUKA T PRAVOOHORONA

IPOIOPLIAHOCTI i HEOOXiZAHOCTI € HACTIIBKU K BasKJIMBUMMU, SIK i I Oyab-sKOI (hopmu
30opy indopmarii [11, c. 3].

BesyMoBHO, 1paBo3acToCyBaHHs 100 BUKOPUCTAHHA COLIaJbHUX 3ac00iB MacoBOi
ingopmariii gK iHCTPyMEHTY pO3CTifyBaHHS B yMOBaxX 3aKOHOJABYOTO BAaKyyMy BHUMarae
TPAAUIIMHUX KOHIIEMIiil JIeriTUMHOCTI Ta BiJIIOBiIHOCTI TPABOOXOPOHHOI AiAJbHOCTI.

Takum unHOM, 6ig data HemMuHyde BIUIMBATHME Ha TIPABOOXOPOHHY [isJIBHICTH, 30-
KpeMa Ha aHaJiTHYHYy PO3BiLyBaJbHY TPAKTHKY, TaK caMo, sIK i Ha Oyab-sAKWil iHIINUN ac-
meKT comiaabHoro cBity. ITo6yTye mymKa, 110 po3BHHEHI KpaiHu, 3a HasIBHOCTI pecypcis,
3IIICHIOIOTH MAcOBUU BiAGIp AaHWX /s 3a0e3MeUeHHsT HAIIOHAJIBHOI Ge3leKd 3 YChOro
TOTO, 10 MEXKY€E YU CIiBBI[HOCUTbHCA i3 TTpaBamu rpomajisid. Ilopsi 3 TUM, HEMa€e JOCTaTHIX
HiITBEP/KEHb TOTO, 1O TOJINEHChKI cucTeMu 3pOOMIN Te K caMe, X04a YiTKO HAeThCst
PO MparHeHHs BUKOPUCTOBYBATH aKTyasbHi iHCTPYMEHTH Ta MeTOAu OOPOOKU JAHUX,
3a/uist Bepudikanii indopmanii B Macusi 6e3rurysaux gaHux. Ilopsig 3 UM €10 3aBu-
HIEHUMU BUAAIOTHCA 3allUTU IOA0 PE3YJIbTATIB IPABOOXOPOHHOI IPOTHO3HOI AiAJIbHOCTI,
PO3BHUTOK SKOi IepemoBciM moTpebye Habarato Oi/lbIIOi KiJIBKOCTI AOCHIIKEHb LION0 3a-
CTOCOBYBaHUX MeETO[iB. I, HAOCTAaHOK, MOKHA CTBEP/’KYyBaTH, 1110 COIliaJbHi Mefia 1af0Th
IPABOOXOPOHHUM OpraHaM Habarato Oijibie MOKJIMBOCTEH IOAO TIPOTH/II 3J0YMHHOCTI,
HiK 3arpo3u, 1Mo moTpedye, y CBOK 4Yepry, yperyJioBaHHs IIPAaBOOXOPOHHOI MisIbHOCTI B
I[OMY KOHTEKCTi 4depe3 KOH(ieHI[IHHICTh 0cOOM Ta JMOCTOBIPHICTH CJIiICTBA.
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OPPORTUNITIES AND THREATS TO THE EFFECTIVENESS OF LAW
ENFORCEMENT ACTIVITIES IN THE DIGITAL ERA

Modern society nowadays is at the very beginning of the development of a new era
of digital, Internet and intelligent (cognitive) systems. The environment is changing and
law enforcement agencies have the ability to use data in more intelligent ways. In addition,
there is the problem of determining the limits of an access to information, especially
individual. Society’s concern can be provoked by the use by law enforcement agencies of
the technologies of processing “big data” because of the reasons beyond the financial or
other personal expense. Police legitimacy is constantly on the move, growing and decreasing,
either on the basis of successful law enforcement or the condemnation of mistakes and
miscalculations. Use of such an array of data generates significant ethical issues, and this,
in turn, may endanger traditional freedoms. The emergence of Big data, data management,
and criminological prediction is a significant advancement in crime prevention, where
SOCMINT (social media intelligence) is actively used. Their use is desirable not only
because of intelligence capabilities, but also of of its capacity to lead to a certain reduction
in the use of potentially more intrusive methods of criminal intelligence.

The study showed that the relationship between the volume of data and the knowledge
that can be derived from them is not linear, but there is an obvious symbiosis between Big
data and the high expectation of the state on crime reduction, namely, predictive law
enforcement defined as “methodology used by law enforcement agencies to analyze data
regarding past crimes for prediction of crime knowledge and vulnerability in the future”.

It is stated that there are four scientifically substantiated categories of predictive
law enforcement activities and the need to ensure synergy between analytical and research
efforts.

It is noted that the rapid spread of social networks as media creates a number of
opportunities and challenges for state institutions, as well as threats in the context of law
enforcement activities. But social media gives law enforcement agencies much more anti-
crime opportunities than threats that, in turn, require regulation of law enforcement activities
in this context due to the confidentiality of individuals and the credibility of the investigation.
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The necessity of applying more intelligent law enforcement practices, definition of
the limits of an access to information, as well the need to deepen the research component
of the criminological forecasting and additional legal regulation of law enforcement activities
in the context of use of social networks is emphasized.

Keywords: law enforcement activity, intellectual law enforcement practices, big
data, social networks, criminological forecasting, prospective law enforcement activity,
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Orpumano 30.03.2018

22



